
1. Three ways a processor can transition from user mode to kernel mode are: 

• System calls (trap instructions): A user-level program requests a service provided by the operating 

system by making a specific system call. 

• Interrupts: An event external to the processor, such as a hardware device requesting service, causes 

the processor to switch to kernel mode. 

• Exceptions: An error or anomalous event within the processor, such as a divide-by-zero error, causes 

the processor to switch to kernel mode. 

2. In kernel mode, the processor has access to all memory and devices, and can execute any instruction. In 

user mode, the processor has limited access to memory and can only execute a subset of instructions. The 

difference is important because kernel mode protects the operating system and other system resources from 

being changed or compromised by user-level programs. 

3. Interrupts are signals that inform the processor to stop executing the current program and transfer control 

to a specific routine, called an interrupt handler. This is typically done to handle external events such as 

keyboard input, mouse movement, and disk operations. Traps are like interrupts, but are generated 

intentionally by software, often used for error handling or to call system services. 

4. The two categories of services and functions provided by an operating system are: 

System calls: These are low-level interfaces that allow user-level programs to request services from the 

operating system kernel. Examples include reading and writing files, creating and removing processes, and 

distributing memory. 

Library functions: These are higher-level interfaces that supply more functionality and convenience for user-

level programs. Examples include string manipulation, mathematical functions, and input/output operations.  

The main difference is that system calls directly interact with the kernel while the library functions are built 

on top of system calls, they are more convenient to use and abstract the complexities of system calls. 

5. Three general methods for passing parameters to the operating system are: 

• Command line arguments: Parameters are passed to the operating system through the command line 

when the program is executed. 

• Environment variables: Parameters are stored in the system's environment variables and can be 

accessed by the program. 

• Input/output redirection: Parameters are passed to the program through input redirection from a file 

or through output redirection to a file. 

6. Advantages of using the same system call interface for manipulating both files and devices include: 

• Simplicity: The same interface can be used for both files and devices, reducing the complexity of the 

operating system. 

• Consistency: The same interface can be used for all types of I/O operations, making it easier for 

programmers to use. 

• Portability: Programs written for one operating system can be easily ported to another operating 

system that uses the same interface. 



Disadvantages of using the same system call interface for manipulating both files and devices include: 

• Inefficiency: Using the same interface for both files and devices may not be perfected for the specific 

needs of each type of resource. 

• Limited functionality: The interface may not have all the functionality needed to fully control and 

manipulate devices. 

7. The purpose of system calls is to supply an interface between the application program and the operating 

system. System calls allow the application program to request services from the operating system, such as 

reading and writing to files, distributing memory, and creating new processes. 

The purpose of system programs is to supply a user-friendly interface to the operating system and to perform 

system-level tasks, such as managing files, controlling devices, and managing system resources. 

8. In a client-server model, there is a centralized server that supplies services to multiple clients. The clients 

send requests to the server, which processes the requests and sends back the results. This model is often used 

in situations where a single crucial point of control is desired and where the load on the server can be managed 

and distributed among multiple clients. 

In a peer-to-peer model, there is no central server and all nodes in the network act as both clients and servers. 

Each node can directly communicate with other nodes and can share resources, such as files and processing 

power, without needing to go through a central server. This model is often used in situations where 

decentralization is desired and where the load on the system can be distributed among multiple nodes. 

 

 


