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Marks Distribution

• 4 Assignments will have 10 marks each (total=40)
• Final Exam will have 60 marks (total=60)

Note: All video lectures and assignments will be available through the start-
ing of this course. Deadlines for submitting assignment will be 1 week after
the last lecture mentioned on Moodle.
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Course Overview

1 Introduction to Computer Networks
Client/Server Model

2 Basic Network Concepts and Java I/O
OSI vs TCP/IP layer model
IP, TCP and UDP
IP Addresses, Domain Names and Ports
Internet, Firewalls and Proxy Servers
Streams

3 Basic Web Concepts and Network Programming
Internet Addresses
Uniform Resource Identifier (URI)
Uniform Resource Locator (URL)
Hypertext Transfer Protocol (HTTP)
URLConnections
Sockets for Clients
Sockets for Servers
The UDP Protocol
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Client/Server Model
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Figure 1: Client Server model
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Client/Server Model

Basic Network Concept:

Network
• A network is a collection of computers and other devices that can send

data to and receive data from one another, more or less in real time.
• A network is often connected by wires, and the bits of data are turned

into electromagnetic waves that move through the wires.

Node
Each machine on a network is called a node. Most nodes are computers,
but printers, routers, bridges and gateways can also be nodes.
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Client/Server Model (cont’d)

Host
• Nodes that are fully functional computers are also called Host.
• We will use the word node to refer to any device on the network, and

the word host to refer to a node that is a general-purpose computer.

Address
• Every network node has an address, a sequence of bytes that uniquely

identifies it.
• More bytes means more addresses are available and the more devices

can be connected to the network simultaneously.

Note: All modern computer networks are packet-switched networks: data
traveling on the network is broken into chunks called packets and each
packet is handled separately. Each packet contains information about who
sent it and where it’s going.
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Client/Server Model (cont’d)

Protocol
• A protocol is a precise set of rules defining how computers communi-

cate: the format of addresses, how data is split into packets, and so on.
• For example, the Hypertext Transfer Protocol (HTTP) defines how web

browsers servers communicate.

Challenges:
• Sending data across a network is a complex operation due to the phys-

ical characteristics of the network as well as the logical character of the
data being sent.

• Software that sends data across a network must understand: how to
avoid collisions between packets, convert digital data to analog signals, de-
tect and correct errors, route packets from one host to another.

• How to support multiple operating systems and heterogeneous net-
work cabling.
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OSI vs TCP/IP layer model

Figure 2: The OSI model vs TCP/IP layer model

The OSI model and TCP/IP model is shown in Figure 2.
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OSI vs TCP/IP layer model (cont’d)

Application Layer
• To allow access to network resources.

Presentation Layer
• To translate, encrypt, and compress data.

Session Layer
• To establish, manage, and terminate session.
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OSI vs TCP/IP layer model (cont’d)

Transport Layer
• To provide reliable process-to-process message delivery and error re-

covery.

Network Layer
• To move packets from source to destination.
• To provide internetworking.

Data Link Layer
• To organize bits into frames.
• To provide hop-to-hop delivery.

Physical Layer
• To transmit bits over a medium.
• To provide mechanical and electrical specifications.

Prabhat Kumar, Ph.D., MIEEE (LUT University) CT60A4700 November 15, 2022 11 / 52



IP, TCP and UDP

IP
• IP was designed to allow multiple routes between any two points and

to route packets of data around damaged routers.

TCP
• TCP was layered on top of IP to give each end of a connection the ability

to acknowledge receipt of IP packets and request retransmission of lost
or corrupted packets.

UDP
• TCP, however, carries a fair amount of overhead. Packets are some-

times sent without the guarantees that TCP provides using the UDP
protocol.

• UDP is an unreliable protocol that does not guarantee that packets will
arrive at their destination or that they will arrive in the same order they
were sent.
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IP Addresses, Domain Names and Ports

IP Addresses
• As a Java programmer, we should know about addressing.
• Every computer on an IPv4 network is identified by a four-byte number.
• This is normally written in a dotted quad format like 199.1.32.90, where

each of the four numbers is one unsigned byte ranging in value from
0 to 255.

• There are a little more than four billion possible IP addresses.
• IPv6 addresses are customarily written in eight blocks

of four hexadecimal digits separated by colons, such as
FEDC:BA98:7654:3210:FEDC:BA98:7654:3210.

• In mixed networks of IPv6 and IPv4, the last four bytes of the IPv6 ad-
dress are sometimes written as an IPv4 dotted quad address. For ex-
ample, FEDC:BA98:7654:3210:FEDC:BA98:7654:3210 could be written
as FEDC:BA98:7654:3210:FEDC:BA98:118.84.50.16.
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IP Addresses, Domain Names and Ports (cont’d)

Domain Names
• Domain Name System (DNS) was developed to translate hostnames

that humans can remember, such as “www.oreilly.com,” into numeric
Internet addresses such as 208.201.239.101.

• When Java programs access the network, they need to process both
these numeric addresses and their corresponding hostnames. This is
done with the help of java.net.InetAddress class

Ports
• A port is a communication endpoint. Typically, ports identify a specific

network service assigned to them.
• Within an operating system, the primary use of a port number is to

transfer the data between a computer network and an application.
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IP Addresses, Domain Names and Ports (cont’d)

Figure 3: Well-known port assignments
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Internet, Firewalls and Proxy Servers

Figure 4: Internet

Internet
• The Internet is the world’s largest IP-based network.
• The Internet is not owned by anyone. It is simply a very large collection

of computers and devices that have agreed to talk to one another in a
standard way.
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Internet, Firewalls and Proxy Servers (cont’d)

Figure 5: Working of Firewalls

Firewall
• Firewall is responsible for inspecting each packet that passes into or

out of its network interface and accepting it or rejecting it according to
a set of rules.
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Internet, Firewalls and Proxy Servers (cont’d)

Figure 6: Working of Proxy Servers

Proxy Servers
• Proxy servers are related to firewalls.
• Advantages of using a proxy server is that external hosts only find out

about the proxy server. They do not learn the names and IP addresses
of the internal machines, making it more difficult to hack into internal
systems.
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Streams

Streams
Network programs do is simple input and output: moving bytes from one
system to another. Input streams read data; output streams write data.

Figure 7: Classification Chart for InputStream and OutputStream
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Streams

Output Streams
Subclasses of OutputStream use these methods to write data onto
particular media. The output class is java.io.OutputStream that provides
the fundamental methods needed to write data. These are:

public abstract void write(intb) throws IOException
public void write(byte[] data) throws IOException
public void write(byte[] data, int offset , int length) throws IOException

Note: OutputStream’s fundamental method is write(int b). This method
takes an integer from 0 to 255 as an argument and writes the correspond-
ing byte to the output stream.
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Streams

Output Stream Example
In this example, we are writing the textual information in the
BufferedOutputStream object which is connected to the FileOutputStream
object. The flush() flushes the data of one stream and send it into another.
It is required if you have connected the one stream with another.

Figure 8: Example of BufferedOutputStream class
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Streams

Input Streams
Java’s basic input class is java.io.InputStream. This class provides the
fundamental methods needed to read data as raw bytes. These are:

public abstract int read() throws IOException
public int read(byte[] input) throws IOException
public int read(byte[] input , int offset , int length) throws IOException

Note: This method reads a single byte of data from the input stream’s
source and returns it as an int from 0 to 255. End of stream is signified
by returning –1.
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Streams

Input Stream Example
Let’s see the simple example to read data of file using
BufferedInputStream:

Figure 9: Example of BufferedInputStream class
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Internet Addresses

Internet Addresses
Creating New InetAddress Objects: There are no public constructors in the
InetAddress class. Instead, InetAddress has static factory methods that
connect to a DNS server to resolve a hostname. The most common is
InetAddress.getByName(). https : //onecompiler .com/java/3yft2aa4s

Figure 10: Example program that prints the address of ”www.lappeenranta.fi”
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Internet Addresses

getHostName()
We can also find the hostname with ip address using getHostName()
method. If the address you look up does not have a hostname,
getHostName() simply returns the dotted quad address you supplied.

InetAddress address = InetAddress.getByName(”194.89.230.214”);
System.out .println(address.getHostName());

getLocalHost()
The getLocalHost() method returns an InetAddress object for the host on
which your code is running:

InetAddress me = InetAddress.getLocalHost();
System.out .println(me);
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Internet Addresses

Getter Methods
The InetAddress class contains four getter methods that return the
hostname as a string and the IP address as both a string and a byte array:

public String getHostName()
public String getCanonicalHostName()
public byte[] getAddress()
public String getHostAddress()

Definition
• The getHostName() method returns a String that contains the name of

the host with the IP address and will only call DNS if it doesn’t think it
already knows the hostname.
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Internet Addresses

Definition
• The getCanonicalHostName() method is similar but calls DNS if it can,

and may replace the existing cached hostname.
• To know the IP address of a machine we use the getAddress() method,

which returns an IP address as an array of bytes in network byte order.
• The getHostAddress() method returns a string containing the dotted

quad format of the IP address.
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Uniform Resource Identifier (URI)

URI
• A Uniform Resource Identifier (URI) is a string of characters in a partic-

ular syntax that identifies a resource.
• The resource identified may be a file on a server; but it may also be an

email address, a news message, a book, a person’s name, an Internet
host, the current stock price of Oracle, or something else.

• A resource is a thing that is identified by a URI. A URI is a string that
identifies a resource.

• A Uniform Resource Locator (URL) is the most common type of URI.
• The syntax of a URI is composed of a scheme and a scheme-specific

part, separated by a colon, like this: scheme:scheme-specific-part

Note: The syntax of the scheme-specific part depends on the scheme being
used. Current schemes include: data, file, ftp, http, mailto, magnet, telnet
and urn.
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Uniform Resource Identifier (URI)

Note: There is no specific syntax that applies to the scheme-specific parts
of all URIs. However, many have a hierarchical form, like this:
//authority/path?query
Example 1: For instance, the URI http : //www .ietf .org/rfc/rfc3986.txt has
the scheme http, the authority www .ietf .org, and the path /rfc/rfc3986.txt
(initial slash included). This means the server at www .ietf .org is responsible
for mapping the path /rfc/rfc3986.txt to a resource. This URI does not have
a query part.
Example 2: The URI http : //www .powells.com/cgibin/biblio?inkey = 62 −
1565928709 − 0 has the scheme http, the authority www .powells.com, the
path /cgi − bin/biblio, and the query inkey = 62 − 1565928709 − 0.
Example 3: The URI urn : isbn : 156592870 has the scheme urn but doesn’t
follow the hierarchical//authority/path?query form for scheme-specific parts.
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Uniform Resource Locator (URL)

URL
• URI may tell us what a resource is, but not actually tells where or how

to get that resource.
• A URL is a URI that, as well as identifying a resource, provides a specific

network location for the resource that a client can use to retrieve a
representation of that resource.

• In Java, it’s the difference between the java.net.URI class that only iden-
tifies resources and the java.net.URL class that can both identify and
retrieve resources.

• The syntax of a URL is: protocol://userInfo@host:port/path?query#fragment

Example: A URL looks like http://www.ibiblio.org/javafaq/javatutorial.html. This
specifies that there is a file called javatutorial.html in a directory called javafaq
on the server www.ibiblio.org, and that this file can be accessed via the HTTP
protocol.
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Uniform Resource Locator (URL)

URL
• The java.net.URL class is an abstraction of a URL. URLs are immutable.

After a URL object has been constructed, its fields do not change.

Creating New URLs
• We can construct instances of java.net.URL. The constructors differ in

the information they require:

public URL(String url) throws MalformedURLException
public URL(String protocol , String hostname, String file) throws
MalformedURLException
public URL(String protocol , String host , int port , String file) throws
MalformedURLException

Prabhat Kumar, Ph.D., MIEEE (LUT University) CT60A4700 November 15, 2022 31 / 52



Uniform Resource Locator (URL)

Note: All these constructors throw a MalformedURLException if you try to
create a URL for an unsupported protocol or if the URL is syntactically in-
correct.

Constructing a URL from a string
• The simplest URL constructor just takes an absolute URL in string form

as its single argument:

public URL(String url) throws MalformedURLException
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Uniform Resource Locator (URL)

Figure 11: Example program for determining which protocols a virtual machine
supports
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Uniform Resource Locator (URL)

Constructing a URL from its component parts
• We can also build a URL by specifying the protocol, the hostname, and

the file:

public URL(String protocol , String hostname, String file) throws
MalformedURLException

Note: For the rare occasions when the default port isn’t correct, the next
constructor lets you specify the port explicitly as an int

Prabhat Kumar, Ph.D., MIEEE (LUT University) CT60A4700 November 15, 2022 34 / 52



Hypertext Transfer Protocol (HTTP)

HTTP
• The Hypertext Transfer Protocol (HTTP) is a standard that defines how

a web client talks to a server and how data is transferred from the
server back to the client.

• It can be used to transfer TIFF pictures, Microsoft Word documents,
Windows .exe files, or anything else that can be represented in bytes.

Note: HTTP connections use the TCP/IP protocol for data transfer. For
each request from client to server, there is a sequence of four steps:

1 The client opens a TCP connection to the server on port 80, by default;
other ports may be specified in the URL.

2 The client sends a message to the server requesting the resource at a
specified path. The request includes a header.

3 The server sends a response to the client. The response begins with a
response code, followed by a header full of metadata, a blank line, and
the requested document or an error message.

4 The server closes the connection.
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Hypertext Transfer Protocol (HTTP)

Note: This is the basic HTTP 1.0 procedure. In HTTP 1.1 and later, multiple
requests and responses can be sent in series over a single TCP connection.
That is, steps 2 and 3 can repeat multiple times in between steps 1 and 4.
Furthermore, in HTTP 1.1, requests and responses can be sent in multiple
chunks.

Request Structure
A typical client request looks something like this:
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Hypertext Transfer Protocol (HTTP)

Response Structure
A typical successful response looks something like this:

HTTP Methods
There are four main HTTP methods: GET, POST, PUT and DELETE.
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Hypertext Transfer Protocol (HTTP)

GET
The GET method retrieves a representation of a resource.

PUT
The PUT method uploads a representation of a resource to the server at a
known URL.

POST
The POST method is the most general method. It too uploads a
representation of a resource to a server at a known URL, but it does not
specify what the server is to do with the newly supplied resource.

DELETE
The DELETE method removes a resource from a specified URL.
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URLConnections

URLConnections
• URLConnection is an abstract class that represents an active connec-

tion to a resource specified by a URL.
• It provides more control over the interaction with a server (especially

an HTTP server) than the URL class.

Opening URLConnections
A program that uses the URLConnection class directly follows this basic
sequence of steps:

1 Construct a URL object.
2 Invoke the URL object’s openConnection() method to retrieve a URL-

Connection object for that URL.
3 Get an input stream and read data.
4 Get an output stream and write data.
5 Close the connection
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URLConnections

Reading Data from a Server
The getInputStream() method returns a generic InputStream that lets you
read and parse the data that the server sends.

Figure 12: Example program for downloading a web page with a URLConnection
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URLConnections

Figure 13: Output of a web page with a URLConnection
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Sockets for Clients

Sockets
• Sockets allow the programmer to treat a network connection as just

another stream onto which bytes can be written and from which bytes
can be read.

• Sockets shield the programmer from low-level details of the network,
such as error detection, packet sizes, packet splitting, packet retrans-
mission, network addresses, and more.
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Sockets for Clients

Figure 14: Example program for printing daytime protocol client
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Sockets for Clients

Figure 15: Output for printing daytime protocol client
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Sockets for Servers
A server socket runs on the server and listens for incoming TCP connec-
tions.

Basic life cycle
1 A new ServerSocket is created on a particular port using a Server-

Socket() constructor.
2 The ServerSocket listens for incoming connection attempts on that port

using its accept() method.
3 Depending on the type of server, either the Socket’s getInputStream()

method, getOutputStream() method, or both are called to get input
and output streams that communicate with the client.

4 The server and the client interact according to an agreed-upon protocol
until it is time to close the connection.

5 The server, the client, or both close the connection.

Note: Once a ServerSocket has set up the connection, the server uses a
regular Socket object to send data to the client. Data always travels over
the regular socket.
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Sockets for Servers

Figure 16: Example program for daytime protocol server

Note: The accept() method is called within an infinite loop to watch for new
connections; like many servers, this program never terminates but contin-
ues listening until an exception is thrown or you stop it manually.
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TCP Echo Server Example

Figure 17: Program for TCP Echo Server – Tcpechoserver.java
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TCP Echo Client Example

Figure 18: Program for TCP Echo Client – Tcpechoserver.java
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TCP Echo Client-Server Output

Figure 19: Output for TCP Echo Client-Server

RESULT: Thus data from client to server is echoed back to the client to check
reliability/noise level of the channel.
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The UDP Protocol

User Datagram Protocol (UDP)
• TCP is designed for reliable transmission of data.
• If data is lost or damaged in transmission, TCP ensures that the data is

resent. However, this reliability comes at a price of speed.
• The UDP is an alternative transport layer protocol for sending data over

IP that is very quick, but not reliable.
• Java’s implementation of UDP is split into two classes: DatagramPacket

and Datagram Socket.
• The DatagramPacket class stuffs bytes of data into UDP packets called

datagrams and lets you unstuff datagrams that you receive.
• A DatagramSocket sends as well as receives UDP datagrams.
• To send data, you put the data in a DatagramPacket and send the

packet using a DatagramSocket.
• To receive data, you take a DatagramPacket object from a Datagram-

Socket and then inspect the contents of the packet.
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The End
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