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The Physical Layer and the Data Link Layer (OSI Layers 1 and 2) determine howdata should be transmitted in the local area in order to adapt the transmission to theproperties of the medium and protect against transmission errors. If, however, we wantto transfer data not only between two neighboring systems but across a large andcomplex network between two end systems, there are additional tasks that have to beimplemented primarily at network nodes. The essential functions that are located in thethird layer of the OSI Model are switching and routing. Routing means to find appropriatepaths in the network for the data transfer.In this chapter, the various switching principles will be explained first. Then you willlearn about the data transfer protocol IP - the Internet Protocol - used in the Internetin Layer 3. Both versions, IPv4 and IPv6, will be treated extensively. Relevant auxiliaryprotocols such as ICMP, ARP and DHCP will also be presented. The end of the chapterwill provide a glimpse into routing protocols.
4.1 Switching Principles 
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arrangement

4.1 Switching Principles4.1.1 Circuit Switching4.1.2 Packet Switching4.1.3 Virtual Circuits4.1.4 Network Convergence
There are some basic possibilities for how communication works in wide area networks.What matters here in particular is the approach according to which the transmission ofdata units occurs in the network nodes. Two principles can be distinguished.• Circuit switching and• Packet switchingBoth switching methods are presented here. There are also ways to combine them.At the end of this section, we will consider the current situation at manytelecommunication companies that provide telephone as well as data communicationservices for their customers. In the past, there were separate networks for bothpurposes, but now independent telephone networks are abandoned and telephony ishandled via the data network. However, there are also conflicts to resolve here becausethe telephone network works according to circuit switching and does not fit well withthe packet switching used in the data network.
4.1.1 Circuit Switching The circuit switching principle was already introduced with the first telephone

networks. This principle means that for communication between two participants,transmission capacities are reserved along the communication path. In the past (seeinfo box at the bottom), these were actually wires that were manually plugged to createa physical connection. In modern networks, however, reservations are realized on alogical level. The reservations exist until the communication between the participants isterminated. The transmission capacities can be assigned to other participants only afterthis connection has ended. This means that it can sometimes happen that all networkcapacities are already used when an additional participant would like to access thenetwork. In this case, the new participant is rejected. In telephone networks, this meansthat the participant gets a busy tone. Today this situation is uncommon in everyday lifebecause the networks have a lot of resources.
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The components in the network need to be able to manage existing reservations. Theydo not need buffers to store data because all incoming data can always be forwardedimmediately.If the connection is established on demand, it is called a switched connection. If,however, two participants are connected for a long period, they are connected via a
dedicated line.
Advantages• Guaranteed bit rate: A bit rate is guaranteed to the participants through the end-to-end reservation. This is also independent of how many participants are currentlytransmitting. However, the guarantee only applies to a fault-free network.• Minimum delay: The reservation of a fixed path between participants results in thedata arriving at the receiver with minimum delay, which is unavoidable due to thesignal propagation time. This is particularly important for telephone calls or videoconferences because variations in the delay time affect the user experience of theseapplications.• Sequence preservation: Because the same path must always be taken through thenetwork, the data sequence is preserved.• Little overhead: By managing the reservations in the network, it is possible to knowwhich data units belong to which connections. Corresponding address data does nothave to be contained in the data units themselves.
Disadvantages• Poor network use: Due to guaranteed transmission capacities for the participants,which apply rigidly for a long period, the network capacity is poorly utilized. Thismeans that when a participant does not use the bit rate allocated to him, thecapacities cannot be made available for other participants on short notice. This isthe case, for example, with telephone calls because in a telephone call usually onlyone speaker speaks at a time. The return channel remains unused. If you also takeinto account pauses in the discussion, the use rate is often only 20 to 30 percent.This problem becomes significantly more severe with Internet data traffic, whichtypically has strongly varying bit rate requirements. For example, when surfing theweb sometimes a lot of data is downloaded when someone visits a 3 MB size homepage. While the page is subsequently being viewed, no communication is necessary.• Delay due to connection setup: The reservation has to be made beforecommunication is possible. This takes time, which is a disadvantage in particularfor short-lived connections.
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• Dealing with line interruptions: Circuit switching does not perform well whenthere are errors in the network on the transmission path, i.e. when a network nodefails or the transmission path no longer works. The connection is then no longerusable, a new end-to-end path has to be found and resources have to be reservedagain. This is noticeable in a classical telephone call so that the conversation endsabruptly and the participants have to dial again.• Rejection of participants: It can happen that all transmission capacity for a linkis already assigned to other participants. In this case, further reservation requeststhat also need this link are rejected by the network.In conclusion, you could say that circuit switching is appropriate for telephone networks.With telephone calls, you can estimate which bit rates are needed for good call qualityand you can make a fixed assignment of this bit rate to the participants (e.g., 64 kbit/s with ISDN). It is, however, not very suitable for Internet data traffic because the bitrates vary considerably here such that a fixed allocation would lead to poor networkutilization.
In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/PpwVu22iJ9E 
Circuit switching

indentation

The beginnings of circuit switchingYou have probably all got an idea of the original circuit-switching technology fromold films: The desired connection was indicated to the call center by rotating a crankinductor. An operator would then call the desired participant using a crank inductor andconnect both participants with the help of a pair of cables in a connection cabinet. Thiscreated a physical connection.

http://www.youtube.com/embed/PpwVu22iJ9E
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The operator

4.1.2 Packet Switching In contrast to telephone networks, a different approach is used in the Internet: packet

switching. Here, the data to be transmitted are divided into individual data units so thatthey can be transmitted separately from one another. The data units in this approach arecalled packets.The packets are sent from node to node to the destination and have to be storedtemporarily at each node. All data packets must therefore contain all informationrequired for their correct forwarding. The routing decisions here are made again ateach node for each incoming packet. A particular path is therefore selected for eachpacket so that the packets can be transmitted along different paths even when they areexchanged between the same participants. This has the major advantage that in the eventof problems in the network, new paths can be selected quickly so the communicationcan continue.Because overtaking of packets may occur with this approach, applications, in which thesequence of the packets is important, have to have mechanisms to recreate the correctpacket sequence at the receiver.No reservations are made for packet switching. This means that the end systems cansend as many packets in the network as they wish. The transmission is only limited bythe bit rate of the network access. Therefore, within the network the network nodes maysometimes be overloaded. Buffers in the nodes can compensate for this over the shortterm, but for long-lasting overloads, the packets have to be dropped by the nodes. As a



4.1 Switching Principles 4.1.2 Packet Switching

119 / 389

consequence, there are no guarantees as to when or whether the packets will arrive atthe receiver.
Advantages• Flexible bit rates: With packet switching, the packets can be sent with the bit ratethat is needed at the time. This means the network is utilized much better thanwhen providing fixed reservations. It is not guaranteed, however, that the packetswill arrive at the destination.• Robustness: When nodes or links in the network fail, alternative paths can be foundon short notice. In such cases, only few or no packets are lost so participants donot notice the situation or notice it only very little. This advantage was essential forthe development and selection of packet switching as basis for the Internet (moreprecisely, its predecessor ARPAnet). At the time, the hardware in the switchingnodes was unreliable so failures had to be managed well.• No connection setup: Because this approach is not connection-oriented, noconnection setup is necessary. This means there is no waiting time, and the firstpacket can be transmitted immediately.
Disadvantages• Packet loss possible: Because there are no reservations, it can happen that at timestoo many packets are sent simultaneously. In these cases, the packets are dropped inthe network when the network components are overloaded. This means the packetswill not reach their destination. Depending on the application, it must be ensuredthen that appropriate retransmissions are carried out.• Overtaking possible: Because for each packet and each forwarding, a decisionmust be made about which route is taken, packets can be overtaken by otherpackets. This has to be dealt with if the right sequence is important for theapplication.• Time variance: The buffers in the nodes can be temporarily full or empty. Thisresults in packets needing different times to traverse the network. Combined withpacket loss and overtaking, this can especially be a problem for voice and videotransmission.• Overhead: Because packets are transmitted through the network independentfrom each other, they have to contain complete destination and source addresses.

In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/A1E6S302KYY 

http://www.youtube.com/embed/A1E6S302KYY
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Packet switching

Datagram switching

The figure on this page refers to datagram switching as a typical type of packetswitching. It is possible, however, to emulate properties of circuit switching in a packetswitched network. This configuration is called virtual circuits.
In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/MWdiJcyc2jw 
Datagram switching

4.1.3 Virtual Circuits For virtual circuits, there are several ways in which circuit switching and packetswitching can be combined. There are long-term switched virtual circuits or dynamicones. The description that follows refers to dynamic circuits.
In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/E6k-aqj0qXc 
Virtual circuitsPath selection processes start in every network node through an initial transmittedpacket, and the resources needed for this circuit are reserved. The path selected by thenodes will be reserved for all further packets belonging to this logical connection so that,as with circuit switching, all packets are sent along the same path.

http://www.youtube.com/embed/MWdiJcyc2jw
http://www.youtube.com/embed/E6k-aqj0qXc
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Virtual circuits in a packet-switched network

It is therefore not possible that packets overtake each other. Since the end users havethe impression that they have a dedicated line which is actually not the case, theconfiguration is called virtual circuits.In addition, links in the network are used for the simultaneous transmission of packetsbelonging to different logical connections. This means that the available transmissioncapacity is better utilized. On a link, several virtual circuits can therefore exist at thesame time. If a link fails because of a defect in a node, for example, a new route throughthe network can be found for all subsequent packets by performing an automated route

change. In this case, only the few packets that are currently on the link will be lost.
Advantages• Guaranteed performance: There can be certain guarantees for performanceparameters in such a network. By retaining the sequence and the pre-reservedroutes, delays and delay variations are kept within limits. The bit rate needs canalso be planned better and the medium can be better utilized. The guarantees arenot, however, as strict as with circuit switching. If the data volumes resulting frommany participants are very high, these needs may not be met. This is sometimes alsoreferred to as a statistical guarantee.• Robustness in case of failures: In case of failure of links or nodes, other routescan be found dynamically. Because the reservations refer to the original path, theperformance may, however, be limited.
Disadvantages
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• Effort for reservations: Reservations have to be made in the network. Scalabilityhas to be considered here because reservations for every individual data streamwould overburden the network. That is why such an approach called IntServ  failed.A choice therefore has to be made about what types of data streams require whattype of treatment. For reasons of scalability, complex decisions generally have tobe made at the edge of the network, whereas the interior of the network, wheremany data streams are concentrated, has to be kept has simple as possible. This isconsidered in the successful approaches DiffServ  and MPLS .• Time delay due to connection setup: If a connection first has to be establisheddynamically, this leads to a delay until the transmission of user data can be started.

summary

The principles of packet switching and circuit switching are combined in the Internetin the interior of the provider networks in the described manner ("virtual circuits"),although the Internet originally used only packet switching. This type of combination isespecially relevant for voice and video telephony.
4.1.4 Network Convergence Today’s networks allow data exchange for various services such as WWW, e-mail, telephone calls and video conferencing. The various services are combined ina common network. Whereas in the past, different networks existed for differentpurposes (especially the separation of telephone and data networks), there has been aconvergence of networks so that one network is used for all services.In practice, the telecommunication network has been integrated into the data networkso that telephony is realized as voice-over-IP (VoIP). This is also referred to as “All IP”because the Internet protocol is the basis of everything. There are some difficultiesthat also need to be noted here because data networks are designed for asynchronouscommunication where the processing of data units at both communication partnersneed not happen at certain determined times. This is not a problem for e-mails or websurfing. Telephone or video conferences, however, rely on such (synchronous) timingfor high-quality transmissions. To ensure that this is possible in a data network that isnot really suitable for this purpose, such data traffic has to be preferred over other datatraffic.

https://en.wikipedia.org/wiki/Integrated_services
https://en.wikipedia.org/wiki/Differentiated_services
https://en.wikipedia.org/wiki/Multiprotocol_Label_Switching
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Network neutrality is a political issue that is related to this discussion. This issue isabout whether IP packets are treated equally in the network or whether certain datatraffic may be prioritized by the provider. This prioritization could happen throughpayments by third-party service providers or users, or the provider could prioritize itsown services. The use of the provider’s own services, for example, might not be chargedin a data volume-based tariff, or these services could be reachable with better qualitythan competitor services.
4.2 Network Layer Addresses The assignment of addresses is one of the tasks of the Data Link Layer. As alreadymentioned in the previous chapter, in practice these are MAC addresses. However, otheraddresses are introduced at the Network Layer. In practice, these are the IP addressesthat belong to the Internet protocol. The question arises therefore why an additionaltype of addressing is necessary.It is due to the scalability problem of MAC addresses, which are for this reason notsuitable for global routing. If you look at a typical network based on switches, you cansee that each switch creates an entry in the MAC address table (bridge table) for eachMAC address that it encounters. It is not possible to summarize the entries, which meansthat in large networks there are many entries in the bridge table if a switch is at a centralpoint in the network. Continuous updating of the address assignments is also necessary.An analogy would be organizing mail delivery in a country on the basis of ID cardnumbers (at least in Germany every citizen ID card has a unique number). You wouldthen write the ID card number of the appropriate person on the envelope as the recipient.This would indeed be a unique address, but there would be a huge table with all ID cardnumbers and their assignments to homes, which would need to be searched througheach time a letter is forwarded.Systems such as postal service or telephone numbers function, however, in a
hierarchical fashion: For the postal service this is done with zip codes, and fortelephony it is done by dividing the number according to country code, area code, andaccess number within this area network. This has the great advantage that, for example,when calling from Hamburg to Munich the Hamburg central office only needs to knowthat the call should be transferred to Munich. The details of the Munich telephonenetwork only need to be known at the Munich central office. By referring to the areathrough the addresses, you can distribute the required knowledge, which makes theapproach scalable.
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In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/lfvqGWkNHPE 
Address spacesThe hierarchical structuring is done in a relatively simple manner for IPv4 addresses.The first bits of the IPv4 address refer to a network area; the bits at the end of theIPv4 address indicate the end system (or more precisely the interface of an end system)within the network area. In IPv6, there is a further subdivision of the network area inorder to improve scalability even more.

4.3 Internet Protocol 
arrangement

4.3 Internet Protocol4.3.1 Introduction to IPv44.3.2 IPv4 Header4.3.3 IPv4 Addresses4.3.4 Routing4.3.5 Subnets4.3.6 CIDR - Classless Inter-Domain Routing4.3.7 Fragmentation4.3.8 Path MTU
The most important Network Layer protocol is IP (Internet protocol). It is also the onlyone that is still relevant in practice today. This was the result of market developments andled to the success of the Internet on the basis of this protocol (in close relation with theTransport Layer protocol TCP). Other Network Layer protocols such as IPX/SPX (fromNovell), AppleTalk and the OSI (X.25) network layer were completely displaced by theInternet protocol.This section first discusses the Internet protocol version 4. After considering auxiliaryprotocols that belong to IPv4 in the following sections, IPv6 is presented in a separatesection.

http://www.youtube.com/embed/lfvqGWkNHPE
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In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/oBs3N7PEqHE 
Internet Protocol Version 4

4.3.1 Introduction to IPv4 The Internet protocol (RFC 791, September 1981) is used for communication betweencomputers in packet-switched networks. It transmits data units of various lengthsbetween systems that are identified by the protocol addresses (IP addresses). The dataunits are referred to as packets or datagrams. The selection of a route, which generallyaffects multiple intermediate systems, is called routing. The intermediate systems thatperform the corresponding routing are called routers. The Internet protocol can alsodisassemble and reassemble long datagrams when a network only allows small packets.This is referred to as fragmentation and reassembly.The Internet protocol is the only protocol from the entire range of protocols that hasbeen developed in relation to the Internet that must necessarily be installed on everydevice that wants to use the Internet to communicate. If another protocol is used in itsplace, the device is no longer part of the Internet. So it is not surprising that the Internetreceived its name from this central protocol.

Internet protocol stack

http://www.youtube.com/embed/oBs3N7PEqHE
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The Internet protocol treats each individual packet as an independent data unit thatdoes not stand in a relationship with other packets. The routing is done again for eachindividual packet as provided for by packet switching. There are no fixed connections,neither virtually nor physically. Therefore, if a part of a network fails, a new route can befound easily, and the user generally does not notice it.

practice

Reliability in this regard was the most important criterion for the development ofthe Internet protocol. The development was financed for the most part by the USDepartment of Defense. But it is not true that the network was designed for a nuclearwar scenario that assumed extensive destruction of the United States. The technologywas actually so unreliable at the time that there were frequent hardware failures (see
Doyl06 ).
The Internet protocol does not provide mechanisms for reliable communication. Thereare no confirmations. There is no error monitoring for data transfer, only a headerchecksum. If a bit error is detected with this checksum, the packet is discarded. Theauxiliary protocol ICMP is used for error notification, which however is only used in caseof serious error situations. There is no flow control or congestion control to preventoverloading of receivers or the network.

In the online version an animation is shown here.
Unsafe data transmission with IP
The principle of the Internet

Begin printversion
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The Internet Protocol is an unreliable datagram protocol. On data transmission via theprotocol, it is possible that packets are lost within a router. One reason for this can biterrors in a packet so that the packet is discarded. This case is rather unlikely nowadays.However, it is much more likely that many data are sent towards a router which isoverloaded by them. The router can then no longer accept newly received packets.Every router decides for each packet about the way to forward it. It can happen thatdifferent routes to the destination are used. On these different routes, packets mayovertake each other. Consequently, the receive order may be mixed up.It is also possible that packets are duplicated inside the network.Due to the explained possible events which are not compensated by the protocol adisordered and incomplete sequence of packets may arrive at the destination which maycontain duplicated data.
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End printversion
4.3.2 IPv4 Header The following interactive graphic shows the structure of the IPv4 header.

In the online version an rollover element is shown here.
Internet Datagram Header

Begin printversion

Version: Internet protocol version
IHL: IP Header length including options
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Type of Service DiffServ/ECN: Describes the quality of a service and defines the ECNfield
Total Length: provides overall IP packet length (header and data)
Identification: is used for fragmentation
Flags: is used for fragmentation
Fragment Offset: is used for fragmentation
TTL: Time-to-live, max. number of packet forwards by routers
Protocol: specifies the upper-layer protocol (Transport Layer protocol) used in payloadpart of packet
Header Checksum: check for bit errors in IP Header, has to be recalculated by everyrouter
Source Address: 32 bit long IP source address
Destination Address: 32 bit long IP destination address
Options: : The IP Header can contain options
Padding: If the options field length is not a multiple of 32 bits, this field adds dummybytes to it accordinglyEnd printversion
Version: The Internet protocol version is noted here. A binary-coded four is used forIPv4 and a binary-coded six is used for IPv6. If it is IPv6, the rest of the header isstructured differently.
IHL: This is the length of the IP header including options. It is measured in 32 bit (4 byte)words. The header can have a maximum length of 15⋅4 bytes = 60 bytes. The minimumlength of the IP header is 20 bytes; therefore the smallest possible value for IHL = 5.
Type of Service, DiffServ, ECN: This field was originally intended as a whole to describethe quality of a service and in this way to influence the routing. This field was, however,later redefined as DiffServ field.

Diff Serv, ECN
Diff Serv and ECN instead of TOSThe first 6 bits are defined as differentiated services (DiffServ or DS, RFC 2474) anddescribe the quality of the service. The provider has the option here to define differenttraffic classes for itself and then handle them differently in its own routers. The last two
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bits are defined as the ECN field (explicit congestion notification, RFC 3168) and areused to indicate when overload problems occur in a router. The actual use also dependson the ISP.
Total length: The 16-bit field specifies the total length (header and data) of thedatagram. The maximum length is 65535 bytes. Each host must be able to receive adatagram with a length of 576 bytes or less.
Identification: The identification, flags, and fragment offset fields are used when adatagram is too large for the network interface, i.e. is larger than the MTU and thereforehas to be fragmented (see Fragmentation). The individual fragments of a datagram getthe same identification so the receiver can reassemble the fragments again.
Flags: This field is evaluated bit by bit.1. The first bit is not used.2. If the second bit (DF) is set, the packet may not be fragmented (DF = Don’t

fragment). If fragmentation was actually necessary, the packet would be droppedand an error message would be sent via ICMP.3. If the third bit is set (MF), there is still at least one additional fragment that willfollow (MF = More fragments). This bit is not set only in the last fragment. If theIP packet is not fragmented, then the bit is not set.
Fragment offset: The fragment offset indicates how many bytes of the original IP packetwere already contained in the previous fragments. The value is specified in multiples of8 bytes. The value is 0 for the first fragment or for non-fragmented IP packets.
Time to live (TTL): This 8-bit field was originally intended as a maximum time periodby which the IP packet must have reached its destination. The intention was to preventin case of wrong configurations that packets continuously circulate in the network andthereby overload it. The meaning as a time period was then changed so that the valuenow indicates a maximum number of forwards by routers. Each time the packet isforwarded, the value is reduced by 1. When TTL reaches zero, the packet is discardedand an error message is sent via ICMP. This field is called hop count in IPv6, which fitsbetter to the actual usage.
Protocol: This field specifies the Transport Layer protocol that is used in the payloadpart of the datagram. The typical values are ICMP = 1, TCP = 6 and UDP = 17.
Header checksum: The header checksum is used to check whether bit errors haveoccurred in the transmission of the IP header. If there are bit errors, the IP packet issimply discarded and no error message is sent (even not by ICMP).
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Because the header is changed by every router (the TTL value is reduced), the checksummust be recalculated in each router. The calculation is simple: The field is calculated asthe 16-bit one’s complement of the sum of the 16-bit one’s complement words of theheader. The field itself is set to zero before calculating.
Source / destination address: The source and destination IPv4 addresses arecontained here, each of which consists of 32 bits.
Options: Options can be transmitted in the IP header, but this is usually not done.Without options, the header has a length of 20 bytes. Because the entire header can havea maximum length of 60 bytes, there are only 40 bytes available for options. This meansthe use of some options is very limited. The “record route” option is used so routers canstore their IP addresses in the options. This allows the receiver to identify which routethe packet used. However, only less than ten addresses can be stored in the option field.This is not enough in today’s Internet, for example, to record a route between Germanyand the USA completely. A total of more than 20 different options have been defined,some of which are obsolete however (see RFC 6814). The detailed list  can be accessedat IANA.
4.3.3 IPv4 Addresses The 32-bit long IPv4 addresses are used globally for unique identification of a device'snetwork interface. This means that devices with multiple interfaces have an IP addressfor each interface. This is particularly true for routers, but may also occur on end systems.IP addresses consist of a network identification and a host identification. In the contextof the Internet, host is the usual name for a server or end system. This older term comesfrom the fact that such a system is host for the programs running on it.

In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/faTq8LwCPDw 
IPv4 addressesUntil 1993, the so-called class-based classification of IP addresses was used. Theassignment of classes was dependent on the highest-value bits at the beginning of theaddress, as depicted in the following figure. Through the assignment of classes, thedivision of areas within an IP address into a network ID and host ID was clear.

http://www.iana.org/assignments/ip-parameters/ip-parameters.xhtml
http://www.youtube.com/embed/faTq8LwCPDw
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The five classes of Internet addresses

Beginning in 1993, this class-based division was replaced by CIDR (see CIDR - ClasslessInter-Domain Routing). Because, however, in practice people often talk about "class B"and "class C" networks, the old class-based division is still presented here.

example

Typical class C addressThis is a typical class C address: 192.175.123.34In the binary representation, the address looks like this:11000000.10101111.01111011.00100010
The usual way to represent IPv4 addresses is the dotted decimal notation. Each byte isgiven as a decimal value and the bytes are separated by dots. The highest decimal valuewhich is possible in an IP address is therefore 255.The host IDs, in which all bits are set to 0 or 1, have a special meaning and can thereforenot be used for individual network interfaces. If the host ID consists only of zeros, thenetwork itself is specified and not an individual host in the network. All hosts in anetwork are reached with a host ID that consists of only ones. This address is called a
broadcast address. 256 – 2 = 254 hosts can therefore exist in a class C network.
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example

All hosts in the network: BroadcastExample: All hosts in network 192.175.123.0 are addressed with 192.175.123.255.
Not all possible addresses can be found in the Internet. Some address ranges are definedas private addresses - they may not be routed in the Internet. They can be used in aprivate network, for example, within a company. A network operator can assign theseaddresses in an arbitrary way to its own devices without the need to consult in advancewith other network operators or registration authorities. All other addresses must beregistered publicly, which is a key job of IANA and its subordinate organizations.The following address ranges are reserved for private networks:
Dotted notation Private networks

10.0.0.0 1 Class A network
172.16.0.0 to 172.31.255.255 16 Class B networks
192.168.0.0 to 192.168.255.255 256 Class C networks

Internet address ranges that are reserved for private networks

The address 127.0.0.1, which is also called localhost, has a special meaning: Packetssent to this address do not leave the computer but are delivered to other processes thatalso run on the computer. This is often referred to as using the loopback interface.

practice

127.0.0.1 is used in the development of network applications.This is important, for example, if a complex website is developed. A WWW server mustbe installed for this purpose. If the computer used for development and the WWW serverrun on different computers, the development is complicated because the sites to betested must be transmitted from the development computer to the WWW server. It iseasier if the WWW server is also installed on the development system. In this case,it is possible that the web server can be reached using this special IP address. Sitesthat are under testing can then be accessed via the WWW browser for example with“http://127.0.0.1/index.html”.
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4.3.4 Routing The most important role of the Internet protocol is routing, i.e. finding a path throughthe Internet for a packet. This is the primary task of routers, which have to decide whichinterface is used to forward a packet. However, end systems also make routing decisionswhen sending a packet.To perform routing decisions, a routing table is needed. It stores information aboutwhich routers allow to reach certain IP addresses.A typical entry in the routing table might be:
Receiver address Next router Interface210.10.20.0 192.173.123.1 192.173.123.5

Typical entry in a routing table

This means that hosts in network 210.10.20.0 can be reached via the router192.173.123.1; the interface used for this has the IP address 192.173.123.5.For routing decisions within end systems, it is necessary to distinguish between twocases.• If the receiver is located in the connected network or is directly connected (e.g. overPPP), the packet is sent directly (i.e. forwarded to the receiver using only the DataLink Layer),• otherwise the packet is sent to a router in its own network.Most hosts, very likely also the computer you are using right now, can only reach asingle router. All packets that are not sent to hosts in one’s own network must thereforebe sent to this router. It is therefore called the default router (for historical reasonsalso standard gateway or default gateway). It is obviously not necessary to providea special address in the routing table because all packets that do not remain in one’sown network are sent to this router. If the entry for the default router is not present, theInternet cannot be reached.The entry for the default router is the following:
Receiver address Router Interface
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0.0.0.0 192.173.123.1 192.175.123.5
Entry for the default router

annotation

When naming the default router, there are several possible ways of writing it. The IPaddress 0.0.0.0 is given here. It can also be called default or standard gateway. All ofthese are common and refer to the default router.

practice

In Windows systems, you can see the routing table of your computer using the command“netstat -rn” on the command line. The default router is also shown using “ipconfig -all”.For Linux/Mac, the similar command is “ifconfig”.
Not only network addresses are allowed as receiver addresses; individual host addressesare also routable. This is, however, rare because the routing tables become very largewhen too many host addresses are included. Instead, all efforts are aimed at keeping therouting tables as small as possible so searching the table is as quick as possible and thepackets only need to be kept on the router for as short a time as possible. Nevertheless,routing tables at central routers in the Internet have several hundred thousand entries(see statistics for AS 6500 ).

example

Routing example in a networkThe following animation shows1. The routing tables of the host and the router in the depicted network,2. The routing of a datagram from host A to host B3. The routing of a datagram from host A to the Internet4. The routing of a datagram from host B to the Internet
In the online version an animation is shown here.
Routing example in a network

http://bgp.potaroo.net/as2.0/bgp-active.html
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Begin printversion

We see a simple network with the network ID 192.175.123.0 and the network mask255.255.255.0. This implies that the last 8 bits are used in this network to distinguishbetween hosts. In the network there is router R1 which is connected to the Internet. Itshost ID is 1. Computer A has the host ID 2 and computer 3 has the host ID 3. We let ustake a look at the routing tables. In the routing table of host A, the router with the IPaddress 192.175.123.1, that is router 1, is specified as standard router. The routing tableof router B has no entry.Now let us take a look at the first case. A datagram should be sent from A to B. Thenetwork ID of source and destination are the same. Therefore, the datagram is sentdirectly without accessing the routing table.In the second case, a datagram of A should be sent to the Internet, for example to the IPaddress 152.10.30.2, that is computer Z. The network IDs are different. Now there is alookup for the destination address in the routing table, but no entry is found. Afterwards,a lookup for the standard router is performed. The datagram is sent to the IP address192.175.123.1, that is router R1. A has no knowledge how the router forwards thedatagram.In the last case a datagram of B should be sent to the Internet, for instance to thecomputer Z. The network IDs are different. Now there is a lookup of the destinationaddress or a standard router in the routing table, but nothing is found. Therefore, theInternet is not reachable from B. There is the message “Network or host unreachable”.Host B discards the datagram. This host can only communicate with hosts in its ownnetwork. It cannot reach other hosts in the Internet.

Dell
Highlight
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Highlight
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End printversion

example

Routing example with two networksThe following animation shows1. the routing tables of the hosts and routers in both depicted networks,2. the routing of a datagram from host C to host ZThe animation contains a large number of IP addresses almost all of which start with192.175... . To facilitate reading and listening, the first two bytes are left out of the figureand the audio and only the last two bytes are considered.
In the online version an animation is shown here.
Routing example with two networks

Begin printversion

The network from the previous example is connected to a second network via router R2.Therefore, we have the networks 192.175.123.0 and 122.0. Router R2 has two interfaceswhich are connected to one of these networks each. Which routing table entries arenecessary so that all hosts can communicate with each other and with the Internet?
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Let us start with host A. It can directly communicate with host B, router R1 and routerR2 since all of them are attached to the network 123.0. Therefore, no entry in the routingtable is necessary. If host A wants to send data to host C, which is located in the network122.0, it has to send the data to router R2. The routing table needs the following entry:All hosts in the network 122.0 are reached via the router 123.4, that is router R2. If hostA wants to communicate with the Internet, the data has to be sent via router R1. Thestandard router entry therefore is 123.1. It is responsible for all destinations outside theown network except of the network 122.0. For host B the same holds as for host A.Host C can only communicate with the other hosts or the Internet via router R2.Therefore, its routing table entry is that router 122.1 is the standard router.The router R1 is directly connected to the Internet so that a router of the ISP is itsstandard router. It can directly reach host A, host B and router R2 via the network 123.0.To be able to communicate with host C there is the following entry in its routing table:The router for it is the router 123.4, that is R2.Router R2 can directly communicate with the hosts A, B, C and with router R1. To get tothe Internet it has to send data via R1. Therefore, its routing table says that the standardrouter is R1. Now all devices can communicate with each other and with the Internet.Now we take a look at an example communication. If e.g. host C wants to send a datagramto the Internet, e.g. to host Z, the following steps are taken. It compares its networkID with the destination’s network ID. They are not equal. Therefore, an entry for thedestination address is looked up in the routing table, but is not found. Afterwards, theentry for the standard router is used. The datagram is sent to 122.1, that is, router R2.R2 compares the network IDs. Since they are not equal, a search for an entry for thedestination address is performed. Since there is no entry, the datagram is sent to thestandard router R1 with the IP address 123.1. Host C has no knowledge how router R1forwards the datagram.End printversion
4.3.5 Subnets We have seen that a router connects different networks. In the examples, there wereonly a few hosts present in the network, but up to 254 hosts can be connected in a class Cnetwork. The unused host addresses can obviously also not be used at another location,e.g. in another company, because (in the second example) all datagrams for the networks192.175.123.0 and 192.175.122.0 must be sent to router R1 and not to the router of theother company. The fact that this would be a huge waste of host addresses is clear, and
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this was also one of the reasons that led to the introduction of subnets. With the help ofsubnets, the size of the networks to be routed can be adapted better because the subnetscan also be routed.

practice

Better adaptation to different network structures is possible by using subnets.
The host ID of an Internet address is split into a subnet ID and a (truncated) host ID.Let us take the class C address 192.175.122.0 as an example. The host ID consists of thelast byte (8 bits). We now define, for example, the first 3 bits of the host ID as a subnetID, then 5 bits remain for the host ID.

Distribution of the host ID into subnet ID
and host ID
The subnetting principleFrom this we can construct 23 = 8 subnets with 25-2 = 30 hosts each. Together we get240 possible addresses. If we compare this with the 254 possible addresses in a classC network without subnets, we see that some addresses are lost – but that is still moreeconomical than without using subnets.A subnet mask is used to define which parts of the entire address should be interpretedby the router as network ID or subnet ID. The subnet mask is 32 bits long, as with theInternet address. All set bits define the length of the network ID/ subnet ID.

example

A typical subnet mask is, for example, 255.255.255.224. In the binaryrepresentation, this becomes:11111111.11111111.11111111.11100000
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In the example above, the first 24 bits define the network ID – i.e. the first 24 bits are setin the subnet mask. Of the last 8 bits, the first 3 should be used as the subnet ID – so inthe subnet mask, these 3 bits must also be set. Thus 24 + 3 bits = 27 bits are used forthe network ID/ subnet ID.

Subnet mask

The router now compares the first 27 bits of the IP address of a packet that is to be routedwith the first 27 bits of the receiver address from the routing table. If both addresses arethe same in the first 27 bits, the packet is forwarded to the appropriate router from therouting table.

example

Routing example with subnetsThe following two animations show1. The network with the two subnets2. The routing table of the host and the router in the depicted networks3. The routing of a datagram from host D to host C4. The routing of a datagram from host B to host CThe animations contain a large number of IP addresses, all of which begin with192.175... . To facilitate reading and listening, the first two bytes are left out of the figuresand the audio and only the last two bytes are considered.
In the online version an animation is shown here.
Network with two subnets



4.3 Internet Protocol 4.3.5 Subnets

141 / 389

Begin printversion

Two subnets are attached to the network 192.175.123.0 via router R2. The networkmask for the subnets, where we find the hosts C and D, is 255.255.255.224. This meansthat the first three bits in the last byte are the subnet ID. The network address of thefirst subnet is 122.32. The last byte looks as follows in the binary representation. Thenetwork address of the second subnet is 122.64. The last byte looks as follows in thebinary representation.Which entries are required for the routing tables so that all hosts can communicate witheach other and also with the Internet?Let us start again with host A. Host A can directly reach host B, router R1 and router R2. Itis necessary to note in the routing table that router R2 is used to send packets to the hostsin the subnets of 122.0. This is possible via the interface of R2 with the IP address 123.4.The subnet mask is provided as 255.255.255.224. It is therefore necessary to comparethe first 27 bits. To get to the Internet, the packets have to be sent to 123.1, that is routerR1. This is the standard router for host A. Host B gets the same routing table entries.Host C needs the following entry in its routing table so that it can communicate withother computers: The standard router is router R2 which is reachable via the interfacewith the IP address 122.33. The subnet mask is not considered for a standard router.All packets, which cannot be delivered directly in the attached network, are sent to thestandard router independent from the subnet mask. Therefore, the subnet mask doesnot have to be provided.
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The standard router for host D is also the router R2. However, it is reached from host Dvia the interface 122.65.Router R1 can directly reach host A, B and router R2. To be able to communicate with thehost C and D, it has to send packets to the router R2. The routing table entries thereforeare: All packets for hosts in the networks 122.32 and 122.64 are provided to router R2which can be reached from R1 via the interface 123.4. The subnet mask determines thaton data transmission the first 27 bits are checked whether they are the same. The routerR2 can directly communicate with the hosts A, B, C, and D as well as router 1. If it wantsto send data to the Internet, it has to send them to router R1. This is the standard routerin the routing table.End printversion
In the online version an animation is shown here.
Two routing examples

Begin printversion

In the network, which has been presented in the previous video, we want to considertwo cases. In the first case, host D in the subnet 122.64 wants to send data to host Cin the subnet 122.32. Host D knows its subnet mask 255.255.255.224 and compares itsIP address with the one of host C on the basis of this length value. It notices that thesubnet IDs are not the same. Therefore, it takes a look at the routing table if there is an
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entry for the subnet 122.32. However, there is only an entry for a standard router. Thedatagram is sent to the known standard router R2. R2 determines that the destinationis in an attached network and can directly provide the datagram.In the second case, host B wants to send a datagram to host C. At first, B notices that thedatagram has to be forwarded to another network. B uses the first 27 bits for its routingtable lookup and determines the router which can be used to reach the network 122.32.The datagram is sent to the interface of R2 with the IP address 123.4. R2 can then directlyprovide the datagram to host C.End printversion

important

Two important points can be learned from the examples.• In the routing table, a new subnet mask needs to be defined for every entry (exceptfor the default router).• The external routers in the Internet have no information about whether subnetsare present in the network structure behind router R1. This inner structure of thecompany network remains hidden to external routers.

summary

Let us sum up the most important points again:1. The subnet mask specifies how many bits of the destination IP address areinterpreted by the router.2. The number of the addressable hosts in a subnet depends on the length of the subnetmask.
4.3.6 CIDR - Classless Inter-Domain Routing As we have seen, only the host part of the Internet address is used for the creation ofsubnets and subnet masks. Beginning in 1993, this limitation was dropped and masks ofany length could be defined. Since then, there is therefore a classless technique for thecreation of masks, which shows how many bits of an IP address should be interpreted bythe router. This technique is called CIDR (“Classless Inter-Domain Routing”, RFC 4632).CIDR is just a generalization of the use of subnet masks.The properties of subnets can be transferred unchanged to CIDR.
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1. The masks specify how many bits of the destination IP address are interpreted bythe router.2. The number of the addressable hosts depends on the length of the mask.3. The available host addresses are also dependent on the mask and cannot be freelyselected.
In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/KHg3j4dRosY 
Classless Inter-Domain RoutingThe practical significance of CIDR is illustrated in the following example:

example

A company needs approximately 1,000 IP addressesAs we have seen, IP addresses were assigned on the basis of classes: Class A, B or C.Suppose that a company needs about 1,000 IP addresses. It does not make sense to assignthis company a class B network because in a class B network more than 65,000 hostscan be addressed. Therefore several class C networks are assigned to the company. Fourclass C networks are needed here. This means that 4⋅256 = 1024 IP addresses can beused. The four class C networks 192.175.120.0, ...121.0, ...122.0 and ...123.0 are assignedto the company. To reach the company via the Internet, four entries need to be presenton an upstream router – one entry for each network.However, with CIDR all four networks can be summarized in a single entry in a routingtable on a router. So, the huge growth of routing tables can largely be avoided.Let us look now at the third byte of the above network addresses more closely to examinethe entry that is now necessary.

http://www.youtube.com/embed/KHg3j4dRosY
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The third byte of the above network
addressesWe need to tell the upstream router that all IP addresses where the first 6 bits withinthe third byte are identical should be sent to the company router (the first and secondbyte must of course also be identical). Here we have exactly the same problem as in thedefinition of a subnet mask. We need to tell the router how many bits of an IP addressshould be considered in the routing. In this case, the first 22 bits need to be compared. Inthe routing table for the external router, the following entry must therefore be present:

192.175.120.0 R1 255.255.252.0
Entry in the routing table of an external router (with subnet mask)

All packets for IP addresses that match to the IP address 192.175.120.0 in the first 22bits should be sent to router R1. With this single entry in the routing table, all four classC networks with over 1000 possible hosts can be reached.The routing decision is no longer made on the basis of addresses classes but on the basisof a mask. Instead of specifying all the bits in a mask, often the number of bits that needto be considered in the routing decision are specified. This number is also called a prefix.The above entry in the routing table is therefore:
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192.175.120.0/22 R1
Entry in the routing table of an external router (with prefix)

The length of the prefix (the mask) also determines the number of IP addresses. Thefollowing table shows which prefixes must be used for a certain number of desired IPaddresses.
Prefix for desired IP addresses

Begin printversion

End printversion
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Prefix /32 =
single host

The Prefix /32 is used when a single host should be addressed.

Präfix /31 = PPP
connections

With prefix /31, there is one network with only two addresses: 0 and 1, which actuallyshould not be used. In this case, however, an exception is made because there are manynetworks that consist of only two hosts. Where point-to-point connections are used,obviously only two hosts are used. Because private Internet users are usually connectedvia PPP (point-to-point protocol), there are a lot of these networks. Previously networkswith prefix /30 had to be used here, i.e. only two of four IP addresses were used. In thiscase, prefix /31 may be used as an exception. For a provider with, for example, 500 PPPconnections, this can save 1000 IP addresses that can be used elsewhere.

example

The following animations show1. The routing table of the host and the router in the depicted networks2. The routing of a datagram from the Internet to host C3. The routing of a datagram from the Internet to host EThe summary of the entries in the routing table requires that routes are selectedaccording to the longest prefix matching rule: A router must select the entry with thelargest prefix when the same network is present in the routing table with prefixes ofdifferent lengths. The following animations illustrate this principle.The animations contain a large number of IP addresses, all of which begin with192.175... . To facilitate reading and listening, the first two bytes are left out of the figuresand the audio and only the last two bytes are considered.
In the online version an animation is shown here.
Routing table of host and router in the depicted networks

Begin printversion
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Four slash 24 networks have been assigned to a company, that is, the networks192.175.120.0 until 123.0. Router R1 is connected to the Internet. Two subnets areattached to router R2: 122.32 and 122.64. The networks 120.0 and 121.0 are connectedvia router R3 as well as all subnets in the network 122.0 which are not attached to R2.The routing table of routers in the Internet, which send datagrams directly to the ingressrouter R1, have to contain the following entry: 192.175.120.0 with prefix 22 is reachablevia router R1. At this point, you see the aggregation of the four slash 24 networks to oneslash 22 network.How do the entries in the routing table on R1 look like? The network 120.0 is reachablevia router R3. The entry in the routing table therefore is 192.175.120.0 combined withprefix 24 for the network ID.The IP address of router R3 is 192.175.123.5. The network 121.0 is also reachable viaR3. The subnets 122.32 and 122.64 are accessible via R2. The prefix has 27 bits. Theremaining hosts in the network 122.0 are reachable via R3. The prefix for the networkID has 24 bits in this case.End printversion
In the online version an animation is shown here.
Routing examples with CIDR

Begin printversion
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Now we take a look at two examples how datagrams reach their destination in thenetwork configuration from the previous video.The first example is a datagram for host C, that is, for the IP address 122.34, whichhas arrived at R1. R1 now has to find the router which has to be used to forward thedatagram. For doing so, a bitwise comparison of the routing table entries in relation tothe destination address is performed. To make it easier for you to understand how eachbit is compared, we have chosen a binary representation for the third and fourth byte ofthe addresses. As has been mentioned before, the prefix shows how many bits have to becompared. In this example, 24 and 27 bits are regarded, respectively. Now the addressesare checked bitwise for matching.The first entry does not match to the destination address of the IP packet for the requiredlength, which is given by the prefix. Now the second entry is checked. This entry does alsonot match to the destination address for the required length. For the third entry, the first27 bits are identical. The matching for the fourth entry is shorter than the requirementgiven by the prefix. For the fifth entry, the first 24 bits are identical. Two entries providematchings. The result is therefore ambiguous.In such a case, the result with the highest number of matching bits is used. This is theso-called longest prefix matching rule. It is the third entry in the table. The datagram issent to router R2 with the IP address 192.175.123.4 and is provided by the router to thedestination host C.



4.3 Internet Protocol 4.3.7 Fragmentation

150 / 389

Let us take a look at another case. A datagram with the destination host E and thedestination IP address 192.175.122.2 has arrived at router R1. Similar to the previouscase, the datagram’s IP address is compared to entries in the routing table. For easierobservation of the bitwise address matching, we choose again a binary representation ofthe last two bytes. The check provides the following result. Only the fifth entry matchesto the destination address for the required length. The result is unambiguous. Thedatagram is sent to router R3 with the IP address 192.175.123.5 and is provided to thedestination host E via the router.End printversion
We see that the technique of forming subnets has evolved into the more general CIDRtechnique. Instead of referring to a subnet mask, today people refer to a mask or prefix.

notice

You can find a “CIDR calculator” at subnet-calculator.de  and elsewhere on the Internet.This facilitates the determination of CIDR address ranges.

summary

Let us sum up the main characteristics of route selection that is undertaken by everyhost or router in the Internet:IP routing supports route selection with masks or prefixes.• The length of the masks or prefixes is arbitrary.• Multiple entries with different masks are possible for the same destination.• A router selects from the routing table the entry with the longest match betweenthe desired destination address and the entries in the routing table (longest prefix

matching rule).• Entries can be summed up in the routing table with CIDR. Nevertheless, routingtables can still be very large.
4.3.7 Fragmentation An IP packet is divided into fragments if the IP packet is larger than the MTU on the DataLink Layer permits. The MTU is the maximum size of the payload from the perspectiveof the Data Link Layer (see Ethernet Frames).

http://www.subnet-calculator.com/cidr.php


4.3 Internet Protocol 4.3.7 Fragmentation

151 / 389

In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/UGV7ioLaZ94 
FragmentationAll fragments of an IP packet contain the same identification to ensure that fragmentsfrom different IP packets are not mixed up. The “more fragments” (MF) bit is set in theflag field for all fragments except the last. The fragment offset indicates the position ofthe payload in the original IP packet. The offset of the first fragment is 0. The payload ofthe IP packet are copied into the fragments using units of 8 bytes.

example

The following example shows a datagram with 2000 bytes of data divided into twofragments.
First fragment:Internet protocolHeader length: 20 bytesTotal length: 1500 bytesIdentification: 0x0e71Flags: 0x02.0.. = Don't fragment: Not set..1. = More fragments: SetFragment offset: 0Protocol: UDPUser datagram protocol, Src port: 1029, Dst port: 7Data (1472 bytes)
Second fragment:Internet protocolHeader length: 20 bytesTotal length: 548 bytesIdentification: 0x0e71Flags: 0x00.0.. = Don't fragment: Not set..0. = More fragments: Not setFragment offset: 1480Protocol: UDP

http://www.youtube.com/embed/UGV7ioLaZ94
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Data (528 bytes)The figure shows how the data transferred by the IP packet are distributed across bothfragments.

Distribution of data into two fragments

The UDP header is present only in the first fragment. The total length of the first fragmentis 1500 bytes (regarded from IP's point of view). The offset of the second fragmentis 8 bytes (UDP header) + 1472 bytes (data) = 1480. The MF bit is not set in thesecond fragment because it is the final fragment. The identification is the same in bothfragments.
If the “Don’t Fragment” (DF) bit is set in a packet, it must not be fragmented. If thedatagram actually needs to be fragmented, it will be dropped and an ICMP error messagewill be generated (“packet too big”) and returned to the source.A router should minimize the number of fragments and transmit them in the correctorder. Because all fragments have their own IP header, they can be delivered alongdifferent routes to the receiver. Therefore, they can only be reassembled after reachingthe receiver.

important

If a fragment is lost, it is not possible to send only the lost fragment again. Instead, allfragments must be sent again.Overall, one tries to avoid fragmentation because it is relatively inefficient. Therefore, inpractice relatively few packets are fragmented.
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4.3.8 Path MTU To avoid or minimize fragmentation it is useful to know the smallest MTU, the path MTU,between the sender and receiver. Then the sender can fragment the packet so that it nolonger needs to be fragmented in the routers through which it is sent.The following animation shows:1. The sending of data from host A to host B with fragmentation2. The sending of data from host A to host B with “path MTU discovery”
In the online version an animation is shown here.
Path MTU Discovery

Begin printversion

Host A wants to send data to host B. At first we see what happens if the path MTU, thatis the smallest MTU on the way from A to B, is unknown to the sender. The Ethernetnetwork to which host A is attached has an MTU of 9000 bytes because jumbo framesare allowed. Host A sends a data packet with 9000 bytes payload data to router R1.The MTU of the Ethernet link between R1 and R2 is smaller than the size of the datapacket because it is 1500 bytes. Therefore, the packet is fragmented in router R1. ThePPPoE connection of R2 to host B has an MTU of 1492 bytes. The fragmented packets areagain fragmented in router R2, prior to being forwarded to the destination, host B.



4 Network Layer 4.4 ICMP - Internet Control Message Protocol

154 / 389

In the next example the procedure to determine the smallest MTU is used, the so-called “path MTU discovery”. The sender sets the “don’t fragment bit” in the IP Header,abbreviated as DF. Host A sends again a packet with 9000 bytes via the Ethernetconnection to router R1. The router would be required to fragment the packet becausethe MTU on the Ethernet link to router R2 is just 1500 bytes. Since the DF bit is set, thepacket is dropped by the router. The router generates an ICMP message “Fragmentationneeded and DF set” and provides this message back to the source. In the message, itindicates the MTU of the Ethernet link as 1500 bytes. As a consequence, the sourcereduces the packet length to 1500 bytes, sets again the DF bit and sends the packet torouter R1. R1 forwards the packet to R2.Since the MTU of the PPPoE connection is smaller than 1500 bytes, R2 would be requiredto fragment the packet. Because the DF bit is set, the router drops the packet and sendsan ICMP message “Fragmentation needed and DF set” back to the source. It indicates theMTU size of the PPPoE connection as 1492 bytes.In the following, host A sends a packet with a length of 1492 bytes. The packet is nowsmall enough to reach the destination without the need to be fragmented. Since thesource does not receive further ICMP messages, it has determined the path MTU of theconnection to B and sends the remaining data to host B in packets of this size.End printversionThis technique sounds simple. But in reality different problems can occur to such anextent that an existing connection is terminated (see RFC 2923, TCP problems with pathMTU discovery).
4.4 ICMP - Internet Control Message Protocol 

arrangement

4.4 ICMP - Internet Control Message Protocol4.4.1 ICMP Error Messages4.4.2 Ping4.4.3 Traceroute
ICMP (Internet control message protocol) (RFC 792) is an auxiliary protocol thatprovides diagnostic and error handling functionality in addition to IP. ICMP is handledlike a Transport Layer protocol (the protocol field in IP header has the value 1) althoughit is an integral part of IP. Every device that uses IP must also implement ICMP.
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In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/TB95SlROP7k 
Internet Control Message ProtocolICMP messages can be divided into two groups:

Error messages, such as when• the receiver cannot be reached,• the requested port number does not exist at the receiver,• a router detects that it is better to send a datagram to another router, or• a datagram has exceeded the maximum number of redirects,
Requests and associated responses, e.g. for• an echo,• an address mask, or• a time stamp.An ICMP message should return as much data as possible from the received IP packetthat caused the error or response - up to a length of 576 bytes. This allows the packetsender to best recognize the situation that led to the ICMP message. The port numbersin particular must be sent back when using TCP or UDP so the process that triggered theICMP message can be notified.ICMP messages are not sent,• if an ICMP message is received,• if errors have occurred when checking the IP header checksum,• if broadcast or multicast packets have been received, or• for fragments except the first fragment.
4.4.1 ICMP Error MessagesThe following figure shows the general structure of the ICMP header.

http://www.youtube.com/embed/TB95SlROP7k
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'''Structure of the ICMP header'''

The most important fields in the ICMP header are type field and code field. The structureand content of the message depends on these two fields.
'''Some ICMP messages'''

Begin printversion
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End printversionThe complete list of ICMP messages can be found at IANA .Some selected messages are explained in the following.• Destination unreachable: When a router cannot forward an IP packet furtherbecause it has no corresponding route and no default router is specified, it mustgenerate this message.• Redirect: This message informs a host that another route is more suitable forforwarding the IP packet.• Time exceeded: When the value of the TTL field reaches 0 in a router, the IP packetcannot be forwarded further. An ICMP error message must be generated in addition.• Parameter problem: A router must generate this message when an error occursthat cannot be described by any other ICMP message. An indicator on the parameterthat generated this message is also sent.• Echo request/reply: These messages are implemented on both hosts and routers.Responses to broadcast or multicast requests do not need to be answered.Management systems can send broadcast echo requests in order to determine witha single command which hosts and routers are active in the network.• Address mask request/reply: A router must return the requested address maskin the response.• Router advertisement/selection: Both of these messages are used to find routersin networks.
4.4.2 Ping Ping is a command-line tool that is available for popular operating systems such asWindows and Linux. Ping allows to determine whether a host is reachable. Ping usesICMP messages for this purpose: An “echo request” message (“Hello host! Are youthere?”) is sent. An “echo reply” message is expected (“I’m here!”). Ping also providesthe round trip time of the ICMP messages (i.e. the time to host and back) and packet lossbased on the test packets.Network management systems use ping to determine which computers are active inthe network. To do this, an “echo request” must be sent to each computer. If a networkbroadcast address (host part of the address consists only of ones) is specified, only asingle “echo request” packet is generated after which all active computers return an“echo reply” packet.The example shows a trace of this behavior.

https://www.iana.org/assignments/icmp-parameters/icmp-parameters.xhtml
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example No. Source Destination Protocol Info1 192.168.0.35 192.168.0.255 ICMP Echo (ping)request2 192.168.0.188 192.168.0.35 ICMP Echo (ping)reply3 192.168.0.40 192.168.0.35 ICMP Echo (ping)reply4 192.168.0.189 192.168.0.35 ICMP Echo (ping)reply5 192.168.0.52 192.168.0.35 ICMP Echo (ping)reply6 192.168.0.50 192.168.0.35 ICMP Echo (ping)reply7 192.168.0.5 192.168.0.35 ICMP Echo (ping)reply8 192.168.0.9 192.168.0.35 ICMP Echo (ping)reply9 192.168.0.3 192.168.0.35 ICMP Echo (ping)reply
Trace: Pinging a broadcast address

With pinging, potential attackers from the Internet can to find out which hosts are activein a network. For this reason, firewalls are often configured so that they reject ICMPpackets with “echo request.”
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4.4.3 Traceroute Traceroute, which is called tracert in Windows, is also a standard command line toolthat is available by default in current operating systems. The first implementation wasby Van Jacobson in 1987. Traceroute is used to determine the route by which a packet istransmitted from the sender to the receiver.Traceroute exploits the fact that a router reduces the TTL value in the IP header byone. In the first packet that traceroute sends, the TTL is set to 1. The first router setsTTL to 0 and discards the packet. It also generates an ICMP message (“TTL expired intransit”), enters its IP address as sender and sends the ICMP message back to the sender.This allows the sender to detect the IP address of the first router. Such a test is usuallyrepeated two times and the rount trip times are recorded. In the next packet, TTL is thenset to 2, which results in the second router returning a “TTL expired” ICMP message, andso on. This process is repeated until the receiver is reached.Traceroute sends UDP packets with an invalid port number (usually port 33434).Because no UDP service with this port number is active at the receiver, a “destinationunreachable” ICMP message is generated and returned to the sender. This tellstraceroute that the receiver was reached and no further packets have to be sent.Alternatively, this can also be implemented in a different way by simply sending echorequest packets, as with pinging, and waiting to receive an echo reply message when thedestination is reached.This does not mean that successive packets always use the same route. In fact, a routeselection is made for each individual packet. But it can be assumed that in the short timethat traceroute is active generally no route change takes place – but this is not certain!You also have to consider that the time is influenced by the current load situation in thenetwork.
In the online version an animation is shown here.
Traceroute
Traceroute animation

Begin printversion
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In the first packet, which is sent by traceroute, TTL is set to 1. The first router sets TTLto 0, drops the packet and generates an ICMP time exceeded message. In the message itputs its own IP address as source address and provides the ICMP message back to thesource. Therefore, the source gets to know the IP address of the first router. In the nextpacket TTL is set to 2. As a consequence, the second router sends an ICMP time exceededmessage back. And so on.This process is continued until the destination is reached. Traceroute sends UDP packetswith an invalid port number. The standard port is 33434. Since there is no UDP serviceon this port number on the destination, an ICMP destination unreachable message isgenerated and is sent back to the source. Due to this reason traceroute learns that thedestination has been reached and that it is not necessary to send additional test packets.End printversion

annotation

If you look at the possible options for the IP header, you will find the option called “recordroute.” Every router that receives a packet with this option enters its IP address in theheader both on the way to the receiver and on the way back. Unfortunately the “option”in the IP header is not long enough to show the entire route that, for example, a packethas taken from Germany to Australia. The maximum length of the option is 40 bytes. Thismeans a maximum of 10 IP addresses with 4 bytes and overhead can be stored.
4.5 ARP - Address Resolution Protocol 

arrangement
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4.5.2 Gratuitous ARP
As we have already seen, two situations arise when an IP packet is to be sent to a receiver.Either the receiver is located in a different network so the IP packet needs to be sent to arouter for forwarding, or the receiver is in the same network. In the latter case, no routeris needed, but usually only the IP address of the receiver is known. However, becauseLANs are usually built on the basis of switches, this information is not sufficient sinceswitches can only make decisions about forwarding on the basis of MAC addresses.
ARP (Address Resolution Protocol) is therefore used to find the MAC address thatbelongs to the given IP address (the protocol also has more general options for othertypes of addresses and technologies, which are not considered here). These assignmentsare stored in the ARP table, which is also called the ARP cache. ARP is designed forphysical broadcast media such as Ethernet.

In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/aKOLfYBXBGg 
Address Resolution Protocol

Basic processThe MAC address corresponding to the IP address is first searched for in one's own ARPtable. If the mapping is known, the Ethernet header can be built, and the packet can besent. If the mapping is unknown, an ARP request is sent as an Ethernet frame to all hostsand routers in one’s own network. The IP address being searched for is recorded in theARP request. The addressed host or router then sends its MAC address in an ARP reply.Then the mapping of MAC address and IP address is stored in the ARP table. Afterwardsthe Ethernet header can be created, and the packet can be sent.

example

ARP ExampleBoth packets - ARP request and ARP reply - can be seen in the following trace.
ARP request:<span style="font-family: Courier New"> Ethernet  Destination: ff:ff:ff:ff:ff:ff  Source: 00:50:da:63:9c:16  Type: ARP (0x0806)

http://www.youtube.com/embed/aKOLfYBXBGg
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<span style="color:#ff0000;"> Address resolution protocol  Hardware type: Ethernet (0x0001)  Protocol type: IP (0x0800)  Hardware size: 6  Protocol size: 4  Opcode: request (0x0001)  Sender MAC address: 00:50:da:63:9c:16  Sender IP address: 193.175.122.94  Target MAC address: 00:00:00:00:00:00  Target IP address: 193.175.122.2The ARP request (Opcode: request) is sent to the Ethernet broadcast address so thatswitches will forward to every device in the network. Routers in contrast do not forwardan Ethernet broadcast. An identifier for ARP is put into the Ethernet type field. Theknown IP address (target IP address) is contained in the ARP header. The MAC address(target MAC address) in contrast is not available because it is supposed to be identified.The sender also includes its own IP address and MAC address so that another ARPrequest is not necessary for a later data frame from the receiver to the sender.
ARP reply:<span style="font-family: Courier New"> Ethernet  Destination: 00:50:da:63:9c:16  Source: 00:50:e2:6e:30:1c  Type: ARP (0x0806)<span style="color:#ff0000;"> Address resolution protocol  Hardware type: Ethernet (0x0001)  Protocol type: IP (0x0800)  Hardware size: 6  Protocol size: 4  Opcode: reply (0x0002)  Sender MAC address: 00:50:e2:6e:30:1c  Sender IP address: 193.175.122.2  Target MAC address: 00:50:da:63:9c:16  Target IP address: 193.175.122.94
The ARP reply (Opcode: reply), which is structured identically in terms of fields, isselectively sent to the requesting MAC address. The desired MAC address is recorded.
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The format of an ARP message depends on the format of the hardware address andthe network address. The addresses for Ethernet (hardware type 1) are 6 bytes long(hardware size). The IP addresses (protocol type 0x0800) are 4 bytes long (protocolsize).In addition to the operation codes (request/reply) described here, other functions arealso defined such as reverse ARP and inverse ARP. A complete overview of all types ofhardware and operating codes  can be found at IANA.
4.5.1 ARP Table If an ARP request and reply are exchanged, both sides record the mapping of the MACaddress to the IP address in their ARP tables (also called ARP cache). These assignmentsare only retained for a few minutes. Then they are deleted. This allows to avoid falseentries if the mappings are changed. A end system can actually be reconfigured so that ituses a different IP address. In addition, the ARP tables should also not become too large.It is possible (in exceptional cases) to include static assignments in the ARP table. Theseare kept permanently in the ARP table.

example

The program arpThe ARP table can be viewed with the program arp (DOS window in Windows) andchanged
arp -a displays all entries
arp -d IP_ADR removes an entry
arp -s IP_ADR Ethernet_ADR sets a static entry
4.5.2 Gratuitous ARP An ARP request is normally only generated if an IP packet is to be sent. With gratuitous

ARP, an ARP request is sent without the presence of an IP packet. Its own IP address isalso given as the destination in such a request.

https://www.iana.org/assignments/arp-parameters/arp-parameters.xhtml
https://www.iana.org/assignments/arp-parameters/arp-parameters.xhtml
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annotation

The following animation shows1. the normal flow of an ARP request,2. the normal flow of a gratuitous ARP request,3. the process of a gratuitous ARP request, if its own IP address is already used in thenetwork,4. and finally the possibility of making two servers fail-safe with gratuitous ARP.
In the online version an animation is shown here.
ARP

Begin printversion

We find here the network of a working group which has the network ID 192.122.10.0.The server S1 is part of the network. Server S2 is its backup server. S2 is currentlynot active. Both servers have the same IP address, that is, 192.122.10.1, but they havedifferent MAC addresses. The hosts A and B are connected to the network as well. Onlyhost A is switched on at the moment. The figure shows the IP addresses and MACaddresses of both hosts.
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Host A now wants to communicate with server S1. In reality this could for instance bethe case if an FTP program has been started on host A. It may want to retrieve files fromFTP server S1. For doing so, host A sends an ARP request to all computers in the network.S1’s IP address is indicated as target. Host A’s IP address and MAC address are providedas source. Server S1 inserts the addresses of host A into its ARP table. Then it sends anARP reply with its own MAC address to host A. Host A inserts the address of S1 into itsARP table.An employee who has access to host B has arrived and boots the computer. During thisprocess a gratuitous ARP is sent to all hosts. In a gratuitous ARP the own IP address isset as target. The target MAC address is set to 0. The connected computers now knowthe MAC address of B and insert it into their ARP tables. If host B now establishes aconnection to S1, for example a TCP connection for data exchange, an ARP request isposed. The sender is host B. The target is S1. S1 sends its MAC address as ARP reply tohost B. Host B now knows the address of S1 and inserts it into its table.Computer C is attached to the network and sends a gratuitous ARP containing A’s IPaddress because it has been configured in a wrong manner. A sends an ARP reply withits MAC address. Once this reply is received by C, C learns that there is obviously anothercomputer which already uses this IP address. It shows an error message on its screenwith the text “duplicate IP address”. Afterwards, the IP address of C has to be changed.It now gets the IP address 192.122.10.4 and sends a new, gratuitous ARP. Now allcomputers in the network know the MAC address of C and insert it into their ARP tables.Now there is an incident so that server S1 fails. The backup server S2 takes over thefunctionality of S1 and at first sends a gratuitous ARP request. As a consequence, allcomputer in the network know the MAC address of S2 and overwrite the old entry of S1.As you can see, communication may not be interrupted even though server S1 is broken.End printversion
4.6 DHCP - Dynamic Host Configuration Protocol 
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The configuration of IP addresses can be done manually. For example, you can setyour own IP address in Windows by accessing the properties of network adapters andopening the IPv4 or IPv6 configuration. There you can enter the IP address as well asother information such as subnet mask, default router and DNS servers.However, the alternative is to obtain these configuration data automatically, which ispossible via DHCP (Dynamic Host Configuration Protocol). DHCP is very helpful fromthe perspective of administrators. If for example, pools are managed with a lot of PCs, itis better to activate the protocol on the devices, rather than to configure them manually.A DHCP server can then be used to organize the distribution of configuration data in acentralized manner. Changes of address ranges can be implemented much easier in thisway as well.Another scenario where the benefit of DHCP is obvious is the use for mobile devices:When, for example, students come to the university in the morning, their devices have toreceive IP addresses and other configuration data that belong to the university network,in particular the IP address of the default router. When the students use their DSLconnections at home in the evening, then another configuration is necessary. So it is verydesirable that these changes occur automatically.
In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/Ewu1rxszwdg 
Dynamic Host Configuration Protocol

4.6.1 DHCP Configuration Options DHCP (RFC 2131, March 1997) is configured on the DHCP server side so that certainaddress ranges are intended for dynamic allocation. You can specify for example thatIP addresses are allocated dynamically from the network range 192.168.2.0/24. This iscalled a DHCP address pool. As already mentioned, DHCP does not only allow to assignIP addresses dynamically, but also subnet masks, default routers and DNS servers areassigned. Usually two DNS servers are specified. If the client knows two DNS servers,then it can send its requests to the other DNS server if one fails.When configuring the DHCP address pool, you have to consider that the default routerneeds an IP address that matches the network. So related to the previous example therouter may receive the address 192.168.2.1 (this is also actually a setting in commonDSL routers). This address then cannot be allocated dynamically to other devices.

http://www.youtube.com/embed/Ewu1rxszwdg
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When configuring the DHCP server, you can also specify a lease time. This is the timethat an address assignment is valid if it is not renewed. This should be made dependenton the usual usage behavior. If, for example, students are attending a lecture, the timecan be set to 105 minutes so that it is sufficient for the duration of the lecture. You mustalso consider how large the address pool is.You can also make static assignments via DHCP. This is done in conjuction with the MACaddress. This means that if a DHCP request is made using a certain MAC address, thecomputer with this MAC address will always get the same IP address.
4.6.2 DHCP Procedure The dynamic address allocation via DHCP consists of four steps. The UDP port number67 is used for client requests, and the UDP port number 68 is used for responses. Therelationship between requests and responses can be seen from the transaction numberin the DCHP data.
DHCP discover: First, the client searches for a DHCP server. This request must be abroadcast; but it must be kept in mind that the network mask is also still unknown.Therefore all bits of the destination IP address are set to one here. The source addressconsists only of zeros.
DHCP offer: A DHCP server then offers an IP address to the client and also indicates howlong it will be valid.
DHCP request: Here the client indicates that it would like to use offered the IP address.In this request, the client does not use the IP address immediately; it uses the addressas it does with DHCP discover.
DHCP ack: With the acknowledgment, the server confirms that the client may now usethe IP address.
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DHCP process

In the contect of this procedure, it must be kept in mind that the reliable assignmentof IP addresses is very important for the network to work properly. A client that doesnot receive an IP address cannot communicate in a reasonable manner. Therefore, it isuseful to run several DHCP servers in a network. So a DHCP offer would not be providedby a single DHCP server but from several. However, the client only answers to one DHCPserver. The other DHCP servers can use the other IP addresses they have offered for otherend systems later.
4.7 Network Address Translation 
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4.7 Network Address Translation4.7.1 Dynamic NAT/PAT4.7.2 Example of Dynamic NAT/PAT4.7.3 Static NAT/PAT
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One of the biggest problems with IPv4 from today’s point of view is the lack of IPv4addresses. In addition to using CIDR, the use of private IP address ranges is an importantmethod for dealing with this problem. However, private addresses may not appear onthe public Internet as agreed. Therefore, terminals that have such addresses can onlycommunicate locally. But since this is not desirable, network address translation(NAT) (RFC 2663) was introduced. This technique is used to translate private IPaddresses into public IP addresses.Because in typical scenarios far more private IP addresses are in operation than publicIP addresses, a 1:1 mapping between the IP addresses is not possible. Therefore, the portnumbers from the Transport Layer are included; this means the technique should moreprecisely be called network address translation / port address translation (NAT/

PAT). The port numbers basically serve to distinguish between applications, but are usedhere to distinguish between terminals.Whether this technique is regarded as an improper use of port number is a matter ofperspective. In any case, it is undisputed that NAT / PAT is used very often in practice andthe lack of IPv4 addresses has since been significantly mitigated. However, it can also beargued that its use has delayed the fundamental improvement of using IPv6.
In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/qyHelWi26ak 
Network Address Translation

4.7.1 Dynamic NAT/PAT NAT/PAT is found especially in homes with DSL connections and other Internet accessoptions. Here, the ISP provides only one public IPv4 address but multiple end systemsare supposed to be used at the same time. However, they have to be distinguishable andtherefore receive different private IP addresses.

http://www.youtube.com/embed/qyHelWi26ak
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DSL router with integrated NAT/PAT functionality

The figure above shows a router that also has the ability to perform NAT/PAT. It isconnected to a private home network. The connection to the Internet is made via a DSLmodem. It should be noted here that DSL modems and routers are usually integrated inhardware so they are referred to as DSL routers. These devices usually have additionalfunctionality (e.g. WLAN access point, telephone system, etc.).In such a scenario, IP addresses from the range of the private IP addresses are applied;the range 192.168.0.0/16 is often used. In the example, the default router 192.168.0.1must be known on hosts A and B. Hosts A and B use the private addresses 192.168.0.2and 192.168.0.3. Because private IP addresses may not appear on the Internet, theymust be appropriately mapped by the router to the public IP address provided by theISP (in this example 217.132.60.47) using NAT/PAT. This is done automatically and withassignments that are valid only for a limited time. That is why it is called dynamic NAT/PAT.
4.7.2 Example of Dynamic NAT/PAT For the purpose of illustration, we assume that the host A would like to use an FTPconnection to a remote FTP server. Host B wants to communicate with the same FTPserver.
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Dynamic NAT/PAT

What steps are necessary now?Host A starts the FTP program, which is dynamically allocated to port 1024 (the portnumber is selected by random). In the IP packet that is sent to the router, the followingIP addresses and port numbers are set:
Source (private) IP: Port Destination IP: Port192.168.0.2:1024 62.10.120.5:21

IP addresses and port numbers in the original IP packet sent by host A

The router creates the following entry in its NAT/PAT table:
Private IP: Port Public IP: Port Destination IP: Port192.168.0.2:1024 217.132.60.47:1100 62.10.120.5:21

NAT table entry after processing the packet from host A

The router sends the IP packet to the destination using the public address 217.132.60.47and the dynamically assigned port 1100. This address and port number has thereforereplaced the original address and port number. The destination could then assume thatan FTP program was started on the router. The router receives IP packets from the FTP
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server, which it forwards to the private IP address 192.168.0.2 and port number 1024.To do this, the translation is reversed on the router.Host B now also starts the FTP program, which is randomly allocated to port 1024dynamically. This is just an example to show that it works even with the same portnumber on different hosts. In reality in most situations different port numbers occur. Inthe IP packet that is sent to the router, the following IP addresses and port numbers areset:
Source (private) IP: Port Destination IP: Port192.168.0.3:1024 62.10.120.5:21

IP addresses and port numbers in the original IP packet sent by host B

The router creates the following entry in its NAT/PAT table:
Private IP: Port Public IP: Port Destination IP: Port192.168.0.2:1024 217.132.60.47:1100 62.10.120.5:21192.168.0.3:1024 217.132.60.47:1101 62.10.120.5:21

NAT table entries after processing the packet from host B

The router sends the changed IP packets to the FTP server and forwards the FTP server'sIP packets, which were received as a response, to the host 192.168.0.3 (port 1024).Seeing it from an outside perspective from the Internet the only difference between thetwo hosts A and B is the port number. The used IP address 217.132.60.47 is identical.The operations that have to be performed by the router require significant efforts. Everydatagram is changed.• The IP address is exchanged, which requires a recalculation of the checksum in theIP header.• The port numbers are exchanged. Therefore the TCP/UDP checksum must becalculated again for all data.
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annotation

In the example, the destination IP address and port number are also recorded in theNAT table. This is not necessary for NAT/PAT to work. This information can, however, beincluded to better control or reduce the communication options for security reasons.
4.7.3 Static NAT/PAT Dynamic NAT/PAT generates entries in the router NAT table in a completely automatedmanner. However, internal computers - for example an own FTP server - cannot bereached via the Internet because the port number, e.g. 21, is exchanged by the NAT/PATrouter.If internal servers need to be reachable via the Internet, static entries have to begenerated in the NAT table. This procedure is called static NAT/PAT.Suppose that a WWW server and an FTP server are installed in an internal network.They should be reachable from the Internet under different IP addresses, e.g. under theaddress 217.132.60.48 and 217.132.60.49, respectively. The IP address of the server inthe internal network where both services are offered should be 192.168.0.4.

Static NAT/PAT

The static entries in the router NAT table in this example are as follows:
Private IP: Port Public IP: Port Destination IP: Port192.168.0.4:80 217.132.60.48:80192.168.0.4:21 217.132.60.49:21
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NAT table containing static entries

The static entries must be set when booting the router. They are not changed again.A sender in the Internet reaches the WWW server under the address 217.132.60.48 –it does not know that it is actually the NAT router's address. The router records thesender address in the NAT table and forwards the packet to the address 192.168.0.4:80.Again this recording is not necessary for NAT/PAT to work, but can be useful for securityreasons.This technique can also be used if the internal servers have different IP addresses orwhen only a single public address was assigned.
4.8 Internet Protocol Version 6 (IPv6) 

arrangement

4.8 Internet Protocol Version 6 (IPv6)4.8.1 Base Header4.8.2 Extension Headers4.8.3 IPv6 Addresses4.8.4 ICMPv64.8.5 Automatic Address Configuration4.8.6 IPv6 Fragmentation4.8.7 Jumbograms4.8.8 Mobile IPv64.8.9 Summary - IPv6
In the development of the Internet protocol version 4 in the 1970s, an address lengthof 32 bits was defined. At the time, it was not foreseeable that the Internet woulddevelop so rapidly in terms of user numbers in the subsequent decades. In addition, therewere a number of requirements, e.g. for security and data throughput, which were notprovided for in the protocol. The Internet protocol was therefore fundamentally revisedstarting from 1995 to meet the new requirements. By the way, the version number 5 wasintended for a special stream transport, which is however no longer relevant.• The most important change from IPv4 to IPv6 is the expansion of the address rangefrom 32 to 128 bits to eliminate the shortage of IP addresses. Compared to thischange, the other changes are much less important.
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• Encryption and authentication techniques are supported by the new Internetprotocol.• The structure of the header has been simplified compared to IPv4. There is analways-present base header with a few fields as well as a set of extension headers.• The emerging, increased transmission of audio and video data is taken into accountin the improved support of parameters for determining quality of service.
In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/-dRcAeqUjOs 
Internet Protocol Version 6

4.8.1 Base Header The structure of the base header and extension header were described in RFC 2460(Dec. 1998) as the following rollover shows.
In the online version an rollover element is shown here.
IPv6 base header

Begin printversion

End printversionThe fields in the IPv6 header are the following:• Version: This field indicates that it is an IPv6 header. For this purpose, a binary-coded 6 is included. This field is the same for IPv4, except that a binary-coded 4 iscontained in the IPv4 header.

http://www.youtube.com/embed/-dRcAeqUjOs
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• Traffic class: This field is used to distinguish between different types of data trafficin order to treat them differently. It is similar to the “type of service” or "DiffServcode point” field in the IPv4 header.• Flow label: The “flow label” field was introduced in IPv6. It can be used to markindividual traffic streams in the network in order to be able to handle them in aspecific way. This means that a stream can be preferred so that other packets have towait or are even rejected. However, such an approach can lead to scaling problemsif you want to carry out special treatments for many data streams. This field is alsoin competition with MPLS technology , which is often used in provider networksin addition to IP.• Payload length: This length field indicates the length of the payload. Such a field isalso contained in the IPv4 header.• Next header: Options are handled differently in IPv6 in comparison to IPv4. So-called “extension headers” are used for options so this field refers to the firstextension header. Many IP packets, however, do not contain any options so noextension header is present either. In this case, the field refers to the header of theTransport Layer protocol and thus corresponds to the “upper layer protocol” fieldof the IPv4 header.• Hop limit: This field corresponds to the TTL field of IPv4. In IPv4, this field does notshow a maximum time, contrary to its name, but a maximum number of forwards byrouters. If you regard a “hop” as a forward by a router, the naming fits to the actualuse.• Source address/Destination address: The source and destination IPv6 addresses,each with 128 bits, are found at the end of the header. They occupy significantlymore space than the 32-bit IPv4 addresses, which leads to the length of the headerin IPv6 without options being 40 bytes. The IPv4 header has only 20 bytes if thereare no options.Compared to the IPv4 header, some fields have been eliminated from the IPv6 baseheader.• IHL: The base header for IPv6 has a constant length of 40 bytes because the optionshave been moved to the extension headers. A constant length is an advantagefor the efficient processing the header. You have to consider here that routers atcentral points of the Internet today have n times interfaces with 100 Gigabit/swhere routing decisions have to be made for every IP packet. Efficient processingin hardware is therefore very important.

https://en.wikipedia.org/wiki/Multiprotocol_Label_Switching
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• Identification, flags, fragment offset: The fields necessary for fragmentation weremoved to an extension header. As mentioned in relation to IPv4, fragmentation isrelatively inefficient so you try to avoid it. This can be done successfully in manycases so only a small part of the IP packet is fragmented. Therefore, it is useful tomove the fragmentation control into an extension header.• Checksum: The checksum field is no longer available. With IPv4, the checksum hasto be recalculated in every router because the TTL value changes in the headerat each forwarding. So it was omitted for efficiency reasons. However, this raisesthe question of whether more bit errors could go undetected. You have to considerthough that there are also error detection mechanisms at layers 2 and 4 that arestill present. For example, the CRC checksum at the end of the Ethernet frame ismuch more reliable than the checksum in the IP header. Moreover, transmission infixed-line networks has become significantly more reliable over time so only few biterrors still occur.
4.8.2 Extension Headers The options that are known from IPv4 as well as additional functions have beenimplemented in the IPv6 extension headers. If no extension header is present, a headerfrom the Transport Layer follows the base header as part of the payload, which is a TCPor UDP header in most cases.Some extension headers are presented here. A list of extension headers with possibleparameters is available at the IANA .• Hop-by-hop options headerThis header is contains options that have to be evaluated at each router. It must directlyfollow the base header in order to shorten the processing time in the router. Thisextension header is used, for example, for jumbograms (RFC 2675).• Routing headerThis header was introduced so it is possible to influence the route of an IP packet. You canspecify routers through which the packet must be routed. This application was flaggedas obsolete in RFC 5095 because it can be abused by attackers. In addition, it raises thequestion of why one would want to influence the routing in this way (apart from fortest purposes) rather than changing the configuration of the routing protocol. Currentlythere is only an application for this header for Mobile IPv6 (RFC 6275). There is also thespecial mobility header for this purpose, which is also defined in this RFC.• Fragment header

https://www.iana.org/assignments/ipv6-parameters/ipv6-parameters.xhtml
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In contrast to IPv4, routers are not permitted in IPv6 to fragment packets on the wayto the destination. Instead, the sender must determine the maximum packet size on theroute to the destination, which is called path MTU discovery, and if necessary fragmentthe packets on its own. Using the fragment header (RFC 2460), it is possible for thedestination host to reassemble the packets correctly. IPv6 assumes that at least 1280bytes can be transmitted without the need to fragment.• Authentication headerThis extension header (RFC 4302) allows a receiver to determine whether the packet isactually from the indicated source or whether it has been modified during transmission.In other words, the integrity and authenticity are secured. The authentication header isa part of IPsec , which is an extension of IP introduced in order to later add securityaspects that were not considered in the original design. This extension was initiallydeveloped for IPv6 but was also carried back to IPv4 after the delayed introduction ofIPv6.• Encapsulating security payload headerThis extension header (RFC 4303) is used in order to secure confidentiality in additionto integrity and authenticity (as with the authentication header). Encryption algorithmscan be selected for this purpose. The encapsulating security payload header is also a partof IPsec and is also offered as an extension of IPv4.• Destination options headerThis extension header (RFC 2460) is used to transmit optional information which isevaluated exclusively by the destination host. This is the only header that can occur twice.If the information refers to the router, it is transmitted directly after the hop-by-hopoptions header. If the information is related to the destination system, it is transmittedas the last extension header.There is also the headers host identity protocol (RFC 7401), Shim6 protocol (RFC 5533)and no text header (RFC 2460).The length of the base header, as already mentioned, is always 40 bytes. Most extensionheaders can vary in length; therefore they have a length field that specifies the length ofthe extension header.The order proposed in RFC 2460 with the maximum number of IPv6 headers possible is:

https://en.wikipedia.org/wiki/Ipsec
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Order of the IPv6 extension headers

However, the order does not have to be followed in any case.Every IPv6 header has a next header field in which the type of the next header isspecified. Some possible values are given in the following (see IANA list ):
Values in the next header field and their meaning
Source: IANA

Begin printversion

End printversion

https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml
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example

Two examples are provided here to show which headers can appear and whichcorresponding values can be present in the next header field.• IPv6 packet with TCP data:
In the online version an rollover element is shown here.
IPv6 packet with TCP data

Begin printversion

End printversion• IPv6 packet with routing and fragmentation headers as well as UDP data:
In the online version an rollover element is shown here.
IPv6 packet with routing and fragmentation headers as well as UDP data

Begin printversion

End printversion
4.8.3 IPv6 Addresses 
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arrangement

4.8.3 IPv6 Addresses4.8.3.1 Address Representation4.8.3.2 Unicast, Multicast and Anycast Addresses4.8.3.3 Scopes of Unicast and Multicast Addresses4.8.3.4 Aggregatable Global Unicast Addresses4.8.3.5 Construction of Interface IDs4.8.3.6 Unique Local Unicast Addresses4.8.3.7 Link Local Unicast Addresses4.8.3.8 Multicast Addresses4.8.3.9 Node Addresses4.8.3.10 Privacy Protection
In IPv6, there are unicast and multicast addresses with the same meaning as in IPv4.Newly added are anycast addresses, which are assigned to a group of interfaces; an IPpacket with such a destination address is only forwarded to th next interface belongingto the group. In contrast, there are no longer broadcast addresses because a broadcast isconsidered a special case of multicast where all interfaces should receive the IP packet.An important innovation related to IPv6 addresses is that an interface can have severalIPv6 addresses. This is actually typically the case because IPv6 addresses have differentareas where they are valid.

In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/5cZBmIX9Wg8 
IPv6 AddressesA global division of the entire IPv6 address space can be retrieved at IANA . You can seethat a large part of the address space has not yet been allocated for specific purposes.

task
Task: IP addresses per square meter of Earth’s surfaceHow many IP addresses are there per m² of the Earth’s surface with IPv6 and IPv4?
Solution

http://www.youtube.com/embed/5cZBmIX9Wg8
https://www.iana.org/assignments/ipv6-address-space/ipv6-address-space.xhtml
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Assume that the earth is a ball with a radius of 6378 km and that with IPv6 2128 = 3.4* 1038 addresses are available and with IPv4 232 = 4,3 * 109 addresses are available.
As a reminder, the surface of a ball is calculated as:O = 4 π r2.
Solution:Radius r = 6378 km = 6.378*103 km = 6.378*106 mO = 4*π*40.67*1012 m2 = 511*1012 m2 = 5.11*1014 m2• IPv6 addresses / surface = 3.4*1038 / 5.11*1014 = 0.66*1024 addresses/m2

• IPv4 addresses / surface = 4.3* 109 / 5.11* 1014 = 0.78*10-6 addresses/m2
4.8.3.1 Address Representation The 128 bits of an IPv6 address are divided into eight blocks of 16 bits each (accordingto RFC 4291). These blocks are separated by colons. The 16 bits of a block arerepresented by four hexadecimal digits (0...9, A...F):xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx

example

2030:000F:0014:0000:0000:33AF:EE01:1234
To simplify writing, abbreviation rules were defined in RFC 5952. According to the RFC,leading zeros may be omitted. If a whole block, or directly adjoining blocks, consist onlyof zeros, they can be abbreviated as “::”.

example

2030:F:14:0:0:33AF:EE01:12342030:F:14::33AF:EE01:1234
This abbreviation is, however, only allowed once in the address so it is clearlyrecognizable how many zeros were omitted in which position. Within the two colons “::”as many zeros must be filled in as are needed to make the address 128 bits long again.
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The IPv4 notation (“dotted decimal notation”) can be used for addresses in mixedIPv4/IPv6 environments.

example

xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:ddd.ddd.ddd.ddd0000:0000:0000:0000:0000:0000:193.175.120.62::193.175.120.62::C1AF:783E
If an application program uses the IPv6 address instead of the DNS name, the IPv6address must be placed in square brackets.

example

http://[2030:F:14::33AF:EE01:1234]:80/abc/default.php
The identification of the part of an address to be evaluated by routers is done via the
address prefix - just as with IPv4 addresses in the CIDR notation.

example

2030:F:14::33AF:EE01:1234/56The first 56 bits of the address are evaluated by the router in this example.
The loopback address is ::1. It corresponds to the localhost address of IPv4 with theIPv4 address 127.0.0.1.
4.8.3.2 Unicast, Multicast and Anycast Addresses Unicast addresses are required for point-to-point communication. Such an address canonly be used by a single interface.All receivers with the same multicast address form a multicast group. The samemulticast address can be used by different systems (interfaces) in different networks.Typical multicast applications could be video conferences or communication betweenrouters (with routing protocol OSPF). The routers must be multicast-capable. There isa special format for multicast addresses.
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A group of interfaces can be addressed with anycast addresses; the IP packet hereis only sent to one interface. Generally, it is the nearest one according to the routingprotocol. Anycast addresses can be used to submit requests to a group of serversthat all offer the same services without needing to configure the different addressesfor the servers manually. For example, an anycast address can be used in order tosubmit a request to a group of DNS servers; in this case, only the nearest server willrespond. All anycast addresses have the same format as unicast addresses and cannot bedistinguished from them. Therefore, the interfaces have to be explicitly configured withanycast addresses. IPv6 end systems may not use anycast addresses.The following animation shows how unicast, multicast and anycast addresses can beused on the Internet.
In the online version an animation is shown here.
IPv6 address types

Begin printversion

A unicast address is assigned to a single interface. It is used for point-to-pointcommunication.All stations that have the same multicast address form a multicast group. A data packetto this address is provided to all group members.If several stations, in this example DNS servers, are reachable via the same anycastaddress, the data packet is provided to the nearest station according to the routingprocotol.
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End printversion
4.8.3.3 Scopes of Unicast and Multicast Addresses A key concept of IPv6 is the introduction of different areas where IPv6 addresses arevalid. They are called scopes.• With unicast addresses, the “link local” scope is smaller than the “site local” scope,and the “site local” scope is smaller than the global scope.• With multicast addresses, a scope with a small value in the scope field is smallerthan one with a large value.The following interactive rollover shows the scopes of IPv6 addresses.

In the online version an rollover element is shown here.
Scopes of IPv6 addresses

Begin printversion

End printversion
4.8.3.4 Aggregatable Global Unicast Addresses There are globally valid IPv6 addresses as part of the unicast addresses whichcorrespond to the globally valid IPv4 addresses. In the specification of IPv6 thepossibility to define different hierarchy levels was an important point. This possibility
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allows to aggregate address ranges in the routing tables to limit the table sizes betterthan with IPv4.The format that the aggregatable global unicast addresses have is shown in the followinginteractive rollover:
In the online version an rollover element is shown here.
Format for aggregatable, global unicast addresses

Begin printversion

End printversionThe addresses consist of three logical parts:1. The global routing prefix consisting of n bits is distributed hierarchically, as itis already known from IPv4 addresses. The entire address space is available toIANA. It distributes it to the Regional Internet Registries, who then distributeparts to local registration authorities. These are Internet service providers. Forexample, RIPE has assigned the address space 2001:0638::/32 to DFN which isa part of the address space 2001:0600::/23 managed by RIPE. The n in thisexample is 32 and 23, respectively. It is also possible for universities to receiveaddress spaces directly from RIPE (so called provider independent address spaces). The University of Kaiserslautern for example uses such the PI address space2a03:63c0::/32. FH Lübeck in contrast uses the address space provided by DFN, i.e.,2001:0638:0707::/48.2. The other 64-n bits specify a subnet ID and define the private part ofthe IPv6 address. This means an organization can create networks on itsown; often /64 networks are used within an organization. The network2001:0638:0707:0001::/64 is for example a network at FH Lübeck.

https://www.ripe.net/publications/docs/ripe-655#IPv6_PI_Assignments
https://www.ripe.net/publications/docs/ripe-655#IPv6_PI_Assignments
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3. The EUI-64 (extended unique identifier) format, which is standardized by IEEEis often used as interface ID (64 bits). In this case, the interface ID is derived fromthe MAC address. This is in particular useful for automated address configuration.In the first IPv6 specifications, stricter rules on how to form address spaces wereforeseen. However, they were declared as no longer valid in RFC 3587, and the moreflexible model as described above was introduced.
4.8.3.5 Construction of Interface IDs As already mentioned, the interface ID part of the IPv6 address can be derivedautomatically from the MAC address. To expand the 48 bits of the MAC address to 64bits, two bytes are inserted with the values 0xFF and 0xFE between the company andmanufacturer bits. The “u” bit is also inverted.

IEEE 802 48-bit address

This results in:

IPv6 Interface ID (64 bit)

example

MAC address with 48 bits : 00-80-25-00-3A-3B
IPv6 Interface ID: 0280:25FF:FE00:3A3B
The format achieved before the inversion of the “u” bit is called EUI-64 and is composedof two parts:
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1. The 24-bit long company identifier (OUI, Organizationally Unique Identifier), whichis assigned by IEEE;2. And the 40-bit long identifier that is assigned independently by the company.

EUI-64-ID

c company bitsu 0 = universal, 1 = localg 0 = unicast, 1 = multicastm manufacturer bits
EUI-64 ID

Begin printversion

End printversion
4.8.3.6 Unique Local Unicast Addresses The concept of “site local” addresses, which are only valid in a closed network, hasbeen revised over time and redefined in RFC 4193. “Site local” addresses were originallyintended for the same tasks as private addresses in IPv4 (see IPv4 Addresses), but theynow have different features. In particular, they have been designed so that they are (mostlikely) globally unique, which is not the case for private IPv4 addresses. This avoids
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certain difficulties if, for example, it cannot be clearly defined what belongs to a localarea. The addresses are now called unique local unicast addresses.The definitions for these local IPv6 addresses have existed since 2005. The unique localunicast IPv6 addresses have the following features:• They have a (very likely) globally unique prefix.• They can be filtered at site boundaries based on the prefix.• Different sites can be combined or privately connected without address conflicts.• They are independent from Internet service providers and can be used within a site.• If they appear in the global Internet, there are no conflicts with other addresses.• They can be treated in applications the same way as global addresses.The following interactive rollover shows the format of the unique local unicast IPv6addresses.
In the online version an rollover element is shown here.
Format of unique local unicast IPv6 addresses

Begin printversion

End printversion
Generation of global IDIn the area FC00::/7, two different address spaces have to be differentiated.
Begin printversion
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End printversionIn the area FD00::/8, the global ID is to be created with a pseudo-random numbergenerator by the respective network operator. This is done without consultation orassignment by a higher-level instance such as RIPE. Sequential IDs or fixed IDs shouldnot exist, so it is clear that these IDs cannot be aggregated as with CIDR and that theycannot be used on the Internet instead of global addresses. The following algorithm (RFC4193) should be used for prefix generation:1. Determine the time of day in the 64-bit NTP format.2. Determine the EUI-64 ID possibly from the 48-bit MAC (Ethernet) address.3. Merge both values in one key.4. Determine the 160-bit long SHA1 checksum from this key.5. The least significant 40 bits are used as the global ID.6. FD00::/8 is used as the prefix.This algorithm is used once for a local site to set the prefix for the site. The probabilityof generating duplicate IDs is so small that the resulting addresses can be assumed tobe unique globally.

annotation

In practice, you should consider the purpose for using these addresses. Private IPaddresses were introduced because of a lack of IPv4 addresses, which is not the casewith IPv6. So there are enough global IPv6 addresses available. The use of such addressescould be considered for security reasons because they can be filtered easily in the routerto the Internet. Some internal services would then not be accessible from the outside.
4.8.3.7 Link Local Unicast Addresses Another type of IPv6 address with even more limited validity are link local unicastaddresses. They are valid from an end system to the next router. A “link” in this sense istherefore more than just a link from an end system to a switch.They are used for the autoconfiguration of IPv6 addresses, for neighbor discovery, orfor communication without routers. Routers are not allowed to forward these addresses.
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Format of link local unicast addresses

The addresses consist of 10 bits as format prefix followed by 54 zeros and the interfaceID.

example

FE80::0280:25FF:FE00:3A3B
4.8.3.8 Multicast Addresses An IPv6 multicast address identifies a group of interfaces. An interface can have anynumber of multicast addresses.

Format of multicast addresses

Format of multicast addresses

Begin printversion



4.8.3 IPv6 Addresses 4.8.3.8 Multicast Addresses

193 / 389

End printversionUnlike IPv4 multicast addresses, IPv6 multicast addresses are structured. They referto certain areas (scopes). Therefore, they can be used to reproduce the broadcastfunctionality of IPv4, e.g. for use during automatic address configuration or to discoverIPv6 routers. In contrast to IPv4, all IPv6 routers must support multicast mechanisms.• “Node Local” multicast addresses denote an interface within a node and are onlyused for multicast loopback tasks, e.g. as a form of interprocess communicationwithin a host.• “Link local” and “site local” multicast addresses refer to the same area as thecorresponding unicast addresses, namely to an individual link (no forwarding byrouter), or a private site (no forwarding to the Internet).Permanent multicast addresses can be defined in certain areas or in all areas (see list atIANA ). For example, the permanent multicast address for the “Network Time Protocol”server (computers can use this protocol to ask for the time) is defined in all scopes:
Permanently defined multicast addresses for NTP

Begin printversion

End printversion

https://www.iana.org/assignments/ipv6-multicast-addresses/ipv6-multicast-addresses.xhtml
https://www.iana.org/assignments/ipv6-multicast-addresses/ipv6-multicast-addresses.xhtml
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Some other permanently defined multicast addresses are:
Permanently defined multicast addresses

Begin printversion

End printversion

task
Task: Multicast addressesAre multimedia conferences possible on the Internet?
SolutionYes, multimedia conferences are defined in all scopes:FF0X:0:0:0:0:0:2:0000 − FF0X:0:0:0:0:0:2:7FFDInstead of X, any scope can be specified.

4.8.3.9 Node AddressesWhich addresses must an IPv6 node know?A host must know the following addresses:• The “link local” address of every interface• The unicast addresses assigned to the interfaces• The loopback address• The “solicited node multicast” address• The “all nodes” multicast address
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• The multicast addresses of all groups to which the host belongsA router must also know the following addresses:• The anycast addresses that are specified for the router• The “all routers” multicast address
4.8.3.10 Privacy Protection When using IPv6, new questions arise regarding user privacy.A constant 64-bit long interface ID, which can be created by the MAC address or in otherways, can be misused to track the behavior of a user. This problem is particularly seriouswhen mobile devices such as laptops, smartphones, etc. are used. Although the prefixcan change since different access points are used, the interface ID remains constant.This means a movement profile can be created and the use of a mobile device can betracked. To make spying more difficult, RFC 3041 (privacy extensions), proposes usinga randomly generated interface ID instead of a constant interface ID. Its use should belimited to a certain number of hours. The random generation is based on the MD5 hashalgorithm.These dynamically generated interface IDs can be used when connections are initiatedby clients. Servers continue to have a fixed interface ID. However, the dynamic allocationmakes it more difficult to locate network problems because it is unclear whether theproblems are caused by one computer or by various computers.Another issue arises from the allocation of /64 address spaces to users by the provider.This allows to maintain user profiles regarding Internet sites visited if the address spaceis permanently assigned. The privacy extensions do not provide a protection against thispossibility.
4.8.4 ICMPv6ICMPv6 (Internet Control Message Protocol version 6) is similar to ICMP for IPv4. A partof the functions have been adopted from ICMP and some functions have been added (seeRFC 4443 and RFC 4861).The structure of the ICMPv6 header was adopted unchanged from ICMP as follows:
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Structure of the ICMPv6 header

Error messages have a type value of 0 to 127; information messages use a type valuebetween 128 and 255.
ICMPv6 messages

Begin printversion
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End printversionSome message types are explained in more detail below.• Packet too big: Routers are not permitted to fragment IPv6 packets (in contrast toIPv4). If the MTU of the interface selected by the router is too small for the desiredpacket length, this message is generated. The MTU of the affected interface is then
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sent back in the payload. This mechanism is used by IPv6 in order to determine thesmallest MTU for a path between sender and receiver (Path MTU Discovery).• Multicast listener messages: These messages are used when routers want todetermine whether there are hosts that want to receive specific multicast packets.These functions are performed by the IGMP protocol in IPv4.• Type 133 to 137: Neighbor discovery: These messages are part of the Neighbor

Discovery Protocol (ND) and are required for automated address configuration.The following options may be present in ND messages:1. Link address of the sender2. Link address of the destination3. Prefix information4. Header of an IP value that triggered a redirect message5. MTU• Router renumbering: These messages can be used to automatically changeaddress prefixes on routers. This is necessary, for example, if all addresses have tobe changed when a provider is changed.• ICMP node information: Query of network information of an IPv6 node such as ahost message or domain message.• Inverse neighbor discovery: Query of the IPv6 address of a node if only the linkaddress is known.
4.8.4.1 Neighbor Discovery Protocol In IPv4, the determination of MAC addresses is done by ARP using Ethernet broadcastmessages (if Ethernet is used on Layer 2). For IPv6, there is the Neighbor Discovery

Protocol, which works similarly and uses ICMPv6 messages.Let us assume that an interface with the IPv6 address2030::14:0280:25FF:FE00:3A3Band the MAC address00-80-25-00-3A-3Bwants to send a packet to an interface with the IP address2030::14:0280:25FF:FE11:2233and the MAC address00-80-25-11-22-33.But the sender does not yet know the MAC address of the destination.
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An ICMP “neighbor solicitation” message is sent to the “solicited node multicast“address, which is derived from the IP address of the destination. Because the multicastaddress can be ambiguous, the ICMP message must specify the IP address of thedestination. The sender's own address is used as the source IP address. The ICMPmessage also specifies the sender's MAC address:
Destination address “solicited node multicast“ address:FF02::1:FE11:2233Source address 2030::14:0280:25FF:FE00:3A3BHop limit 255Next header 58: ICMPv6 message

IPv6 header of the ICMPv6 neighbor solicitation message

Begin printversion

End printversion
Type 135: Neighbor solicationOption Destination IP address:2030::14:0280:25FF:FE11:2233Source link address: 00-80-25-00-3A-3B

ICMPv6 neighbor solicitation message

Begin printversion
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End printversionAll recipients of this message can now update the mapping of the IP address to MACaddress in their “neighbor cache.” The receiver with the IP address being searchedfor subsequently generates a “neighbor advertisement” message in which its own MACaddress is entered. This message is sent directly to the sender of the request:
Destination address 2030::14:0280:25FF:FE00:3A3BSource address 2030::14:0280:25FF:FE11:2233Hop limit 255Next header 58: ICMPv6 message

IPv6 header of the ICMPv6 neighbor advertisement message

Begin printversion

End printversion
Type 136: Neighbor advertisementOption Destination link address:00−80−25−11−22−33

ICMPv6 neighbor advertisement message

Begin printversion
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End printversionOnce the original source receives this message, it can enter the mapping of the IP addressto MAC address in its “neighbor cache.” The actual message can then be sent.

annotation

The “neighbor cache” corresponds to the ARP table for IPv4. In Windows, it can beviewed with the command line “netsh interface ipv6 show neighbors level=verbose”.
IPv6 does not use Ethernet broadcast when using multicast addresses. Rather, thelast four bytes of the multicast address are copied into the last four bytes of theEthernet address. The first bytes of the Ethernet address contain the hexadecimal value“3333” (see RFC 2464).If, for example, a “neighbor solicitation” message is to be sent to the multicastaddress FF02::1:FE11:2233 to determine a MAC address, the Ethernet address33:33:FE:11:22:33 is formed and the message is sent to this Ethernet address. ThisEthernet address is referred to as the “IPv6 neighbor discovery” address.

annotation

Why are Ethernet broadcast messages not sent as with ARP?
Ethernet broadcast messages must always be read completely by the Ethernet hardwarefrom the transmission medium, copied into the computer, and passed to the higher layerprotocol, which then decides what to do with the message. However, if an Ethernetaddress starts with “3333,” the Ethernet hardware checks whether the last three bytes(here “112233”) match the last three bytes of its own Ethernet address.• If they match, the message will be read completely and passed to the higher layerprotocol.• If they do not match, the message will not be read from the transmission medium.The computer then does not have to perform any unnecessary actions.
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4.8.5 Automatic Address Configuration 
arrangement

4.8.5 Automatic Address Configuration4.8.5.1 Basic Procedure4.8.5.2 Addresses for Autoconfiguration
The goal of automatic address configuration is to avoid manual configuration whena computer is connected to a network. In other words: An IPv6 host can be connectedto a network without any manual configuration – all necessary addresses and settingsare automatically configured (routers cannot automatically configure themselves; someparameters must be set by an administrator). Consequently there must be a procedureto assign a unique IP address to each interface. Interface IDs are used for this purpose.
Small sites with only a single link (without router) use the “link local” addresses thatconsist of the fixed prefix and the interface ID, e.g.FE80::0280:25FF:FE00:3A3B
Large sites with multiple networks and routers must use “unique local unicast” or globalunicast addresses. For this purpose, hosts must receive information about the prefix ofthe subnets to which they belong. Routers periodically generate ICMP messages (“routeradvertisements”) that distribute the current prefixes. From this, the hosts can constructtheir desired addresses by assembling the prefix and the interface ID into a valid “uniquelocal unicast” or global address, e.g. the “unique local unicast” address:FD00::0012:0280:25FF:FE00:3A3Bor the global address:2030::0012:0280:25FF:FE00:3A3BIt is possible through this automatic address assignment to change all addresses ata site easily (“renumbering”). The prefix is changed; the interface IDs (and possiblythe subnet number) can remain the same. This makes it possible to easily perform aprovider change – today provider changes at large sites are avoided as much as possiblebecause of the immense effort involved in allocating new IP addresses. It is necessaryfor this procedure to be able to assign a lifetime to the IP addresses and assign multiple(generally two) IP addresses to the interfaces. When assigning a new, second IP address,during a temporary transition phase, the old and the new IP address must be able to beused at the same time. Newly launched applications will only use the new address. On theother hand, applications that are already running cannot easily change their IP address
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and therefore must continue to use the old IP address so, for example, when using TCPthe IP address change does not lead to a termination of the connection.If in the automatic address configuration, no other server is needed, this is called a“stateless” configuration; if a server is needed, it is called a “stateful” configuration. Forthe “stateful” configuration, mechanisms are used that are already known as DHCP fromIPv4 networks and implemented in IPv6 as DHCPv6. DHCPv6 works similar to DHCP;however, for the identification of hosts so-called DUIDs (see RFC 6355) are used insteadof MAC addresses. When administering a network, you can decide whether a “stateless”or “stateful” configuration or combination of the two should be used.
In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/qLxOWaLmoSs 
IPv6 Management

4.8.5.1 Basic Procedure The following steps must be performed during automatic configuration.1. Generation of a “link local” address (hosts and routers)2. Checking whether this address is already in use (hosts and routers)3. Transmission of a prefix and other parameters from the router for generating the“unique local unicast” and the global address (hosts only)First, a “local link” address is tentatively determined for an interface. Before it can beused by the interface, it must first be checked whether another interface is alreadyusing this address. To do this, an ICMP “neighbor solicitation” message is sent withan individual “link local” address. If another interface is using this address, an ICMP“neighbor advertisement” message is returned. This means that this “link local”address is already in use. Therefore, the automatic configuration cannot be carried out.In this case, the administrator must manually assign a new “link local” address. Usuallythere will be no response so the “link local” address can be assigned to the interface andused. The node can now communicate with all other nodes in its local network.

annotation

“Link local” addresses are valid for an indefinite period.

http://www.youtube.com/embed/qLxOWaLmoSs


4.8.5 Automatic Address Configuration 4.8.5.2 Addresses for Autoconfiguration

204 / 389

Routers regularly send information about prefixes and other parameters in ICMPmessages of the “router advertisement” type. If a host does not want to waitfor this message, it can prompt the router to send the “router advertisement”immediately by sending an ICMP “router solicitation” message. The router messagespecifies whether the prefixes transmitted in the message should be used for automaticaddress configuration (“stateless” configuration) or a DHCPv6 server must be addressed(“stateful” configuration). It also specifies whether additional information should beobtained, such as the MTU or the maximum hop limit. The host can construct its uniquelocal unicast address and its global address from the prefixes.There is also the option of stateless DHCPv6. Here the DHCPv6 server only providesadditional information (DNS servers) but does not perform address management.

annotation

In practice, it is not so easy to choose and implement an appropriate configuration ofIPv6 addressing; there are two pages with advice on this topic (see  ,  ).
4.8.5.2 Addresses for Autoconfiguration Let us take a closer look at which addresses are used in automatic configuration.The MAC address of an interface is:00-80-25-00-3A-3BAs we have seen from in the section Construction of Interface IDs, the following IPv6interface ID is derived from this address:0280:25FF:FE00:3A3BThe tentative “link local” address is formed by adding the prefix:FE80::0280:25FF:FE00:3A3BNow an ICMP “neighbor solicitation” message is sent to determine if the address isalready in use. This message must be sent to all eligible nodes. IPv6 uses a specialmulticast address for this, which is formed using the last four bytes of the “link local”address (see Neighbor Discovery Protocol).FF02::1:FE00:3A3BThis is a “link local” multicast address. It is not routed and can only be used in one's ownlocal network. This address is called a “solicited node” multicast address because it isused by all nodes that have to respond to an ICMP “neighbor solicitation” message.

https://www.insinuator.net/2015/03/ipv6-router-advertisement-flags-rdnss-and-dhcpv6-conflicting-configurations/
https://www.insinuator.net/2013/10/ipam-requirements-in-ipv6-networks/
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The ICMP “neighbor solicitation” message is sent to all hosts whose last four bytes areidentical. The unspecified address ::0 is used as the source address. The tentative “linklocal” address is transmitted in the ICMP message.
Destination Address “Solicited node” multicast address:FF02::1:FE00:3A3BSource address 0Hop limit 255Next header 58: ICMPv6 message

IPv6 header of the ICMPv6 neighbor solicitation message

Begin printversion

End printversion
Type 135: Neighbor solicitationDestination address Link local address to be checked:FE80::0280:25FF:FE00:3A3B

ICMPv6 neighbor solicitation message

Begin printversion
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End printversionWe now need to distinguish between what happens if the “link local” address alreadyexists and what happens if the “link local” address is not yet in use.
“Link local” address already exists:If the tentative “link local” address is already in use by another node, this node generatesa “neighbor advertisement” message with the following content:
Destination address All nodes multicast address:FF02:0:0:0:0:0:0:1Source address Link local address of source nodeHop limit 255Next header 58: ICMPv6 message

IPv6 header for the ICMPv6 neighbor advertisement message

Begin printversion

End printversion
Type 136: Neighbor advertisementDestination address link local address of source node

ICMPv6 neighbor advertisement message

Begin printversion
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End printversionThe tentative “link local” address may not be used because it is already in use by anotherinterface. The automatic address configuration is aborted at this point. A new “link local”address must be assigned manually to the interface.

task

Task: Identical IPv6 interface IDsHow can it happen that another end system in the network already has the link localaddress, which was tentatively formed from an Ethernet address that is globally unique?
SolutionThe link local address, as we already know, is formed from the format prefix FE80 andthe IPv6 interface ID, which is generated either from an Ethernet address or from anEUI-64 ID. The manufacturer code of an EUI-64 ID consists of five bytes, and that of anEthernet address consists of three bytes, which are filled by the bytes FF and FE. If thecompany code (the first 3 bytes) and the bytes FF and FE happen to occur in the OUIaddress and the last three bytes of the OUI and Ethernet address are identical, therecan be two identical IPv6 interface IDs within a network.

annotation

Why is the hop limit set to the maximum value of 255?
This is to prevent ICMP messages coming from another network. If this were to happen,they would have had to pass a router, which would have reduced the hop limit by 1. If thehop limit for the received packet is 255, the receiver can be sure that the packet camefrom its own local network.
“Link local” address does not exist:
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If no “neighbor advertisement” message is received, it can be concluded that the linklocal address is not in use yet. This is the usual case. Now the tentative link local addressmay be used and assigned to the interface. Communication with all other nodes in thelocal network is possible from this point on.Next the unique local unicast and/or the global address has to be formed. An ICMP“router solicitation” message is sent for this purpose:
Destination address All routers multicast address:FF02:0:0:0:0:0:0:2Source address Link local address:FE80::0280:25FF:FE00:3A3BHop limit 255Next header 58: ICMPv6 message

IPv6 header of the ICMPv6 router solicitation message

Begin printversion

End printversion
Type 133: Router solicitation

ICMPv6 router solicitation message

Begin printversion
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End printversionA router immediately responds to a “router solicitation” message with an ICMP “routeradvertisement” message sent directly to the sender of the “router solicitation” message:
Destination address Link local address:FE80::0280:25FF:FE00:3A3BSource address Router's link local addressHop limit 255Next header 58: ICMPv6 message

IPv6 header of the ICMPv6 router advertisement message

Begin printversion

End printversion
Type 134: Router advertisementInformation including:• Hop limit• Lifespan of the default router• MTU• Prefixes

ICMPv6 router advertisement message
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Begin printversion

End printversionThe transmitted hop limit should be used when sending IPv6 datagrams (these can besent from the start with values less than the maximum value 255). The lifetime indicateshow long a router should be used as default router. The maximum lifetime is about 18hours. If the lifetime is 0, the router is not used as the default router. The MTU of theconnected interface is transmitted. The unique local unicast and/or the global addresscan be formed based on the prefixes.

annotation

The following animation shows each step of the automatic IPv6 address configuration.
In the online version an animation is shown here.
Automatic address configuration

Begin printversion
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A new host should be integrated into an IPv6 network. Its addresses are configuredautomatically in this process. For doing so, there is an attempt to generate a link localaddress for it based on the MAC address of its network interface. To be sure that no otherinterface in the network uses this address, an ICMP “neighbor solicitation” message issent to all interfaces with the “solicited node” multicast address.Since there is no “neighbor advertisement” reply in this example case, the host can usethe link local address and can therefore communicate with all hosts in the local network.The host needs network prefix information from the router to be able to generate theunique local unicast address and the global address. It therefore sends an ICMP “routersolicitation” message to the router.It replies with an ICMP “router advertisement” message.Based on the prefix information, it is possible to construct the unique local unicastaddress and the global address. Now the host can communicate with all hosts in the siteand globally.End printversionIn addition to the requested messages, the router automatically generates “routeradvertisement” messages at certain intervals (e.g. every 600 seconds), which are sent tothe “all nodes” multicast address. Thus, for example, when changing providers, changedprefixes are delivered so each node can construct new IP addresses (“renumbering”).
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4.8.6 IPv6 Fragmentation Unlike in IPv4, routers may not fragment IPv6 datagrams. Only the sender may fragmentpackets whose length is longer than the MTU of the interface to be used. The smallestMTU is set to 1280 bytes. If the packet needs to be fragmented, necessary informationfor this is set in the fragment header, as can be seen in the following rollover element.
In the online version an rollover element is shown here.
Fragment header

Begin printversion

End printversionThe original packet is divided into a non-fragmentable and a fragmentable part. Thenon-fragmentable part consists of the IPv6 base header, all expansion headers that mustbe interpreted by the routers, i.e., hop-by-hop options header, the destinations optionsheader, and the routing header, as well as of course the fragment header. These headersare contained in every fragment.

example

Fragmentation
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2000 bytes need to be sent. The routing header has a length of 100 bytes. The fragmentheader is always 8 bytes long. With an MTU of 1500 bytes Eethernet), two fragmentswill be created: 

Fragmentation example

4.8.7 Jumbograms The payload length in the IPv6 base header specifies the size of the packet without IPv6base header in bytes (including the expansion header). Because the field is only 16 bitslong, a maximum payload of 216-1 = 65,535 bytes can be indicated.However, IPv6 also allows to send larger packets. The length must then be specified inthe hop-by-hop options header. The length of the payload is set to 0 in the base header.The length of the jumbogram (see RFC 2675) is specified in the hop-by-hop optionsheader in a 32-bit long field; jumbograms can therefore have length between 65,536 and232-1 = 4,294,967,295 bytes (without IPv6 base header).If jumbograms are to be used, this involves the following changes with UDP and TCP:
UDP packets (including the UDP header) can have a maximum length of 65,535 bytesbecause the length field in the UDP header is a 16-bit field. For jumbograms, this lengthfield is simply set to 0, and the actual length of the payload is taken over from IPv6.There is no length specification in the TCP header; there is therefore no limit to the lengthof a single TCP packet. However, when establishing a connection the largest TCP packetto be sent is negotiated with the 16-bit MSS value, which therefore cannot be greater than65,535. If the MTU of the interface is greater or equal to 65,535 bytes – 40 bytes (IPv6base header) – 20 bytes (TCP header) = 65,475 bytes, the MSS is always set to 65,535.The actual MTU is set to the value determined by the path MTU discovery mechanism,which is then reduced by 60 bytes (length of the IPv6 base header and TCP header).



4.8 Internet Protocol Version 6 (IPv6) 4.8.8 Mobile IPv6

214 / 389

Jumbograms are designed for communication between supercomputers when there areinterfaces with a very high bit rate. The MTU of the interfaces must be greater than65,575 bytes (65,535 plus 40-byte IPv6 header length).

annotation

Although this definition of a jumbogram is still valid, the question of its practicalrelevance can be raised. The current MTU sizes at the Data Link Layer are significantlyless than 10,000 bytes. Even so-called jumbo frames  (a non-standardized extension ofEthernet) have only an MTU size of 9000 bytes.
4.8.8 Mobile IPv6 The IP addresses must be known so that two nodes can communicate over the Internet.The IP addresses may not change as long as the nodes are exchanging data. If, however,nodes are used in a mobile way, it must also be possible to create connections when themobile node is located in foreign networks and thus has a different IP address. This issueis even more serious if a mobile node enters a foreign network during data transmissionand receives a different IP address. The transmission should not be disrupted in this caseand the user should also not notice the network change.

annotation

The idea behind the technique presented in the following can be thought of as similar toforwarding mail at the post office. If you move, you can submit a request to the post officeso they will forward your mail to your new address for a certain time period. Therefore,you can still be reached via your old, well-known address.
With Mobile IPv6 (RFC 6275), mobile nodes can move to different networks while beingaddressed through the home address that was assigned during configuration. Data arethus routed to the mobile node regardless of the current network (and the current IPv6address) of the mobile node. Communication is not interrupted then if the mobile nodemoves to another network. This technique is completely transparent for layers above IPand for applications – they do not notice anything.If a mobile node is in its home network, packets are sent through the router usingthe usual routing mechanisms. However, if the mobile node is in another networkunder a different IPv6 address, the router must know this IPv6 address; otherwise, thepacket cannot be forwarded to the mobile node. Therefore, the mobile node must tell

https://en.wikipedia.org/wiki/Jumbo_frame
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its new IPv6 address to the router in the home network when it connects to a foreignnetwork. The new IPv6 address in the foreign network is called the care-of address. Themapping of the care-of address to the home address is called binding. The router in thehome network, which knows the binding and through which the mobile node is alwaysreachable is called the home agent.Packets that are sent to the home address of the mobile node, are tunneled by thehome agent (wrapped in IP packets) and forwarded to the mobile node. The mobilenode can get the IP address of the correspondent node from the tunneled IP headerand takes the IP address of the home agent from the header. If the mobile node hasreceived the IP address of the correspondent node from the tunneled packet, the mobilenode can tell its current care-of address to the correspondent node. This allows themobile node and correspondent node to communicate directly with each other withoutneeding to pass through the home agent. The mobile node transmits its home addressin a destination options header. The correspondent node transmits the desired homeaddress of the mobile node in a routing header. Direct communication bypassing thehome agent reduces the network load and also increases security.The following interactive element shows what happens if a mobile node leaves its homenetwork while communicating with another node.
In the online version an animation is shown here.
Mobile IPv6

Begin printversion
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A mobile end system, let us say a notebook, is currently part of its home network. It hasan IP address from this network and is treated as a usual host. It can send data to othersystems in the Internet via the router in its network. This router is the home agent inthis Mobile IP scenario.If the mobile end system moves to another network, it receives another IP address fromit, the so-called “care-of address”.This address is announced to the home agent via a binding update. The home agent thenmaps the current care-of address to the home address of the end system.This procedure is called binding. The home agent sends a binding acknowledgementback to the mobile end system.If the home agent receives packets for the mobile end system afterwards, it does notforward them to the local network. Instead, it sends them to the foreign network by usingtunneling.Once the mobile end system receives the first tunneled packet, it learns the IP address ofthe corresponding end system. Then it can send its care-of address to the correspondingend system via a binding update. The corresponding end system can react with a bindingacknowledgement. In the following both end systems can directly communicate witheach other without using the home agent.End printversion

annotation

The practical relevance of Mobile IPv6 is not as high as you might assume. Althoughmany mobile devices are used today, the applications on them are used as clients. In thiscase, it is not important that the IPv6 address is retained, even when the TCP connectionmight be aborted with a change. Imagine that a user is currently surfing in the Internetusing WLAN and then moves outside of the building with her mobile device making achange of the wireless network necessary. The user can then continue to surf after ashort interruption and will receive a new address to do this. The use of mobile IP alsorequires the operation of a home agent functionality on the router in the home network(see instructions for Cisco routers ).

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mob_ip/configuration/15-mt/mob-ip-15-mt-book/ip6-mobile-home-agent.html
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4.8.9 Summary - IPv6 Although the introduction of IPv6 according to specifications in the 1990s initiallymoved slowly, this has been changing in many areas towards the end of the 2010s. Thiscan e.g. be seen in the statistics for accesses to Google services  (see also website forthe world IPv6 launch ). For some topics, such as address assignment, it is not yet clearwhich methods will be regarded as best practice.

annotation

The add-ons IPvFoo  for Google Chrome and IPvFox  for Firefox show in the browserline whether the communication with a website is via IPv4 or IPv6. If you click on thered four or green six, you will also see the server IP addresses from which a website hasbeen loaded.
More detailed information about IPv6 can be found in a freely accessible course fromHurricane Electric .
4.9 Migration IPv6/IPv4 

arrangement

4.9 Migration IPv6/IPv44.9.1 Parallel Operation4.9.2 Tunnel Configurations4.9.3 Translation Methods
There are several ways to migrate from IPv4 to IPv6. In this context, is important toensure that communication with other networks outside one’s own network continuesto be possible, even if they only use IPv4 or IPv6.1. One obvious option is to continue to support IPv4 in addition to IPv6. This is referredto as a dual stack solution. Devices that are configured in this way initially examine anIP packet to determine whether it uses IPv4 or IPv6 and then process it accordingly.

https://www.google.com/intl/en/ipv6/statistics.html
http://www.worldipv6launch.org/measurements/
http://www.worldipv6launch.org/measurements/
https://github.com/pmarks-net/ipvfoo
https://addons.mozilla.org/de/firefox/addon/ipvfox/
https://ipv6.he.net/certification/
https://ipv6.he.net/certification/


4 Network Layer 4.9 Migration IPv6/IPv4

218 / 389

Host with dual IP stack

2. If an IPv6 host would like to communicate with another IPv6 host using IPv4infrastructure, tunneling techniques can be used. With such a method, IPv6 packets arepacked in IPv4 packets, routed over the IPv4 infrastructure and then unpacked.

Encapsulation of an IPv6 packet

The value 41 (IPv6) is set in the protocol field of the IPv4 header. When an IPv6 / IPv4host or router receives a tunneled IPv4 packet addressed to IPv4 address, it removesIPv4 header. The packet is processed further as a normal IPv6 packet:
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Decapsulation of an IPv6 packet

3. If an IPv6-only host wants to communicate with an IPv4-only host, a protocoltranslation must be performed. The IPv4 packets must be converted to IPv6 packets andvice versa.

notice

By the way, if you are looking for excuses for not carrying out a migration to IPv6, visitthe IPv6 bingo  website.
4.9.1 Parallel Operation Parallel operation of IPv4 and IPv6 requires a lot of effort because both must beconfigured accordingly. It is also important to consider whether address managementshould be done for both versions in a similar way, which, however, is not in line with thenew addressing design of IPv6 (for example, see a blog entry by Jeff Doyle  on this).As already mentioned, dual stack refers to operating IPv4 and IPv6 in parallel.Dual stack has been used on routers for many years (e.g. on the routers in theWissenschaftsnetz) and is also common for servers. For clients, both IP versions can beimplemented simultaneously, but this is not yet very common.When connecting private customers to the networks of providers, the so-called dual

stack lite configuration is often used today. This means that users are given a globallyvalid IPv6 address prefix, which allows them to communicate with the IPv6 Internet.However, the user is not assigned a globally valid IPv4 address because the provider doesnot have many of these addresses available. IPv4 packets from this customer network,which must use private IPv4 addresses, are tunneled via the DSL router or cable modem

http://ipv6bingo.com/
http://www.networkworld.com/article/2223248/cisco-subnet/the-logic-of-bad-ipv6-address-management.html
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over IPv6 into the provider network. The customer’s device therefore does not performNAT. The implementation instead occurs in the transition from the provider network toIPv4 networks and is called carrier-grade NAT. This results in restrictions for the user,who cannot easily offer server services because the implementation via carrier-gradeNAT is not foreseeable for the user.

Dual stack lite

4.9.2 Tunnel Configurations Various tunnel configurations are possible:• A single IPv6/IPv4 host wants to communicate with another IPv6/IPv4 host overIPv6. Both hosts are operated in IPv4 networks:
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Tunnel between two IPv6/IPv4 hosts in two IPv4 networks

The sender packs its IPv6 packets into IPv4 packets and sends them to the IPv4 router,which in turn delivers them to the receiver. The tunnel starts at the transmitter and endsat the receiver.• A single IPv6/IPv4 host wants to communicate with another IPv6 host that isoperated in an IPv6 network:

Tunnel between IPv6/IPv4 host and IPv6/IPv4 router in and IPv4 network

The sender packs its IPv6 packets into IPv4 packets and sends them to the IPv6/IPv4router, which removes the IPv4 header and delivers the IPv6 packets to the receiver viaIPv6. The tunnel starts at the sender and ends at the router.So-called tunnel brokers (RFC 3053) are relevant for this scenario. Special servers arecontacted instead of the depicted router; such servers can automatically accommodatetunnel requests that have been initiated by the user. Tunnel brokers are well-suited forindividual IPv6 hosts as well as small IPv6 networks who want to make a connection toIPv6 networks via an IPv4 infrastructure.ISPs often offer tunnel brokers. A list of tunnel brokers  is maintained on Wikipedia.• Two IPv6 networks are connected via IPv4 transit networks:

https://en.wikipedia.org/wiki/List_of_IPv6_tunnel_brokers
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Tunnel between two IPv6 networks over an IPv4 infrastructure

The transmitter sends IPv6 packets to the IPv6/IPv4 router, which encapsulates theminto IPv4 packets and sends them to the IPv4 transit network. When leaving the transitnetwork, the IPv4 header is removed and the IPv6 packets are sent to the receiver. Thetunnel is built between both routers.A large number of techniques and configuration options for tunneling has beendeveloped in the last years (see list on Wikipedia} ). There are also other scenarios suchas 464XLAT (RFC 6877), where IPv4 applications are operated over an IPv6 network(see report on T-Mobile US ). This is also now true for Spotify (see Spotify blog ).
4.9.3 Translation Methods There are various options for communication between IPv6-only and IPv4-only hosts.We consider a scenario here where the aim is to make it possible for IPv6-only clientsto access servers in an IPv4-only network. This allows you to shut down your ownIPv4 network and no longer have to support parallel operation, but you can continue tocommunicate with IPv4 networks.The configuration is called NAT64/DNS64 and works as follows (see figure below). AnIPv6-only client would like to communicate with a server that operates on the basisof IPv4. But the client does not know this, so the client must first perform a DNS (seeDomain Name System) request to determine the IP address of the server. The DNSrequest is directed to a DNS server in the local network and thus occurs via IPv6;the client also asks for an IPv6 address. The DNS server used is a special DNS serverthat implements the DNS64 procedure. This means that it contacts the responsibleDNS server but in doing so it notices that it is in an IPv4 network. It converts therequest so that now only an IPv4 address for the server is being requested. After theIPv4 address is delivered, the DNS64 server translates it into a special IPv6 address.The IPv6 address space 64:ff9b::/96 is reserved for this purpose; the IPv6 address is

https://en.wikipedia.org/wiki/IPv6_transition_mechanism
http://www.internetsociety.org/deploy360/resources/case-study-t-mobile-us-goes-ipv6-only-using-464xlat/
https://labs.spotify.com/2015/11/05/oh-ipv6-where-art-thou/
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generated by inserting the IPv4 address in the last 32 bits behind the network prefix.The client receives this address as a response. Assume, for example that the IP addressis 193.175.2.1, then the resulting IPv6 address would be 64:ff9b::c1af:0201.

Example of using NAT64/DNS64

The client now uses the IPv6 address to contact the server. The IPv6 packet thenreaches a router that is now a special NAT64 router. This router recognizes that thespecial address prefix is being used and consequently converts the IPv6 address into theassociated IPv4 address. To do so, it must omit the network prefix. In this way an IPv4packet is created, which can be sent in the direction of the server and can therefore reachthe server. The response from the server is then translated back by the router.Public DNS64 servers  are operated by Google under the addresses2001:4860:4860::6464 and 2001:4860:4860::64.
4.10 Routing Algorithms and Protocols 

arrangement

4.10 Routing Algorithms and Protocols4.10.1 Static and Dynamic Routing4.10.2 Route Selection4.10.3 Overview of Routing Protocols4.10.4 Routing Information Protocol

https://developers.google.com/speed/public-dns/docs/dns64
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4.10.5 Open Shortest Path First4.10.6 Border Gateway Protocol4.10.7 Summary - Routing Algorithms and Protocols
For the Internet to work, it is not sufficient to implement only the Internet Protocol. Therouting tables in the routers must be maintained so that useful route selections can bemade for IP packets.Routing tables can be configured statically, but this is too inflexible for large networks.
Routing protocols are therefore used. These enable the routers to exchange informationwith each other about the best paths. They can, for example, then react to networkfailures and find alternative paths.In the context of routing protocols, you must take into account that the Internet consistsof many independently managed networks. Such a network is called an Autonomous

System (AS). A distinction is then made between routing within an AS and routingbetween ASs. A provider can independently define within an AS how the routing shouldbe configured. There are various routing protocols available for this purpose. However,the providers have to colloborate for the routing between ASs. Contracts with otherproviders have to be considered, and the exchange of routing information must be donein a standardized way. The BGP (Border Gateway Protocol) is used for this purpose inpractice.
4.10.1 Static and Dynamic Routing The routing tables in small, easy-to-handle networks with few routers can be maintainedby the administrator. The routing information will rarely change. Often it remains thesame over months or even years. The routing tables are loaded when starting a routerand are no longer changed. This is called static routing. There are, however, somelimitations with static routing:• It cannot handle node or link failures• It cannot take new link or devices into account• It can only set the cost of a route onceA DSL router, for example, belongs to static routing especially since it only has the optionto send the outbound packets to the provider.
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As the networks become larger, other methods have to be used, which are able to reactdynamically to changes in the network. Mechanisms have to be implemented here, whichare realized in routing protocols. Routers use routing protocols to exchange informationwith each other automatically regarding the reachability of their attached networksand the resulting optimal paths. This entire field is called dynamic routing. It has thefollowing characteristics:• Automatically determines the best route - the shortest path - out of severalalternatives• Can adapt to changed conditions - such as new or failed links• Can often distribute the load across multiple routes• Saves costs due to less effort in administrationBefore providing an overview of the common dynamic routing protocols, this sectionwill present principles that are applied by all routing protocols.
4.10.2 Route Selection 

arrangement

4.10.2 Route Selection4.10.2.1 Route Selecting Principle
For the efficient transmission of packets from the source to the destination, the networknodes must select a suitable path from the multitude of possibilities. To do this, theyneed both information, which is used to get evaluation criteria for the selection of theroute, as well as suitable algorithms for the selection process itself.If we look at network part depicted in the following figure, several paths can easily beselected between the two shown end systems A and B. An example can be found in thefollowing figure, which depicts two possible routes from end system A to end system B:
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Route selection in a network – with two examples

Intuitively, some possibilities will be excluded from the candidate set when it comesto finding an optimum path. Hardly anyone would describe the following path as anefficient solution:

Route selection in the network – with nodes visited twice

In example 2, a node is passed through twice. In example 3, links are used several times.
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Route selection in the network – with links visited twice

4.10.2.1 Route Selecting Principle As we will see in the following, routing protocols are based on algorithms for graphs.The networks are modeled as graphs for this purpose.The depicted network thus represents an “undirected graph” G = (V,E) which consistsof a set of vertices V (or nodes) and a set of edges E, which can be depicted as unorderedpairs (x,y) where x and y are nodes of a network.An “edge sequence” from x1 to xn is a sequence of edges (x1,x2) (x2,...) ... (...,xn). An “edgechain” is an edge sequence in which all edges are distinct from each other. A “path” is anedge chain in which all vertices are distinct from each other. If we consider the part of acommunication network, an edge represents a physical connection between two nodes.If it is possible to realize the connection via a “path” for the communication between twonodes, the problem using edges twice would be solved.

annotation

How can we make a selection if several alternative routes are available?
What do we do in our daily lives when we choose a route with the help of a road map(if still want to get along without a navigation system)? We apply a valuation factor thatenables a direct comparison between multiple routes. This factor can, for example, bedistance, the type of road connection (interstate, highway, country road, etc.), or theanticipated gasoline consumption. In general, we look at costs (time, money,...) as a wayof evaluating the effort associated with a particular path. Often, such a cost estimate canbe made for the effort expended for communication via an edge.A “weighted graph” is thus an unordered graph including a cost function. The job ofoptimization is accordingly to minimize the costs expended between the two nodes.If you look at the costs as the distance between the nodes, optimization just means
calculating the shortest path; here the “length of the path” from x1 to xn is understoodas the sum of the weighted edges along a given path.
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4.10.3 Overview of Routing Protocols 
arrangement

4.10.3 Overview of Routing Protocols4.10.3.1 Routing Table
In order to make routing decisions, routers periodically exchange routing informationas needed with other routers. This information must be used to calculate which pathsare the best.Some general considerations should be fulfilled by the routing protocols:• It is desirable that a router supports different types of costs (metrics) for pathselection such as distance, pecuniary cost, throughput, delay and connection

security.• If there are several best routes to choose from, these paths should be able to be usedat the same time to distribute the load across different paths (load balancing).• Path changes should be announced as soon as possible to all affected routers.• Finally, it is desirable that the network load caused by the communication betweenthe routers is as low as possible.These requirements are met in different ways by the routing protocols.Several protocols are available as alternatives within autonomous systems.• The Routing Information Protocol (RIP) is based on the basic principle ofdistance vector routing. This means that the routers only know the costs forreaching destination networks and the respective next router to be used. Thislimited knowledge where the complete paths are not known can lead to difficultiesif paths need to be recalculated. Because how well this protocol works depends onthe situation, it is not suitable for use in large networks.• The Open Shortest Path First (OSPF) protocol works on the basis of the link-statemethod. When using OSPF, each router knows the complete network. Distributingthis knowledge is more complex than with the distance vector method, but it allowsto get a consistent view on the network again in the event of changes significantlyfaster than with the other method. The problematic situations that occur during theuse of the distance vector method can thus be avoided. OSPF is therefore a goodchoice for the task.
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• Intermediate System to Intermediate System (IS-IS) is a routing protocol thatis also based on the link-state method. Overall it is very similar to OSPF. Theexistence of both protocols is due to the history of two working groups working ontwo protocols in parallel. IS-IS has the special feature that it comes from the OSIworld. Therefore, routers exchange information with each other on the basis of OSIprotocols and with OSI addresses. Compared to OSPF, IS-IS is less “chatty”, whichmeans that less data are exchanged over the protocol. Because IS-IS is used in manyprovider networks, vendors often implement new features are first for IS-IS.• The Enhanced Interior Gateway Routing Protocol (EIGRP) is a combination ofthe distance-vector method and the link-state method. For many years the protocolwas Cisco-proprietary so that you were dependent on this manufacturer when usingit. However, in 2013 the protocol was disclosed in RFC 7868.The Border Gateway Protocol (BGP) must be used for routing between AS. It is basedon the path-vector method which is related to the distance-vector method. However, herenot only the costs to the destination are known, but the respective complete path to thedestination is also known. It is also important to note that the paths are considerablyabstracted. They are not described as a sequence of routers but as a sequence of AS.Which router is used in an AS is therefore not considered.
4.10.3.1 Routing Table As we have already learned, all routers have a routing table. The route that is to be usedto forward a data packet is selected on the basis of the entries in the routing table. Toselect the next router, only the destination address/prefix and the router address areused: A packet is sent to the next router on the basis of its destination address.The most important entries in the routing table are:• Destination address/prefix• Router• Interface• MetricThe netmask can be used instead of the prefix: Both provide the same information;namely, how many bits of the destination address should be evaluated by the router.For each destination, the router through which it is to be reached is specified (forhistorical reasons, routers are sometimes also called gateways).
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For each entry in the routing table, an interface is defined through which the specifiedrouter can be reached. An IP address is assigned to each interface.There may be several paths to reach the destination address: A path is selected basedon the metric.
4.10.4 Routing Information Protocol RIP uses an algorithm that falls under the distance-vector algorithm class. Thetheoretical considerations were carried out at the beginning of the 1960s, long beforerouters were used, and are known as the Bellman-Ford algorithm.The metric in the routing table can generally be viewed as the distance of a destinationfrom the router. Distance-vector algorithms received this name because they allow todetermine optimal paths only on the basis of exchanges about distances information. Inaddition, this information need only be exchanged between adjacent routers.Messages are exchanged between adjacent routers, which include information about thecurrent distances of each router to the destinations. Pairs of “destination: distance”values are thus exchanged between the adjacent routers, which are referred to as
distance vectors. Optimal paths can be determined for the entire network based onthese data.It can be shown that the algorithm converges and yields the optimum result in a finitetime. No assumptions are made when the distance information is exchanged; each routercan send the information on the basis of its own clock. Information may also be lost – butnot all of it may be lost. The algorithm makes no assumptions about initial conditions,which means that the algorithm is suitable for dealing with changes in the network.When a change has occurred, the algorithm finds a new optimal state within a finite time.The algorithm is simple to implement: a router gets distances to a destination from allits neighboring routers. The router adds the distance to the neighboring router to thesedistances and thus gets its own distance to the destination. If several possible paths areavailable, the path with the smallest distance is accepted. It may, however, be the casethat the initial distance is too small. There must therefore also be a way to increase themetric: if a distance is reported by a neighboring router, which is already in the routingtable for the destination address, the distance will always be accepted - whether it issmall or large.



4.10 Routing Algorithms and Protocols 4.10.4 Routing Information Protocol

231 / 389

Example of a network with distances (all distances are one in compliance with the hop count
metric)RIP always simply uses a counter as the distance metric; it indicates how many routersa packet must be routed through - this is why the metric is also called “hop count”.The figure above shows an example network where all costs are one which matches tothe hop count metric of RIP. The corresponding routing table for router R1 is:

Destination Next router DistanceR2 R2 1R3 R2 2R4 R4 1R5 R5 1R6 R5 2
Routing table in router R1

Begin printversion

End printversionFor RIP, the distance vectors of a router are sent to the adjacent routers every 30 seconds.
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RIP is a very simple protocol, which however has some disadvantages:• Only the hop count can be used as the metric.• The convergence time of the algorithm after a router change is relatively longdepending on the situation and can take several minutes.• No load balancing is possible because exact paths to a destination are alwaysselected.• All distance vectors are always sent.
4.10.5 Open Shortest Path First 

arrangement

4.10.5 Open Shortest Path First4.10.5.1 OSPF Example
OSPF (RFC 2328, version 3 for IPv6 in RFC 5340) is a so-called link-state routingprotocol designed for use within an AS. Each OSPF router receives the same data basethat describes the topology - the link states - of the entire autonomous system. Fromthis data base, the shortest paths are determined using the Dijkstra algorithm and therouting tables are constructed. The link-state data base contains the local status of eachrouter – which neighbors can be reached at what cost. Because each router requiresthe same data base, this information must be shared between all routers. The messagesabout the state of the connections used for this are called link-state advertisements

(LSA).OSPF calculates new routes very quickly, minimizing traffic. The same algorithm runs onall routers: From the data base, a shortest path first (SPF) tree is constructed, startingfrom the current router. The SPF tree specifies the paths to each destination within theAS. If there are several paths with the same costs, the network traffic is evenly spreadover these paths (load balancing).Large OSPF networks can be divided into independent OSPF domains. The topology of adomain is not known in the rest of the AS. This can significantly reduce routing protocoltraffic. The shortest paths are only determined within an area. Possible errors cannotspread then throughout the entire AS, but from an global point of view there are nooptimum routes across the areas. Nowadays such a division into areas is in many casesno longer necessary since the calculations and previously necessary data exchanges arealso possible in networks with more than 100 routers.
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In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/JOW2FSpAZqk 
Link State Routing

4.10.5.1 OSPF Example The following example shows how the shortest paths are determined by OSPF.

example

Determination of the shortest path with OSPFWe will use this example to explain the steps of this process. Let us start with therepresentation of the network as a weighted graph, as shown in the following animation.The network has eight routers connected several links. The digits on the links representthe costs, i.e. the distance between the routers.Now the shortest path to all other routers is determined for router 1 of this network:
In the online version an animation is shown here.
Determination of the shortest paths

Begin printversion

http://www.youtube.com/embed/JOW2FSpAZqk
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The shortest paths from R1 to all other routers in the network shall be determined.We start with router R1 and go to the neighbor routers R2 and R3. We take note of theirdistances to R1: If we go from R2 to R1, we have the distance 4; if we go from R3 to R1,we have the distance 3.The router with the lowest distance is selected and marked, that is R3. If routers havebeen marked, they are not considered anymore in the following because optimum pathsfor them have been found and cannot be improved.Now we go from the last marked router R3 to its neighbor routers R4 and R7 anddetermine their ways to R1. All not yet marked routers, that is R4, R7, but also R2 areconsidered.The least distance router is selected and marked, this is R2.We go again from the last marked router R2 to its neighbor routers R4 and R5 and takenote of their distances to R1. The new way from R4 via R2 is better than the old way fromR4 via R3. Therefore, the cheaper way is noted for R4.The router with the lowest distance is selected and marked. At this point, there are twopossibilities: R4 or R5 can both be selected because they have the same distances. Weselect R4.We now go from the marked router R4 to the only neighbor router R6 and take note ofits distance to R1.The router with the lowest distance is selected and marked. At this time, it is R5.We go from router R5 to its neighbor routers R6 and R8 and take note of their distancesto R1. Since the new way from R6 via R5 with the distance 11 is worse than the old wayvia R4 with the distance 9, the entry for R6 is not changed. The router R6 with the lowestdistance is selected and marked.We go from R6 to the only neighbor router R7 and take note of its distance to R1. Since theway from R7 via R6 with the distance 13 is worse than the way via R3 with the distance9, the entry for R7 is not changed. Router R7 has the way with the lowest distance andis marked.We go from router R7 to its only neighbor router R8 and take note of the distance to R1.Since the way from R8 via R7 has the distance 14 and is not better than the way via R5with distance 12, the entry for R8 is not changed. And again a least cost router is selectedand marked, this time R8.
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Now all routers have been marked and therefore the shortest paths to R1 have beendetermined.End printversionThis allows us to create the tree of the shortest paths - the SPF tree. The SPF tree canbe displayed in a tabular or graphical form. First it will displayed in tabular form. Theresults determined by the optimization algorithm are used for this.
<loop_noprint>
Router Predecessor DistanceR1 - 0R2 R1 4R3 R1 3R4 R2 6R5 R2 6R6 R4 9R7 R3 9R8 R5 12

SPF tree for R1

Begin printversion

End printversion
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Graphically, the SPF tree looks as follows, where the distance between the individualrouters are provided and not the total distances from the root router as in the table:

SPF tree for R1

The routing table for R1 can be determined easily based on the SPF tree:
<loop_noprint>
Destination Router DistanceR2 R2 4R3 R3 3R4 R2 6R5 R2 6R6 R2 9R7 R3 9R8 R2 12

Routing table for R1

Begin printversion
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End printversionThe example shows the SPF algorithm principle. The actual algorithm used by OSPF ismore complicated and has to consider not only routers but also the networks, OSPF areasand external networks.

task

Comparison of SPF algorithm and spanning-tree protocolIs there a relation between the SPF algorithm and the spanning-tree protocol?
SolutionIn both methods, you will end up with a minimum spanning tree which reaches alldestinations with minimal costs.However, the tree in the spanning tree is valid throughout the entire network, so thereis a unique root bridge. An SPF tree, on the other hand, is calculated internally by eachrouter, with itself as a root node.

4.10.6 Border Gateway Protocol 
arrangement

4.10.6 Border Gateway Protocol4.10.6.1 Definition of Autonomous Systems4.10.6.2 Autonomous Systems Scenarios4.10.6.3 Hierarchy of Routing Protocols
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The Border Gateway Protocol is used to exchange routing information between routersin different Autonomous Systems. To do this it uses a path-vector algorithm where thepaths to the destination networks are known. These are described as sequences of ASs.BGP is used by every provider to exchange route information with other providers. Theseroutes are initially known only on one BGP router but not on the other routers within theAS. BGP is also used within ASs to forward this information. In other words, the routersimplement BGP in addition to the internal routing protocol.Some interesting statistics on BGP are provided on a webpage by Geoff Huston  (chiefscientist at the Asia Pacific Network Information Center).
4.10.6.1 Definition of Autonomous Systems 

annotation

What is an Autonomous System?
Originally an AS referred to a group of routers1. that were administered together2. that used the same routing protocol (e.g. RIP or OSPf) and3. a common metric (e.g. hop count) and4. a special protocol (BGP) to reach other AS.Today, different routing protocols with different metrics can be used in an AS, so thedefinition of an AS is more generalized (see RFC 1930):

definition

Autonomous SystemAn autonomous system is a group of one or more connected IP prefixes for which oneor more organizations is responsible and for which there is a single and clearly definedrouting policy. A routing policy defines how the routing decisions are made.
Autonomous systems numbers are assigned to distinguish the ASs. They are managedlike the IP address areas in a hierarchical structure with IANA at the top. Previously ASNshad 16 bits, but some 32 bit numbers have already been defined (see list at IANA )

http://bgp.potaroo.net/
https://www.iana.org/assignments/as-numbers/as-numbers.xhtml
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because the 16-bit ASNs are already used quite a lot like IPv4 addresses. Similar to IPaddresses, there are also private ASNs that can only be used within one’s own AS.A view on AS in reality is provided by a map from CAIDA.org .
4.10.6.2 Autonomous Systems Scenarios An AS can be used to forward data for another AS; this is referred to as transit traffic.Depending on how an AS deals with transit traffic, it can be characterized as the one offollowing.• Stub AS, which has only a single link to another AS and only has local traffic (i.e.,traffic that has a source and/or destination in this network)• Multihomed AS , which has several connections to other ASs but does not permittransit traffic and therefore has only local traffic• Transit AS, which has several connections to other ASs and can have transit andlocal trafficThis explanation in somewhat simplified: In the case of a “multihomed AS,” it is possibleto decide whether traffic should be passed between certain ASs but not between all ASs;each AS can also decide which other AS to send its own data through.The networks of ISPs are usually transit AS, while stub AS and multihomed AS arenetworks of their customers. Customers, for whom the connection to the Internet isvery important, are increasingly opting for multihoming, so their Internet connectionis realized independently by two providers. In this way, the customer network remainsconnected to the Internet, even if there are problems with the connection to one provider.In the context of these scenarios, it is also important to understand that economicconsiderations are the primary basis of decisions. Customers have to pay money for theuse of their Internet access, and there are also different ISP sizes, with the so-called Tier1 ISPs  at the top. The Tier 1 ISPs operate world-wide networks and manage the globalrouting table over which any network can be accessed. So-called peering agreements areoften concluded between ISPs, which regard each other as equivalent. This means thatthe ISPs send data traffic to each other while respecting contractual boundary conditionsbut do not pay for it. The networks of ISPs are often connected to large Internet exchangepoints (e.g., DE-CIX , AMS-IX ) so the data exchange between networks occurs there.

https://www.caida.org/research/topology/as_core_network/2015/
https://en.wikipedia.org/wiki/Tier_1_network
https://en.wikipedia.org/wiki/Tier_1_network
https://www.de-cix.net/en/locations/germany/frankfurt
https://ams-ix.net/
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annotation

The following exercise consists of two parts. Read about the exercise and place theappropriate checkmarks on the networks. You can then check your results with the helpof the evaluation function on the bottom right. If the results are correct, you can move onto the second part of the exercise by pressing the “next” button. You also have the optionof starting the exercise again from the beginning by pressing “retry.” It should take about5 minutes to complete.
In the online version an click interaction is shown here.
Difference between multihomed and transit autonomous systems

Begin printversion
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End printversion
4.10.6.3 Hierarchy of Routing Protocols The Internet can be viewed as an uncontrolled composition of Autonomous Systems,each using its own routing protocols, between which the exchange of routing informationtakes place in a generally known way (specifically, with BGP). This gives us a hierarchy

of routing protocols. Communication between the ASs is therefore the upper level ofthe hierarchy; routing within the AS is below it. We have also seen by considering theOSPF areas that further subdivisions are also possible within the AS.The figure shows three ASs. BGP is used between them. It has been decided to use OSPFwithin AS x and AS y. In contrast, AS z uses IS-IS internally.
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Use of routing protocols in and between ASs

If you consider how the resulting path in the Internet look like (see figure below), youcan see that there is a mixture of technical and financial optimization. Within an AS, thepaths are selected according to technical considerations (e.g. low latency or minimumutilization). The routing between ASs on the other hand is done primarily on the basisof the financial considerations of the providers.

Overall path as a result of routing in and between ASs

4.10.7 Summary - Routing Algorithms and ProtocolsThis chapter has explained the following important terms and concepts that are used intoday’s routing protocols:• The difference between static and dynamic routing
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• The principles for determining an optimal path• An overview of requirements for routing protocols• The principles of RIP, OSPF and BGP• Dijkstra's shortest path algorithm• The definition of autonomous systems
4.11 Exercises - Network Layer

task

In the following it is assumed that your Internet connection is based on IPv4. You canverify this by accessing the test page WhatIsMyIPv6 .
Tasks for Beginners

Task 1:Use the command line tool ping to check the availability of www.fh-luebeck.de. UseWireshark to record the packets that are generated.
Task 2:Use the command line tool traceroute (it is called "tracert" in Windows) to examine thepath to www.fh-luebeck.de.
Task 3:ARP requests are contained in the provided Wireshark file. After applying a filter just toget the ARP requests, investigate the mappings of IP addresses to MAC addresses.
Task 4:The Wirkeshark file shows assignments with the DHCP protocol. Use this to determinewhich IP addresses, netmasks, default gateway and DNS servers have been assigned.
Tasks for Advanced Learners

Task 1:Fragmented IP packets are contained in the Wireshark file. Investigate the fragmentationdetails.
Task 2:Network providers such as Hurricane Electric  offer so called looking glasses whichallow to retrieve some information from network components and to execute tests.Investigate which possibilities are offered by the looking glass of the European researchbackbone GEANT .

http://www.whatismyipv6.com/
https://lg.he.net/
https://tools.geant.net/portal/links/lg/
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Task 3:The routing protocol OSPF is active in the network provided via an eNSP file. Investigatethe routing tables as well as the OSPF data units which can be visualized by Wireshark.
Task 4:You can get information about autonomous systems with the ASnumber  Firefox AddOn.It shows the AS that the web page server belongs to. Since the AddOn is a bit older, it isnecessary to install the Classic Theme Restorer  AddOn so that ASnumber is shown onthe right side of the bottom line.
Task 5:Information about Autonomous Systems, BGP use and the global routing table areavailable on various sites in the Internet. RIPE  provides a tool named BGPlay tovisualize the neighborhood relations of ASs. Information about ASs and their peerings isavailable at PeeringDB . Potaroo.net  provides statistical data about the global routingtable.
Special Tasks about IPv6

Task 1:Google provides statistics  whether the access to its services is based on IPv6. Take alook at these statistics. You can also see the statistics on a per-country basis.
Task 2:In this task a small IPv6 network which is configured via the eNSP tool should beinvestigated. Copy/paste the contents of the router configuration file to the router CLI.The switch does not have to be configured. Perform ping tests in the network (thecommand is just ping, not ping6) and check the client configuration via ipconfig. As analternative, a Wireshark capture and several screenshots are provided if you cannot runeNSP.
Task 3:As mentioned before, it is assumed that you communicate from home via IPv4. Toexamine the practical use of IPv6 it is therefore necessary to configure a tunnel. You cando it by using the tunnelbroker.net  service. Verify whether you are using the tunnel forcommunication by checking a test page (e.g. ipv6-test.com ) or by using IPv6 versionsof ping and traceroute.
Task 4:Check whether IPv6 privacy extensions are enabled on your computer. Under Windowsuse the command "netsh interface ipv6 show privacy".
Special Task: TV Film Reality Check

http://www.asnumber.networx.ch/
https://addons.mozilla.org/de/firefox/addon/classicthemerestorer/
https://stat.ripe.net/widget/bgplay
https://www.peeringdb.com/
http://bgp.potaroo.net/as2.0/bgp-active.html
https://www.google.com/intl/en/ipv6/statistics.html
https://tunnelbroker.net/
http://ipv6-test.com/
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Read the following text that summarizes part of a plot from a TV film. Then answerseveral questions as to whether the technical explanations are given correctly.In the television crime series “Irene Huss - Kripo Göteborg,” the following technicalexplanations were presented in the episode entitled “Deadly Network” (the TV serieswas not translated into English). The perpetrator stole a laptop from the murder victim.The investigators can determine the MAC address of the laptop because the person whosold the computer knew it. Since the other members of the investigation team are notvery knowledgeable about computers, their computer expert explains: “Every computerhas a network interface card. It is required to surf in the Internet. On the networkinterface card there is a unique number: the MAC address. You leave traces of it in thenetwork. It is like a fingerprint, absolutely unique.” The computer expert says that he hasprovided the MAC address already to the police IT department. They have contacts to allthe surfing areas. Later the police receives a hint that a user is using this MAC address.A police team arrests him at his home as long as he continues to use the computer. He isinterrogated by the police and claims that he had only used the MAC address for spoofing.The police computer expert explains that the computer did not have this MAC address inthe first place, but that the suspect has stolen it. The suspect explains that he has takenthe MAC address from the network on the train between Göteborg and Malmö. The policeis later able to determine that someone with the MAC address uses the WLAN in thetrain to surf in the Internet. However, there are several passengers on the train so theinspector cannot determine who uses it when she passes through the train (she doesn'twant to identify herself as an inspector). She limits herself to photographing passengersworking on notebooks. The perpetrator is caught later using other methods.
4.12 Summary - Network LayerThis extensive chapter presented the basic switching methods, the Internet protocolversion 4 and version 6, as well as the related auxiliary protocols such as ICMP, ARP,DHCP and the NAT method. Some insight into routing was also provided at the end.
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