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5 Transport Layer 
arrangement

5 Transport Layer5.1 Ports5.2 UDP − User Datagram Protocol5.3 TCP - Transmission Control Protocol5.4 Other Transport Layer Protocols5.5 Socket API5.6 Exercises - Transport Layer5.7 Summary - Transport Layer
The Network Layer enables end-to-end communication to take place between any twodevices anywhere in the world. However, this communication is unreliable because datapackets may be lost at the Network Layer. In order to compensate for this, the TransportLayer provides mechanisms to ensure the safe transmission of the data packets. Thisincludes error control, flow control, and congestion control. In addition, communicationis no longer between devices but between applications on the devices.In the Internet, two protocols are used almost exclusively at the Transport Layer:• User Datagram Protocol (UDP, RFC 768, August 1980) and• Transmission Control Protocol (TCP, RFC 793, September 1981).TCP implements all the required properties of the Transport Layer and is quite complex.UDP in contrast is a simple protocol and is as unreliable as IP. We will see that thechoice of TCP or UDP as Transport Layer protocol depends on the requirements of anapplication.The Transport Layer is only implemented on the end systems. Intermediate systems, inparticular routers, do not have any knowledge about the Transport Layer.
5.1 Ports The Transport Layer makes it possible to distinguish between applications on endsystems, which requires an additional type of addressing. Consider the followingsituation: You use an end system to browse in the Internet. In the background you havealso opened an e-mail program, which retrieves new e-mails from time to time. Someadditional routine checks of programs might also be carried out to determine whether
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updates are available. Let us now assume that an IP packet is sent from the Internet toyour end system. Then it has to be decided whether this packet is part of an e-mail orwhether it is part of a web page you are currently viewing. In practice, the so-called port

numbers in the headers of TCP and UDP are used for the distinction.The port numbers can be regarded as virtual interfaces on a computer. A distinction ismade between a port number on the client side and a port number on the server side.The combination of a port number with the IP address of the device is called a socket.
In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/DuVZ5ki7QPs 
Sockets and portsIn the protocol headers, 16-bit fields are contained for the port numbers. Among the portnumbers there are differences between ranges.

Well-known ports: Port numbers 1 to 1023 are centrally assigned by IANA and can beused on most systems only by system processes or privileged users. These ports are usedfor the server side. The table shows selected examples of port numbers.
Application Port ExplanationFTP 20 / TCP User data of the FileTransfer Protocol (datatransmission)FTP 21 / TCP Control data of the FileTransfer Protocol (datatransmission)SSH 22 / TCP Remote access with virtualterminal (Secure Shell)Telnet 23 / TCP Remote access with virtualterminalSMTP 25 / TCP Transmission of e-mailswith the Simple MailTransfer Protocol

http://www.youtube.com/embed/DuVZ5ki7QPs
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DNS 53 / UDP+TCP Resolution of domainnames into IP addressesthrough the Domain NameSystemDHCP 67 / UDP Configuration of endsystems via the DynamicHost Configuration ProtocolDHCP 68 / UDP Configuration of endsystems via the DynamicHost Configuration ProtocolHTTP 80 / TCP Access to WWW pageswith the Hypertext TransferProtocolPOP 110 / TCP Retrieval of e-mails with thePost Office ProtocolIMAP 143 / TCP Retrieval of e-mails with theInternet Message AccessProtocol
Examples of well-known ports

Registered ports: The port numbers 1024 to 49151 can be registered at IANA forapplications. On most systems, they can be used by non-privileged applications. Use byclients is also possible.
Example:

SIP 5060 / UDP+TCP Session Initiation Protocol(signaling for voice over IP)
Example: Registered ports

Dynamic and/or private ports: No reservation for applications is provided for the portnumbers 49152 to 65535. The ports are only used on the client side.
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So while port numbers smaller than 1024 are typically used on the server side, portnumbers larger than 1023 are dynamically selected on the client side. A UDP or TCP datastream can therefore be identified by five items:• Client IP address• Client port number• Server IP address• Server port number• Transport Layer protocol used (TCP, UDP, ...)If, for example, different clients retrieve web pages from a WWW server, only the clientIP address and the client port number are different. It can even be the case that thedistinction can be made only based on the client port number. This is actually oftenthe case because web pages are often retrieved using simultaneously existing TCPconnections. Within these TCP connections, the client IP address, server IP address andserver port number are the same; only the client port number is different.

notice

A list of the most important ports is available on every computer (/etc/services underUNIX / LINUX or \windows\services under Windows). Since 2002, the port numbersare no longer published as RFCs, but can be found directly at IANA .
5.2 UDP − User Datagram Protocol 

arrangement

5.2 UDP − User Datagram Protocol5.2.1 UDP Header5.2.2 Application of UDP
UDP is a very simple protocol, which has only very few additional features in comparisonto IP. It can be regarded as a kind of “IP on the Transport Layer.” Because UDP like IP isbased on datagram transmission, UDP data units are called datagrams.

https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml
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UDP does not try to improve the missing reliability of IP (see Introduction to IPv4). Thismeans datagrams can be lost or be delivered to an application in the wrong order. TheUDP header contains a checksum for bit error checking. If the checksum is not correct,the datagram is discarded. However, there is no retransmission.UDP does not have flow or congestion control. This means that with UDP you can set adata rate and the UDP datagrams are then sent with this data rate. UDP does not noticewhat effect these datagrams have on other data streams in the network or whether thereceiver might be overwhelmed by the amount of data delivered. The UDP data rateis limited only by how fast the application provides the data and the bit rate availableat the attachment to the network. This has significant effects with regard to TCP datatransmissions because TCP has a congestion control function and reduces the data rateif the network is overloaded. As a consequence, TCP data transfers can be completelysuppressed by UDP. In this regard, you can call UDP unfair (see Fairness).UDP also does not consider which MTU size limit applies at the Data Link Layer. This mayrequire that UDP datagrams are fragmented at the IP layer. As already mentioned whendiscussing fragmentation, this is unfavorable because fragmentation is inefficient.UDP is not connection-oriented, so each UDP datagram is considered by itself. Becausea single datagram is sent from one sender to one or more receivers, you can view thecommunication as simplex. Since multiple receivers are also possible, UDP supportsmulticast. Because UDP is not connection-oriented, there are no connection setup anddecommissioning phases. Data can thus be sent immediately with UDP because a delaydue to a connection setup phase does not occur.
In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/Ymn9dJu9_UU 
User Datagram Protocol

annotation

Since UDP is not connection-oriented, it is inappropriate to speak of a UDP connectionif two end systems communicate with one another via UDP. It is better to call this a UDP

data stream.
Since UDP has only a few features and no connection states must be maintained, a servercan communicate with more clients simultaneously with UDP than with TCP.

http://www.youtube.com/embed/Ymn9dJu9_UU
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5.2.1 UDP Header The header is always 8 bytes long and is constructed as shown in the rollover element.
In the online version an rollover element is shown here.
UDP header

Begin printversion

End printversionThe calculation of the checksum for the UDP header is not only based on the UDP headerand the payload data. It also includes selected fields from the IP header. This area is calleda pseudo header. In this case, the UDP identification, i.e. a 17 (binary coded), is in theprotocol ID field.
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Pseudo header for calculating the UDP checksum

5.2.2 Application of UDP As indicated above, the lack of reliability is a critical issue for UDP use. Therefore, thequestion arises whether this protocol is useful for applications at all.However, it is often used if communication with the counterpart can be reduced toa simple request-response mechanism. This avoids the overhead of TCP. A typicalapplication of UDP is the Network Time Protocol, which queries the time of anothercomputer. DNS (Domain Name System) is another protocol of this kind that requests theIP address from the DNS server for a given domain name.Applications that transmit speech also use UDP. In this case, the language remainscomprehensible as long as the percentage of lost datagrams does not become too high.The use of UDP is appropriate for real-time requirements of voice transmission.
5.3 TCP - Transmission Control Protocol 

arrangement

5.3 TCP - Transmission Control Protocol5.3.1 TCP Header5.3.2 TCP Connections5.3.3 Error Control5.3.4 Flow Control5.3.5 Congestion Control
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TCP is used for reliable data transmission between two end systems. Reliability meansensuring that no data is lost and all bit errors are corrected. In addition, data is deliveredto the application in the correct order. Since the underlying IP does not have theseproperties, they must be implemented by TCP. The data units are referred to as TCP
segments.TCP implements a flow control so that the receiver does not get too much data that itcan no longer accept. In addition, an algorithm for congestion control is used to protectdevices on the network, such as routers and switches, from overloading. This algorithmautomatically enables adaptation to the situation in the network. One consequence ofthis is that you do not have to set a bit rate for TCP. TCP continuously checks whichdata rate is currently available in the network and reduces or increases the data rateaccordingly. TCP therefore behaves fairly against other data transmissions.TCP is a connection-oriented protocol. This connection orientation, where the dataunits stand in relation to each other within a context, makes it possible to implement thefeatures already mentioned. Accordingly, there is a connection setup phase (three-way

handshake) at the beginning of a TCP connection and a decommissioning phase at theend of the connection (four-way close).
In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/AAvKXCwAgl0 
Transmission Control Protocol

5.3.1 TCP Header Before explaining the procedures implemented in TCP, the header is explained here.
In the online version an rollover element is shown here.
TCP Header

Begin printversion

http://www.youtube.com/embed/AAvKXCwAgl0
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End printversionAn example of a TCP header is also provided here. The example values apply to the firstsegment during TCP connection setup.

example

Trace of an TCP header
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Transmission Control Protocol, Src Port: 3792 (3792), Dst Port: discard (9), Seq:2134411119, Ack: 0, Len: 0 Source port: 3792 (3792) Destination port: discard (9) Sequence number: 2134411119 Header length: 28 bytes Flags: 0x0002 (SYN) 0... .... .0.. .... ..0. .... = Urgent: Not set ...0 .... = Acknowledgment: Not set .... 0... = Push: Not set .... .0.. = Reset: Not set .... ..1. = Syn: Set .... ...0 = Fin: Not setWindow size: 16384Checksum: 0xb77e (correct)Options: (8 bytes)Maximum segment size: 1460 bytesNOPNOPSACK permitted
5.3.2 TCP Connections 

arrangement

5.3.2 TCP Connections5.3.2.1 Connection Setup5.3.2.2 Connection Decommissioning5.3.2.3 Connection State Diagram5.3.2.4 Netstat
As already mentioned, TCP is a connection-oriented protocol. This section thereforedeals with connection setup and decommissioning as well as possible states of TCPconnections at the client and the server. The netstat tool, which can be used to displaythe states of TCP connections, is presented at the end.
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In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/g9kSbjBmQi8 
TCP Connection Setup and Close

5.3.2.1 Connection Setup The connection setup, referred to as the “three-way handshake”, happens in threesteps. They are called according to the set flag bits.1. SYN: The client sends a SYN segment (SYN bit is set in the header) with an initialsequence number (client ISN).2. SYN-ACK: The server responds with a SYN segment containing a server ISN. Thesegment of the client is positively acknowledged so the ACK bit is also set. Thenumber in the acknowledgment field is the client ISN + 1.3. ACK: The client confirms the segment of the server, so the ACK bit is set. Theacknowledgment number is server ISN + 1. In this segment the SYN bit is not set.This establishes the connection. Data can then be transmitted simultaneously in bothdirections (i.e. duplex).The ISN is taken from a time generator, which is incremented approximately every 4ms. Therefore an overflow happens approximately every 4 hours 55 minutes. Since themaximum segment lifetime (MSL) is significantly lower, we can safely assume that theISN is unique.

http://www.youtube.com/embed/g9kSbjBmQi8
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Connection setup, 'three-way handshake'

During the connection setup, the maximum segment size can be transmitted as a TCPoption in the SYN segment. This specifies the maximum size of a data block that can besent. TCP takes the MTU of the physical interface as the basis to derive the MSS. Bothsides can specify different values for the MSS. If the MSS is not specified, it is set to 536.The following animation shows a connection setup between a client and a server forillustration purposes.
In the online version an animation is shown here.<loop_video source="tcp_verbindungsaufbau_pro_ani_en.mp4" width="698"height="570"> </loop_animation>
TCP connection setup

Begin printversion
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To set up a connection to the server, the client sends a SYN segment with an initialsequence number. Its internal state is then the active open state. The TCP Headercontains information about source port, destination port, initial sequence number,window size and maximum segment size. The SYN flag is set. Also additional fields suchas checksum have contents which are not shown to avoid confusion.The server’s state is LISTEN which is also called passive open. It receives the SYNsegment and changes its state to SYN_RCVD. The server replies and indicates source anddestination port in a SYN segment which also contains its initial sequence number. In thesame segment it confirms the SYN segment from the client with an acknowledgementnumber. The acknowledgement number is the sequence number from the received SYNsegment increased by one. The flags SYN and ACK are set. In addition, the window sizeand the maximum segment size are given.The client gets the ACK from the server and changes its state to the ESTABLISHED state.The client confirms the SYN from the server with an ACK. Its number is increased byone in comparison to the sequence number from the received SYN-ACK segment. Its ownsequence number is the initial sequence number increased by one. The ACK flag is set.The server receives the ACK and changes its state to ESTABLISHED. The connection cannow to be used for data exchange in both directions.End printversion
5.3.2.2 Connection Decommissioning Since TCP operates in full duplex mode, both transmission channels can be closedindependently from each other. If one side sends a FIN segment, it indicates that it doesno longer want to send data. The other side confirms the reception of the FIN segmentwith an ACK segment and can afterwards continue to send data. Once all data has beentransmitted, this side also sends a FIN segment, which in turn is acknowledged with afinal ACK by the first side. The TCP connection is completely closed then.
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Usual TCP connection decommissioning

The following animation provides an illustration of a TCP connection commissioning.
In the online version an animation is shown here.<loop_video source="tcp_verbindungsabbau_pro_ani_en.mp4" width="698"height="570"> </loop_animation>
TCP connection decommissioning

Begin printversion
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In the following example the client wants to terminate a TCP connection to the serverbecause it does not want to send further data to it. For doing so, the client sends aFIN segment with the current sequence number and changes its state towards theFIN_WAIT_1 state (active close). In addition to the sequence number, the source port anddestination port are provided in the TCP header. The FIN flag is set. Also the other headerfields such as the window size are filled with appropriate values which is not shown tomake it easier to understand. The server receives the FIN segment and changes its stateto CLOSE_WAIT (passive close).The server confirms the FIN segment by an ACK segment. Its acknowledgementnumber is the sequence number of the received FIN segment increased by one. Theacknowledgement number, source port, destination port and additional values are givenin the TCP header. The ACK flag is set. The client receives the ACK segment and changesits state to the FIN_WAIT_2 state.If the server has sent all remaining data, it also sends a FIN segment with an appropriatesequence number which is contained in the TCP header. The FIN flag is set. Once theclient has received this FIN segment, it changes its state to TIME_WAIT.
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At the end, the client confirms the server’s FIN segment with an ACK segment. Theacknowledgement number in the segment is the sequence number of the received FINsegment increased by one. The acknowledgement number, source port and destinationport are contained in the TCP header. The ACK flag is set. The server gets the ACKsegment and changes its state to the CLOSED state. The TCP connection is terminated.The server can release its socket now.After the elapse of the TIME_WAIT state the socket can also be released on the client side.The client changes its state to CLOSED.End printversionDuring the connection decommissioning, the side that sent the last ACK goes into the
TIME_WAIT state before the connection is completely terminated.

annotation

Why is this waiting time required?
It must be taken into account here that so far an error-free sequence of segments hasbeen shown. However, the procedure must be able to cope with segment losses at anypoint.If the last ACK is lost, the last FIN segment is repeated. If the side that sent the last ACK hasalready been completely terminated and all resources have been released, it is unclearwhere this FIN segment is to be delivered. It would be even more serious if in the interimperiod - before the repeated FIN segment was sent - a new connection with the same portnumber was set up. This new connection would then incorrectly receive the repeatedFIN segment, which cannot be handled by it.Therefore, the side that sent the last ACK waits as long as needed so that a repeated FINsegment can arrive. It must therefore wait as long as a segment may still be transmittedin the network. This time is called the maximum segment lifetime (MSL). Since both thelast ACK segment and a repeated FIN segment have a maximum lifetime MSL, the waitingtime is set to 2xMSL. RFC 793 specifies MSL as 2 minutes, so 2xMSL means a wait time of4 minutes. From today’s point of view, this waiting time is quite long and can, for example,be reduced to 30 or 60 seconds.
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annotation

This waiting time also means that the port number cannot be used again during thisperiod. Since clients, that use their ports (port numbers > 1023) dynamically, in mostcases send the last ACK, this does not pose a problem for the application because the nextunused port is simply taken. However, if a server sends the last ACK, it must take specialprecautions; otherwise, the service would not be available for up to 4 minutes (in thiscase, there is the SO_REUSEADDR option in the socket library; see Socket API Overview).
5.3.2.3 Connection State Diagram The various states that TCP can have during a connection are shown in the connection

state diagram. Some of the states were already shown as part of the sections onconnection setup and decommissioning. The CLOSED state is fictive. In this state, thereis no connection and no resources are reserved.
In the online version an animation is shown here.
Connection state diagram

Begin printversion
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Here we see the TCP state transition diagram as defined in RFC 793. The boxes representthe states which TCP can have during the connection setup and decommissioning.The blue arrows indicate the usual sequence of states on the client side. The redarrows show the usual state sequence on the server side. In addition to the statetransitions which are explained in two additional videos about the connection setupand decommissioning, additional state transitions are possible. They are not explainedfurther, but are displayed in the diagram with black arrows.The 11 states are shown by the command line tool “netstat”. The state CLOSED is,however, not visible because “netstat” only considers existing connections. The statesLISTEN, ESTABLISHED, and TIME_WAIT are often visible in “netstat” because thesestates can last for a long time.End printversion
In the online version an animation is shown here.
Connection setup

Begin printversion

Prior to opening a TCP connection the passive server side has to be activated. The serverdoes a transition from the CLOSED into the LISTEN state without sending or receivingdata. This state transition is called passive OPEN. The server waits in the LISTEN statethat the client wants to set up a connection. The client starts a connection to the serverby sending a SYN segment and changes its state from the CLOSED to the SYN_SENTstate. The server receives the SYN segment. It confirms it with an ACK segment whichis combined with an own SYN segment and then changes its state from LISTEN to
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SYN_RCVD. The client receives the SYN-ACK segment and confirms the received SYN withan own ACK and changes its state from SYN_SENT towards ESTABLISHED. The servergets the ACK and changes its state from SYN_RCVD to ESTABLISHED. Now the connectionis established and data can be exchanged.End printversion
In the online version an animation is shown here.
Connection decommissioning

Begin printversion

The connection decommissioning is done in two steps. At first, one party tells the otherthat the connection should be closed. Then the second party also announces that theconnection should be terminated. In principle both steps are independent, but usuallythey directly follow each other.
1st step: If one party does not want to send more data, e.g. the client after completelyreceiving a requested file, it sends a FIN segment and changes its state fromESTABLISHED to FIN_WAIT_1. The other party confirms the received FIN with an ACKand changes its state from ESTABLISHED to CLOSE_WAIT. The first party receives the
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ACK and changes its state from FIN_WAIT_1 to FIN_WAIT_2. Now the second party is stillallowed to send data. Usually the second step to close the connection is done directlyafterwards.
2nd step: The other party sends a FIN segment and changes its state from CLOSE_WAITto LAST_ACK. The first party confirms the received FIN with an ACK and changes its statefrom FIN_WAIT_2 to TIME_WAIT. It is changed to CLOSED after a 2 MSL timeout. In thistransition all resources are released. The other side gets the ACK and changes its statefrom LAST_ACK to CLOSED. This transition also implies a release of all resources.End printversionWith the netstat tool, which is described in the next section, the states of TCP connectionsof your own computer can be displayed.

task
Task: TCP states ICan the CLOSED state be displayed with netstat?
SolutionNo, it is fictive and does not use any resources.

Task: TCP states IIWhy are the LISTEN and ESTABLISHED states frequently visible? Why is the TIME_WAITstate shown often?
SolutionLISTEN: Passive server sockets are in the LISTEN state and always visible (24/7operation).ESTABLISHED: This state is visible as long as a connection is active.TIME_WAIT: One side of the connection remains available 1-4 minutes after theconnection has been terminated.
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5.3.2.4 Netstat Netstat (network statistics) displays various information about networkcommunication. Netstat does not send and receive packets. Nevertheless, the statusof the opened sockets is displayed, i.e., states like LISTEN, ESTABLISHED, etc. for TCPconnections. With netstat, you can therefore quickly get an overview of the connectionsthat a host has to the Internet.Netstat is available on all UNIX and Windows computers and can be accessed underWindows in the DOS window.You can also use a freeware version of netstat with a graphical user interface, which canbe found under the name TCPView  at Microsoft.In addition to displaying the TCP connection states, netstat also has other functions.• With “netstat -r” you can see the local routing table.• With “netstat -s” you can look at statistics for communication via different protocols.It provides you with information, for example, about how often packets arediscarded.

practice

With Linux you can find also information about current TCP connections with thecommand “ss -i”. It displays information about the congestion control algorithm, the RTT,the MSS and window sizes (congestion control, flow control).
5.3.3 Error Control 

arrangement

5.3.3 Error Control5.3.3.1 Determination of Retransmission Timeouts5.3.3.2 Acknowledgment Mechanisms5.3.3.3 Fast Retransmit5.3.3.4 Selective Acknowledgments
The error control mechanisms of TCP are there to ensure that all data is receivedcorrectly. To do this, the loss of segments and the occurrence of faulty segments have tobe recognized. The segments must then be retransmitted. To identify whether segments

https://docs.microsoft.com/de-de/sysinternals/downloads/tcpview
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have been received correctly, TCP uses positive acknowledgments. If something isreceived incorrectly, which is determined by checksum comparison, no feedback is sent.In addition, the correct sequence of data must be maintained when delivering datato the application. The sequence has to be restored by the protocol especially whensegments have been lost and retransmitted.Overall, you should note that many of the mechanisms that are used for TCP error controlare already known to you from the Data Link Layer (see Error Detection and ErrorCorrection). The important difference, however, is that TCP has an end-to-end errorcontrol. This takes place only in the original source and final destination and not onintermediate systems. Error control on the Data Link Layer, on the other hand, takesplace on a link-by-link basis, e.g. between two routers.
5.3.3.1 Determination of Retransmission Timeouts When a TCP entity sends a segment, the receiver must acknowledge its reception. If theacknowledgment does not occur, TCP transmits the segment again. One question thatarises is how long TCP should wait for an acknowledgment. This waiting period is called
retransmission timeout (RTO).The length of the timeout can obviously not be defined in a static manner, but mustbe adapted to the network path: For paths with a short runtime, the acknowledgmentsarrive more quickly, so the selected timeout can be shorter; the timeout will be longerfor paths with a longer runtime. The timeout should also be adapted to the variability ofthe acknowledgments: If the acknowledgments happen to be faster at times and slowerat other times, the timeout should increase, so as not to create too many superfluousrepeats.

In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/-ynMxWtlFek 
TCP TimeoutsOver the years, various algorithms to determine the retransmission timeout have beentested. The current state is described in RFC 6298 and uses the following parametersand formulas:

http://www.youtube.com/embed/-ynMxWtlFek
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Parameters for determining the retransmission timeout (RFC 6298)

Begin printversion

End printversionThe initialization is performed as follows.SRTT ← RTTRTTVAR ← RTT/2RTO ← SRTT + max (G, 4⋅RTTVAR)In the subsequent RTT measurements, the following applies:(1) RTTVAR ← (1 - β) ⋅ RTTVAR + β ⋅ |SRTT − RTT|(2) SRTT ← (1 - α) ⋅ SRTT + α ⋅ RTTwhere α = 1/8 und β = 1/4(3) RTO ← SRTT + max (G, 4⋅RTTVAR)

annotation

What do these formulas mean?
First, an estimate for the next RTT value is needed (abbreviated as SRTT, see formula2). This value is determined as a moving average. 7/8 of it comes from the previousestimate and the current value only contributes with a factor of 1/8. The estimated valueis therefore relatively insensitive to random fluctuations of the RTT. With an estimate
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for RTT, however, you do not have the RTO value because you do not want to make aretransmission in the case of small delays compared to the estimation.You could always add a predefined safeguard time, but the implementation is moresophisticated. The safeguard time is selected according to how strongly the measuredvalues fluctuate. For this reason, the variance of the measured values is estimated bythe parameter RTTVAR (see formula 1) with a further moving average. From this value,the safeguard time, which is relevant when the RTO is set in formula 3, is obtained. Theparameter G when setting the RTO is only for the unlikely event that RTTVAR should be 0.According to the RFC, RTO values less than one second should be rounded up to onesecond.

practice

In practice, the time of one second, which is called the minimum in RFC, is relatively long.In Linux, significantly lower values are common and adjustable (see answer in a Linuxforum ).
If a segment is retransmitted, the RTO must then be doubled. On further retransmission,this continues until the maximum of 60 s is reached. How often segments areretransmitted before the connection is disconnected depends on the implementation.It is important not to use acknowledgments of retransmitted segments to calculatethe RTO, since it cannot be decided which retransmitted segment the acknowledgmentrefers to and therefore the calculation would be wrong. This is known as Karn’s

algorithm.

practice

The practical implementation of the RTO calculation within Linux is presented in a blogentry .
5.3.3.2 Acknowledgment Mechanisms When a new TCP segment is received by the destination side, the question arises as tohow the recipient should acknowledge it. In this case, it has to be distinguished betweendifferent situations, which differ according to which TCP segments have previously beenreceived.

https://unix.stackexchange.com/questions/210367/changing-the-tcp-rto-value-in-linux
https://unix.stackexchange.com/questions/210367/changing-the-tcp-rto-value-in-linux
http://sgros.blogspot.de/2012/02/calculating-tcp-rto.html
http://sgros.blogspot.de/2012/02/calculating-tcp-rto.html
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In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/Zbkx651w21E 
Acknowledgment mechanismsIn the first situation, the currently received segment fits to the expectations of thereceiver side in terms of the sequence number. For example, the acknowledgmentnumber in the previous TCP segment from the receiver side may have been 4000, soit would now fit if the bytes 4000 to 4999 were received in a segment (see figurebelow). You could assume that the receipt is acknowledged immediately. However, anoptimization has been introduced at this point so that the receiver still waits a littlebit to see whether further segments are arriving (delayed acknowledgment) shortlyafterwards. Then it could send only one segment for acknowledgment, which meansit would have to transfer less data. Such a type of summarizing acknowledgment iscalled cumulative acknowledgment. However, the received side will also send anacknowledgment after a short time if no further segments arrive.

Segment with the expected sequence number arrives

In the second situation, a segment arrives whose sequence number does not match tothe expected value; it is too high. In this case, the previous acknowledgment is repeatedimmediately (in the example in the figure below, 3000 is entered in the acknowledgmentnumber field). This is called a duplicate acknowledgment. This acknowledgmentrefers to the point up to which all segments had arrived correctly. The fact that thisacknowledgment is sent immediately has to do with the Fast Retransmit mechanism,which is explained in the following section.

http://www.youtube.com/embed/Zbkx651w21E
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Segment with a sequence number that is too high arrives

In the third case, a segment whose sequence number fits to the expectation is received,but prior to this segments already have been received out of order. Despite of thereception of this segment, a gap remains among the segments that have already beenreceived. In this case, an acknowledgment is sent immediately. This is intended toprevent a possible retransmission of the segment, since it arrived late relative to thesegments that had already been received out of order.

Segment with expected sequence number arrives; out-of-order segments had already arrived
prior to this; gap continues to existThe fourth case is similar to the third case, except that the currently receivedsegment closes a gap. A cumulative acknowledgment is then sent immediately. Itsacknowledgment number then includes previously received segments.
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Segment with expected sequence number arrives; out-of-order segments had already arrived
prior to this; gap is now closedIf segments with a too low sequence number arrive (subsequently), they are simplydiscarded.

5.3.3.3 Fast Retransmit If a segment is lost but subsequent segments successfully arrive at the receiver, thisresults in duplicate acknowledgments (see figure below). The acknowledgment refersseveral times to a sequence number that is expected next.

Duplicate ACKs
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At this point there is an improvement option called fast retransmit (RFC 5681). If 3duplicate ACKs (i.e. 4 identical ACKs) are received consecutively, the loss of the segmentthat contained the next expected bytes is assumed. The lost segment is then sent againwithout waiting for the retransmission timeout, which is between 1 s and 60 s accordingto RFC 6298. This algorithm allows errors in the transmission to be compensated formore quickly.
5.3.3.4 Selective Acknowledgments The difference between the methods go-back-N and selective retransmission hasalready been discussed in the general discussion of error-protection mechanisms in theData Link Layer (see the Credit Method and Sliding Window Techniques).TCP basically uses the Go-back-N method, but there are some possibilities formodification. A frequently activated option is selective acknowledgments (RFC 2018).In this case, the sequence numbers of data received out of order are transmitted to thesender in the TCP options field (usually three connected ranges that have already beenreceived can be given here). The sender can then send just the missing data and does notsend any superfluous data that the receiver has already received before.
5.3.4 Flow Control 

arrangement

5.3.4 Flow Control5.3.4.1 Sliding Window Use in TCP Flow Control5.3.4.2 Zero Window Probe5.3.4.3 Nagle Algorithm
TCP flow control is used to prevent that a receiver is flooded with too much data. It maybe that a receiver cannot process data internally as quickly as they are delivered via thenetwork. If this situation exists for a short period of time, it can be compensated for bya receive buffer. However, if it persists for a long time, then data would be transmittedunnecessarily over the network since they could not be accepted by the receiver andwould be lost there. Therefore, a feedback mechanism is implemented with flow control,which allows the receiver to continuously inform the sender how much data it is allowedto send.
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In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/SNuU1HBLICI 
Flow control

5.3.4.1 Sliding Window Use in TCP Flow Control In order to achieve a high data rate, the sliding window technique is used for TCP (seeCredit Method and Sliding Window Techniques). With this technique, typically some TCPsegments are sent following each other, which are then confirmed in the best case onlywith a single acknowledgment. The question in this context is how many segments maybe sent one after the other.In addition to Congestion Control, flow control also leads to a limitation of the datarate on the sender side. The aim of flow control is to ensure that the receiver is notoverloaded. The receiver has a buffer, in which it stores data received via the network,which are fetched from an application. This buffer is called the receive buffer. The buffermay be filled to some extent with data while the rest of it is empty. This free space iscalled the receive window. The idea is that with a TCP header field of the same namethe other end always indicates how much free space is still available. The sender maynot transmit more data than the free space that is available.

Receive buffer and receive window

The field in the TCP header has 16 bits so the maximum value is 65535. However, at thebeginning of a TCP connection, you can negotiate a parameter called window scalingso that the value represents a multiple of one byte. For example, a multiplication by 256can be negotiated. This is often used at high bit rates when large buffers are used (seeCongestion Control for Large High Bit Rate Networks).

http://www.youtube.com/embed/SNuU1HBLICI
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In the extreme case, it is possible to send so much data that the buffer is completely full
(receive window = 0) because the receiver no longer can keep up with processing thedata. Then the sender has no choice but to wait for the receiver to have free space in thebuffer after the transmitted data has been processed. The processing of the data may, forexample, mean to store the received data on the hard disk.

In the online version an animation is shown here.
Sliding window mechanism

Begin printversion

In this example the sender wants to send a data packet with the size 8192 bytes to thereceiver. For doing so, it sends a SYN segment first to set up the connection. It indicatesits window size, i.e. the size of its receive buffer, in the TCP Header. In this case the size is4096 bytes. In addition, it provides his maximum segment size (MSS) as part of the TCPheader. It is 1460 bytes in the current example.The receiver confirms the SYN with an ACK, sends a SYN on its own and provides itswindow size, i.e. the size of the receive buffer as 4096 bytes and the maximum segmentsize as 1024 bytes.
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Let us assume for simplicity that the sender always sends segments with 1024 bytes; itis then going to send eight segments. It confirms the SYN segment of the receiver usingan ACK. The connection is established. Due to the window size indication as 4096 bytesand the maximum segment size 1024 bytes the sender can sent four segments with 1024bytes each. Then it has to wait for a confirmation. The receive buffer is now completelyfull, i.e. the window is closed: all data have not been retrieved from the receive bufferyet. Therefore, the window size is set to zero, i.e. win = 0. The sender is not allowed tosend any segments right now. The receiver confirms the received segments by sendingan ACK with an acknowledgement number with is increased by 4097 bytes. In this waythe receiver indicates that it has received 4096 bytes and now expects the byte 4097.Once the receiver has processed the received segments, it opens his window again andshifts it. In this example, it has already processed three segments and sends an ACK tothe sender. It confirms again the already received segments and indicates that there are3072 bytes of free space in the buffer, i.e. win = 3072.The sender sends the three next segments. The data have not been read from the receivebuffer. Therefore, the window size is zero.The receiver confirms them with an ACK. After processing two segments, the receiveropens its window again, sends again an ACK to the sender and provides its windowsize as 2048 bytes. The sender sends the last segment. The FIN flag is set in the TCPheader. In this way the sender indicates that it wants to terminate the connection oncethe receiver has received and confirmed the last segment. The receiver confirms the lastsegment with an ACK. Afterwards, it sends a FIN segment as well. The window size isset accordingly. The last FIN segment is confirmed with an ACK. The TCP connection isclosed in this way.
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End printversionIn the following figure, the data stream is shown again horizontally from the sender’sperspective to illustrate the sliding window technique:

Sliding window mechanism

• I: Segments that have been sent by the sender and have already been acknowledgedby the receiver. The data acknowledged with ACK move the left edge of the windowto the right; the size of the current window is indicated in the ACK segment withthe window field.
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• II: Segments that have been sent by the sender and have not yet been acknowledgedby the receiver.• III: Segments that may still be sent without waiting for an acknowledgment fromthe receiver.• IV: Segments outside the send window, which may not be sent yet.

websource

The University of Innsbruck provides an animation  about this topic.
5.3.4.2 Zero Window Probe If the buffer is completely filled at the receiver side, a deadlock situation can arise. Thereceiver informs in an acknowledgment that the receive window is zero. So the sendercannot send any further data. The sender therefore waits. However, the receiver alwaysonly responds with an acknowledgment to new data received from the sender (a usualone-way data transfer is assumed, e.g. copying a file from A to B). If it does not receiveany new data, it will also wait. So both sides wait.TCP uses a timer (persist timer) to resolve this situation. This is used to send a so-called zero window probe, which is supposed to cause the side that indicated the zerowindow to send an ACK segment with the current window size. The window size caneither continue to be zero, or there may be free space again after data has been fetchedby the application.The zero window probes (RFC 1122, RFC 6429) are sent until either there is free spaceavailable again or the application is terminated. A backoff algorithm is used so that theprobes are sent at exponentially longer time intervals.
5.3.4.3 Nagle Algorithm An unfavorable situation with respect to the efficiency of TCP exists when segments withfew user data are often transmitted. This is called “silly window syndrome” (SWS). Itcan occur for two reasons:1. The receiver indicates after a zero window that there is now some space in thereceive buffer, in order to receive some (but little) data. It does not wait until morespace is available.

http://www.ccs-labs.org/teaching/rn/animations/flow/
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2. The sender transmits many small segments, rather than waiting for further data tosend a larger segment.The Nagle algorithm (RFC 1122) prevents the SWS. When applying the algorithm, data isfirst collected so that segments which are as full as possible are transmitted (MaximumSegment Size user data).This algorithm, however, leads to a delay, which is not desirable for interactiveapplications. For example, keystrokes could be transferred to another computer viassh. Of course, it would be unfavorable in this case if you had to type until a segmentis completely full. The use of the technique can be prevented in these cases with theTCP_NODELAY option.
5.3.5 Congestion Control 

arrangement

5.3.5 Congestion Control5.3.5.1 Maximum Segment Size5.3.5.2 Additive Increase / Multiplicative Decrease5.3.5.3 Slow Start5.3.5.4 TCP Tahoe and Reno5.3.5.5 Further Congestion Control Algorithms5.3.5.6 Congestion Control for Large High Bit Rate Networks5.3.5.7 Explicit Congestion Notification5.3.5.8 Fairness
The congestion control of TCP is intended to protect the network against permanentoverload. In contrast to flow control, it is not about the overloading of end systems, butan overloading of network components through which too much data is transferred.The algorithms for the TCP congestion control are described in RFC 5681. An importantcontribution to the basic principles was made by Van Jacobson (see paper from 1988 ).In the following sections, the relevant mechanisms are explained step by step.

In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/w_gmr7f8WJE 
Congestion control

http://www.youtube.com/embed/w_gmr7f8WJE
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5.3.5.1 Maximum Segment Size The maximum segment size (MSS) is an important basic size of TCP, which isnegotiated in the TCP connection setup. This variable is used to determine how manypayload data are to be transmitted within a TCP segment. This determination could bemade independent from the conditions on the Data Link Layer, especially since theselayers are not adjacent according the OSI model. However, for performance reasons, itis useful to deviate from this in order to avoid inefficient fragmentation through theInternet Protocol.Fragmentation occurs if IP packets are larger than the MTU at the Data Link Layer. Asyou know it already, TCP segments are transmitted in IP packets, so that you have to payattention to the size conditions for the TCP segments. The MSS is therefore selected asMTU minus the sizes of IP header and TCP header. In case of IPv4, the header size is 20bytes, and in case of IPv6, the header size is 40 bytes. The TCP header has 20 bytes. Thisspecification therefore optimizes the MTU use and prevents fragmentation.

task
Task: MSS for EthernetHow large is the MSS for Ethernet and IPv4?
SolutionIn case of Ethernet II, the calculation is:MSS = 1500 bytes (Ethernet II MTU) - 20 bytes (IP header) - 20 bytes (TCP header)= 1460 bytesIn case of IEEE Ethernet, the calculation is:MSS = 1492 bytes (IEEE Ethernet MTU) - 20 bytes (IP header) - 20 bytes (TCP header)= 1452 bytes

5.3.5.2 Additive Increase / Multiplicative Decrease The mechanisms of TCP congestion control are introduced successively in the following.The underlying model is the additive increase / multiplicative decrease model (AIMD,see paper ).

http://nms.lcs.mit.edu/6.899/chiujain.pdf
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The additive increase part means that an end system increases the data rate linearly.In an example situation, the system sends a number n of TCP segments, each containinga data set according to the MSS, as fast as possible. If all segments are confirmed, whichshould be the case approximately after the RTT if the transfer is successful, the data rateis increased by one MSS. This means that afterwards n + 1 segments are sent shortlyafter each other. As long as there are no losses, the data rate is always increased againby one MSS.If, however, all or part of the acknowledgments are missing, TCP assumes that there iscongestion in the network. TCP thus assumes that intermediate systems in the network,i.e. routers or switches, are overloaded, and that therefore segments in the intermediatesystems have been discarded. This assumption is true for fixed networks in most cases,but segments may also be lost due to other reasons, e.g. if bit errors have occurred. Inwireless transmission, this can occur more frequently, which means that the assumptionof congestion is unfavorable.TCP reacts to the lack of acknowledgments with multiplicative decrease, which meansa significant reduction in the data rate. The data rate is bisected. The bisection of thedata rate is carried out because the intermediate systems in the network are significantlyrelieved in this way. The buffers are completely filled with packets waiting for theirforwarding. Therefore, the possibility should be provided to transfer on the queuedpackets. Afterwards, TCP increases the data rate linearly again.So you can see that you do not get a constant data rate; rather, a permanent datarate testing takes place. The data rate is increased linearly until losses occur, then it issignificantly reduced, and then it is linearly increased again until a reduction is necessaryagain after losses, etc.The number of bytes that can currently be transmitted with directly successive segmentsis called the congestion window. It must also be noted at this point that the describedFlow Control also exists parallel, which determines the receive window. Both thus limitthe data rate of the sender, who must comply to the minimum of the two values.
5.3.5.3 Slow Start The AIMD method has an important disadvantage at the beginning of TCP connections.If a relatively high bit rate is possible in the network, then it takes a relatively long timewith the linear increase of the data rate until a high bit rate is reached. This is particularlyunfavorable in view of the fact that many TCP connections exist only for a short periodof time, which is in particular the case when web pages are retrieved.
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Therefore the idea of the slow start is too initially increase the data rate exponentiallyuntil a predefined threshold ssthresh (slow start threshold) is reached or until lossesoccur. At the beginning of the slow start, the congestion window (cwnd) is often setto 2 MSS, which means that two segments can be sent at once without waiting foran acknowledgment (other values are also possible depending on the MSS, see RFC5681). Each confirmed segment increases cwnd by 1 MSS, i.e., if both segments areacknowledged cwnd is set to 4 MSS. Now 4 segments can be sent at once. When all foursegments have been acknowledged, cwnd is set to 8 MSS, and so on. This exponentialincrease causes TCP to approach the possible bit rate very quickly. If the threshold(ssthresh) is reached or exceeded, cwnd is only increased linearly by a maximum of 1segment per round trip time. This behavior is called congestion avoidance. Ssthreshcan be set arbitrarily high at the beginning of the data transfer - it is usually set to thewindow offered by the receiver, e.g. 32 Kbytes.If an overload occurs, the threshold (slow start threshold) is obviously too high andnot suitable for the current conditions of the network. Therefore, the threshold isrecalculated if there is an overload. The new threshold is calculated the last values minushalf of the number of unacknowledged data segments. Then, a slow start is performedagain, i.e. the method is used not only at the beginning of a TCP connection, but alsorepeatedly after losses.Let us assume that overload occurs after 16 segments have been sent at once and noneof these segments has been acknowledged. Then, the threshold ssthresh is set to 8 MSSand cwnd is reduced to 1 MSS. After this, a slow start is performed again, and cwnd issubsequently increased to 2, 4 and 8. Then, above the threshold, cwnd is only increasedlinearly to 9, 10, ..., until an overload is detected again. Since the process repeats, thereis a sawtooth curve when the transmission rate of TCP is plotted over time.
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“Slow start” and “congestion avoidance” phases

important

The bite rate of TCP is permanently changing and adapted to the current transmissioncapacity of the network. TCP can therefore adapt itself to different conditions in thenetwork.
5.3.5.4 TCP Tahoe and Reno In the previous discussion, it has not yet been explained exactly how an overload in thenetwork can be noticed. There can be two situations.• Retransmission timeout: The transmitted segments are no longer acknowledged,since, for example, a router has dropped them because of overload.• Duplicate acknowledgments: In a router, a segment is dropped because ofoverload, or the segment does not arrive correctly due to bit errors. The nextsegment and perhaps further segments are again provided to the receiver. Then thereceiver can only acknowledge the segment that it received before the lost segment.This leads to duplicate acknowledgments (see Fast Retransmit).
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In the original variant of TCP Tahoe, both situations are handled the same way. The cwinis set to 1 MSS and a Slow Start is carried out, with the ssthresh corresponding to thebisected previous cwin. After the ssthresh is reached, the data rate is increased linearlyagain.In TCP Reno, however, situations are differentiated. When several duplicate ACKs arereceived, the sender can assume that the data rate with which it uses to send segmentsis actually almost appropriate – only one segment has been lost after all. It is thereforenot reasonable to carry out a slow start. Instead, the cwin is bisected, and then the datarate is again increased linearly. This behavior is called fast recovery (RFC 5681).
5.3.5.5 Further Congestion Control Algorithms After the definition of TCP Tahoe (1988) and TCP Reno (1990), a series of otheralgorithms for congestion control was established in the 1990s and 2000s. Thedevelopment over time is presented in Wikipedia . An overview article  provides asystematic classification of the methods.An important current example is the algorithm CUBIC , which is the standard algorithmfor Linux and which should also be used for QUIC (see Other Transport Layer Protocols).The algorithm got its name from a cubic function (x3), which describes its behavior.

Data rate of the CUBIC algorithm

https://en.wikipedia.org/wiki/TCP_congestion_control
https://research.csc.ncsu.edu/netsrv/?q=content/bic-and-cubic
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The figure shows the increase of the data rate as long as no losses occur. If losses occur,the increase starts again with adjusted parameters. The data rate initially rises relativelyquickly but then approaches a plateau region more slowly. The idea is that the data ratecan stay in a relatively high range longer without having to leave it soon after loss. Onlyafter a longer time the data rate increased more aggressively again. This can be useful ifcapacities have become free again in a network because other transmissions have beenterminated.

practice

With Linux, you can easily find out which congestion control mechanism is used. Thisis contained in the file /proc/sys/net/ipv4/tcp_congestion_control. If you want to use adifferent congestion control algorithm, you can simply write its name into the file. It mayneed to be loaded first. You can find out if this is the case with the following file: /proc/sys/net/ipv4/tcp_available_congestion_control. For more information (available kernelmodules, reloading core modules), see this blog entry . For Windows, the algorithmsCompound TCP, DataCenter TCP, or NewReno are available (see the “congestionprovider” parameter in the command Set-NetTCPSetting ); NewReno (RFC 6582) is thedefault for clients (see also the Wikipedia article about Compound TCP ).
A further development direction, which is however only briefly mentioned here, ismultipath TCP . A TCP stream is to be transmitted here in parallel over several pathsin which individual TCP connections exist. This can be interesting, for example, if anend system is simultaneously connected to the Internet via Ethernet and WLAN. Theadvantage is not only a higher data rate, but also a better robustness in case of problemswith a network connection.
5.3.5.6 Congestion Control for Large High Bit Rate Networks 

arrangement

5.3.5.6 Congestion Control for Large High Bit Rate Networks5.3.5.6.1 In Depth: Bit Rate and Latency5.3.5.6.2 Sequence Number Overflow

http://sgros.blogspot.de/2012/12/controlling-which-congestion-control.html
https://technet.microsoft.com/itpro/powershell/windows/nettcpip/set-nettcpsetting
https://en.wikipedia.org/wiki/Compound_TCP
http://multipath-tcp.org/
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When using the TCP congestion control, there is a particular challenge for networks witha high bit rate and a large distance between the sender and the receiver. This applies,for example, to scientific networks, where nowadays data rates of 10 or 100 Gbit/s areusual. Due to high delays, there is the difficulty that you know only after the RTT whetherthe data arrived correctly, and then a decision to increase or reduce the data rate canbe made. You therefore cannot adapt quickly to changing conditions in the network. Areduction in the data rate after loss can lead to a consequence that the network's capacityis not used in the best way for an extended period of time. For example, the New Zealandresearch network REANNZ is therefore working on a packet loss rate very close to zero(see REANNZ website ).Another point is that you need large buffers on the sender and the receiver sidebecause there are many data on the line in such networks (see In Depth: Bit Rate andLatency). Otherwise, it could happen on the sender side that acknowledgments for manydata arrive, but there are not enough new data available in the buffer for the furthertransmission. In the same way, however, also small sizes of receive buffers slow downthe data rate since the sender cannot transmit more data than there is free space in thebuffer.At a low RTT, this problem does not occur because acknowledgments are obtainedquickly. This can lead to false assessments by users who think wide area networks areresponsible for poor performance. For example, you have tested an application in a localarea network, where a high TCP data rate has been reached, and then you release itfor general use over wide area networks. In this case, the TCP data rate can be low,something for which the wide area network seems to be responsible. However, thisconclusion is (almost always) wrong because it is typically due to insufficient buffer sizes(see TCP tuning website from ESnet) ). Another reason is often low bit rates for networkaccess.
5.3.5.6.1 In Depth: Bit Rate and Latency The relationships are be investigated again here in more depth. We consider twoquestions related to transmission lines.• How long does it take to transfer a certain amount of data?• How many bits can be transferred on one line at a time?
How long does it take to transfer a certain amount of data? This question is noteasy to answer since different factors must be taken into account, which are referred tocollectively as latency:

https://reannz.co.nz/news/packet-delivery-nutshell/
http://fasterdata.es.net/network-tuning/tcp-issues-explained/
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• Propagation delayThe signals propagate with light speed in the transmission medium. In a vacuum, this isabout 300,000 km/s, in a fiber-optic cable about 200,000 km/s, and in a copper cableabout 240,000 km/s. If we transmit a signal within a company (1 km) on a fiber-opticlink, this obviously takes significantly less than 1 ms until it arrives at the receiver;across the whole of Germany (1,000 km), it takes 5 ms; a signal to Australia (20,000 km)requires 100 ms. A signal via satellite to Australia (72,000 km) requires 240 ms. Thespeed of light is greater in a vacuum than in a fiber-optic cable - but the distance to thesatellite is much higher. Please note that the one-way delays have been indicated hereand not the RTT.• Transmission delay for data transmissionWhen few data are transferred, it is faster than if many data are transferred. Transferringa data amount of 1 Mbyte (i.e. 8 Mbit) over an ISDN line with a bandwidth of 64 kbit/stakes 8,000,000/64,000 s, i.e. 125 s. The same data quantity over a line with a bit rate of1 Gbit/s takes only 8 ms; At a bit rate of 10 Gbit/s, it only takes 0.8 ms. These calculationsare significantly simplified because the data must be divided into many TCP segmentsbetween which there are inevitable time gaps. Effects such as those of error control andcongestion control must also be considered.• System-related delayThe signals are delayed in the computer of the sender and receiver by internalprocessing. On their way, they are routed through several routers, switches, or otherintermediate systems, thereby delaying transmission. The system-dependent delay willnot be discussed further below.The total delay (latency) is composed of these three factors. The relationship betweenprorogation delay and transmission delay is presented in an animation from theUniversity of Innsbruck .
How many bits can be transferred on one line at a time?A line can be thought of as a hollow tube whose length is the delay and whose diameteris the bit rate. The following figure shows two lines with the same delay (length of theline) but different bit rates (diameter of the line):

http://www.ccs-labs.org/teaching/rn/animations/propagation/index.html
http://www.ccs-labs.org/teaching/rn/animations/propagation/index.html
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Two lines with different bit rates

The line is optimally utilized if there are no transmission gaps between the packets.The product of bit rate and delay is the measure of the capacity of a line. It shows themaximum bits that can be transmitted simultaneously in the line. The term bandwidth

delay product has unfortunately been established in the literature, even though itconcerns bit rate (unit bit/s) and not bandwidth (unit Hz).Senders and receivers should be able to make optimum use of the available capacity. Asalready mentioned, sufficiently large buffer sizes are required on both sides.
Examples of bit rates, RTT and bandwidth delay product

Begin printversion

End printversion
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task
Task: Bit rate and delay IFor a data transfer from Germany to the USA, a one-way delay of 100 ms must beconsidered, which results from the run time and the delay time in the routers andcomputers.You have installed a 1 Gbit/s line and usually transfer large files with a length of 1 MByte(= 8 Mbit). How long does it take until such a file completely arrives at the receiver?You have installed a new 10-Gbit/s line at a high cost and hope that now everything willbe much faster. How long does it take until the data is received by the receiver?
Solution1 Gbit/s line: 100 ms + 8 ms = 108 ms10 Gbit/s line: 100 ms + 0.8 ms = 100.8 msSo you can see that 10 times the data rate only leads to less than 10 percent reductionin the transmission time. The inevitable one-time delay therefore has an importantinfluence.

Task: Bit rate and delay IIConsider the same task in local area network, where the delay time is 1 ms.
Solution1 Gbit/s: 1 ms + 8 ms = 9 ms10 Gbit/s: 1 ms + 0.8 ms = 1.8 msIn the local area network, the increase of the bit rate is considerably more useful sincethe one-time delay is short.

5.3.5.6.2 Sequence Number Overflow 32 bits are available for the sequence numbers, which was regarded as completelysufficient for the bit rates that were possible at the beginning of the specification of TCP.However, the following table shows that it can now take less than 1 s for the sequencenumbers to repeat.
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Examples of bit rates, RTT and bit-rate delay product

Begin printversion

End printversionTo avoid confusion, the TCP option timestamp (current specification in RFC 7323) wasintroduced, which can be agreed during the TCP connection setup. The segments arethen sent with a timestamp in order to be able to reliably recognize the overflow.
5.3.5.7 Explicit Congestion Notification As we have learned so far, congestion is detected indirectly by TCP. If segments are lost,TCP assumes that this was due to an overload of network components. However, thisdoes not have to be correct since segments can fail to arrive correctly due to bit errors,and the acknowledgment is not sent then. This is a common situation, especially in caseof wireless transmissions using Wireless LAN or mobile radio technologies. So if there isno congestion, then it is inappropriate if the data rate is reduced. Therefore, it would bebetter to be able to recognize a congestion situation with more certainty. In addition, itis desirable to reduce data rates earlier in a congestion situation so that buffer overflowsdo not occur.With ECN (Explicit Congestion Notification) (RFC 3168), a method has beendeveloped that addresses exactly this issue. A router must recognize in time that anoverload situation is going to occur, and it must explicitly inform the affected endsystems. The senders then reduce their transmission bit rates so that no packetsneed to be dropped. However, this method assumes that routers can actively managetheir queues and do not just react after the queues are full (so-called active queue



5.3.5 Congestion Control 5.3.5.7 Explicit Congestion Notification

289 / 386

management, RFC 7567). For this purpose, the RED (Random Early Deletion) methodis often used in the router, but there are also various other approaches.

reflection

A router triggers a sender to reduce its data rate through a congestion message.

TCP connection setup with

In the TCP connection setup, the receiver is notified of the ability to respond to ECNby setting the CWR and ECE flag in the SYN segment. The receiver confirms its abilityby setting the ECE flag in the SYN/ACK segment. This means that both communicationpartners know that they can process congestion messages from the router.The following animation shows the steps in this process:
In the online version an animation is shown here.<loop_video source="ueberlastvermeidung_ecn_pro_ani_en.mp4" width="698"height="460"> </loop_animation>
Overload prevention through ECN

Begin printversion
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It is indicated in the IP headers that routers should send notifications about evolvingcongestion: ECT zero is set. If there is an evolving congestion, the routers send theindication “congestion experienced” in the IP header to the receiver.Consequently, the receiver sends the ECN echo flag back to the sender in the followingTCP ACK segments to inform the sender that the router has identified evolvingcongestion.If the sender gets such segments, it reduces its bit rate and indicates this in the TCPheader by setting the “congestion window reduced” flag. The receiver continues to sendTCP headers with the ECN echo flag until it receives a TCP header with the “congestionwindow reduced” flag.End printversionWhen the connection has been established, the sender sets the ECN field in the IPdatagram to the value ECT (0), (ECN capable transport). If an overload evolves in therouter, the router sets CE (congestion experienced) in the IP datagram. If the receiverhas received an IP packet with CE, this information must be transmitted to the senderof the packet. For this purpose the ECE (ECN echo) flag is set in the following TCP-ACKsegments. The receiver bisects its congestion window (cwnd), reduces the threshold(ssthresh) and then sends a segment with the CWR (congestion window reduced) flag.
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annotation

When considering the relevance of this method in reality, the following circumstanceshave to be taken into account. Today’s wide area networks have a lot of capacity and canbe upgraded relatively easy, even in the case of bottlenecks, thanks to technologies suchas DWDM . Nowadays, bit rates are limited by network access (e.g. DSL connections),so the use of ECN in provider networks is not really useful.
5.3.5.8 Fairness If you look at the effects of TCP congestion control on multiple TCP connections, you cansee that the connections get a roughly equal data rate after some time. To understandthis, you should consider two situations.• The network is not fully utilized: If there is still free capacity in the network, thebit rates are increased for all TCP connections. Viewed in absolute terms, each TCPconnection's bit rate is increased approximately to the same extent. If, for example,you had two TCP connections with 20 Mbit/s and 60 Mbit/s, then these could havebit rates of 40 Mbit/s and 80 Mbit/s respectively after some time. That is, both haveincreased their data rate by 20 Mbit/s.• The network is overloaded: When the data rates are increased, then the pointwhere the network is overloaded and data units are lost is reached quickly after fullcapacity utilization. The data rates are then bisected in the known manner, wherebya connection with a high data rate must accept a larger reduction of the bit ratein absolute terms. If we continue the previous example, the bit rate of the firstconnection after the bit rate reduction is 20 Mbit/s and the of the second connectionis 40 Mbit/s. We can still continue the example and assume a uniform increase sothat the bit rates are increased by 30 Mbit/s for each connection. Then the resultingbit rates would be 50 Mbit/s and 70 Mbit/s. After a further bisection, the bit rateswould then be 25 Mbit/s and 35 Mbit/s. So you see that the data rates convergemore and more.

annotation

The given explanation is certainly simplified because it fits primarily to the basicalgorithm AIMD and does not refer to more modern variants. In addition, the segmentlosses do not have to affect both connections in an equal manner. If, for example, asegment loss affects one TCP connection and it reduces its data rate, then more capacity

https://en.wikipedia.org/wiki/DWDM
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could be available for the other TCP connection. Segment loss related to it then occurslater.
With respect to TCP fairness, it is important to understand what fairness is about.Fairness means that TCP connections get roughly the same data rates. However, this doesnot result in fairness at the level of the end systems. For example, if you are performing adownload via one TCP connection while another computer with which the first computeris sharing Internet access is downloading a website via six parallel TCP connections, thenthe second computer will get about 6/7 of the available bit rate. This case is very relevantin practice since web pages are frequently downloaded via parallel TCP connections.Parallel TCP connections are therefore often considered as a way to increase the bit rate.

In the online version an video is shown here.
Link to video : http://www.youtube.com/embed/EB2Ko2Sq8nY 
FairnessUDP does not have a congestion control mechanism. This means that bit rates are set forUDP streams and the data are then transferred to the network using these data rates.UDP does not worry about possible data loss. The consequence of this behavior is thatUDP can completely displace TCP. If UDP streams still leave remaining capacities, thenTCP connections share them fairly among each other.

5.4 Other Transport Layer Protocols In addition to the protocols TCP and UDP, there are other Transport Layer protocols.Even though new Transport Layer protocols only have to be implemented by endsystems according to the previous explanations in the chapter, there is in practice amajor problem with so-called middle boxes. This term refers to intermediate systemsin the network such as firewalls, which also have effects on the Transport Layer. Theirrules are designed for TCP, UDP and ICMP, and typically discard other protocols atthis layer. Therefore, commercial applications will not rely on an alternative TransportLayer protocol if many users cannot use the application then. The Stream Control

Transmission Protocol (SCTP, RFC 4960), which is similar to TCP, but does not take careof sequence preservation, therefore did not become very important. The same is true forthe DCCP protocol, which is similar to UDP but contains congestion control mechanisms.

http://www.youtube.com/embed/EB2Ko2Sq8nY
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Therefore, Google went another way in developing its own Transport Layer protocolcalled QUIC (Quick UDP Internet Connections), which is in the meantime developedfurther at IETF . This protocol, which is intended in particular to accelerate the deliveryof web pages in combination with HTTP/2, is based on UDP. QUIC takes up ideasfrom some other protocols and integrates Transport Layer Security  in particular.Even though the Google Chrome browser and Google's servers already implement theprotocol, the development is still work-in-progress (see development document ).
5.5 Socket API 

arrangement

5.5 Socket API5.5.1 Connectionless Application5.5.2 Connection-Oriented Application5.5.3 Blocking Calls5.5.4 Socket API Overview
Application programs access the protocols of the Transport Layer (TCP and UDP) via the
Socket API (application programming interface). This interface is the link between theapplications (layers 5, 6 and 7 in the OSI Model) and the communication protocols oflayers 1 to 4 of the OSI Model that are integrated in the operating system kernel.

https://datatracker.ietf.org/wg/quic/documents/
https://en.wikipedia.org/wiki/Transport_layer_security
https://docs.google.com/document/d/1RNHkx_VvKWyWg6Lr8SZ-saqsQx7rFV-ev2jRFUoVD34/edit
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Socket API

The Socket API is based on the original Berkeley sockets and is used in mostapplications today. Although the Socket API comes from the BSD/UNIX environment, itwas ported exactly to Windows computers and can be used there with the same calls ason UNIX.A socket describes a connection endpoint in the user program. The operating systemprovides resources to a socket, such as the transmit and receive buffers. Communicationon the Internet always takes place between a client and a server, which must be indicatedwith the socket. A server waits for a request from a client. Therefore, a server mustalways be active before a client. Typically, servers run 24 hours a day and 7 days a weekin so-called 24/7 operation, although this does not have to be the case. However, a servermust be started before it can be addressed by a client.There are three different types of sockets on the Internet:• Connectionless sockets (datagram sockets). UDP is used here.• Connection-oriented sockets (stream sockets). TCP is used here.• Raw sockets, which do not use a Transport Layer protocol and instead directly useNetwork Layer protocols such as IP or ICMP. These sockets are rarely used and willnot be described further here.
5.5.1 Connectionless Application The following figure shows the calls to the Socket API for a connectionlesscommunication with UDP.
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Calls to the socket API for a connectionless
communication with UDPThe server opens a datagram socket to use UDP. It assigns a port number to the socket(bind). This will in general be a well-known port number from the range 1 - 1023, e.g.port number 69 for a TFTP server.Then a read operation (recvfrom) is performed to see if data has been received froma client. Since there is no information about the client in the case of a connectionlesscommunication, this information (IP address and port number of the other side) mustbe supplied by the user program during each read operation.The client opens a datagram socket for UDP and can then immediately send data to theother side (sendto). For doing so, it must specify the IP address and the port numberof the receiver.What port number does the client socket get? The above figure is slightly simplified.Thus, a bind call can be made between the socket and sendto calls, with which a short-lived, unused port number greater than 1023 is assigned to the socket. If the bind call isnot performed, the operating system automatically assigns an unused port to the clientsocket – this is the usual case.Since there are no connections related to the use of UDP, connections also do not have tobe decommissioned. However, unused UDP sockets should be closed with the close callto release resources in the operating system.
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5.5.2 Connection-Oriented Application The following figure shows the calls to the socket API for a connection-orientedcommunication with TCP.

Calls to the Socket API for a connection-
oriented communication with TCPThe server opens a stream socket to use TCP. It assigns a port number to the socket(bind). This will in general be a well-known port number from the range 1 - 1023,e.g. port number 80 for a WWW server. The socket is then marked as passive with the

listen call. Afterwards, the server is ready to accept requests from the client. The acceptcall waits until a connection request is received from the client. Then another socket isopened automatically, which is used for the communication with the client. The passivesocket continues to exist and can now serve another connection request from anotherclient. This allows several simultaneous connections to be served by a single server. AnFTP server typically operates in this way.The client opens a stream socket for TCP and then tries to connect to the server (connectcall). What port number does the client socket receive? The above figure is slightlysimplified. Thus, a bind call can be made between the socket and connect call, with whichan unused port number greater than 1023 is assigned to the socket. If the bind call is
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not performed, the operating system automatically assigns an unused port to the clientsocket – this is the usual case.After the connection setup (TCP three way handshake) data can be exchanged. Whichparty first sends data or receives data depends on the application program. The aboveexample could be an FTP connection. After the connection is established, the server firstsends a welcome message and awaits the client user name and password.For a TCP connection, simple read and write calls can be used (read, write, recv,

send), which do not transfer address information (IP address and port number) to theapplication program. This information has already been communicated to the other sideduring the connection setup and cannot be changed during a connection.To terminate a connection, close calls are used.
5.5.3 Blocking Calls By default, all calls to the socket API that wait for data from the network - such asrecvfrom, read, recv, accept - are blocked until data is received from the other side(so-called blocking mode). The application program can therefore do nothing else butwait during this time. In particular, it may happen that the connection is interrupted:An excavator cuts the line for example. Then the other side would just be waiting fornothing. To avoid this error situation, sockets are usually used in the so-called non-

blocking mode (ioctlsocket call with parameter FIONBIO: file input/output non-blocking I/O). If a read command is now called and no data is present, an error number(EWOULDBLOCK) is passed to the application program, which then does not wait fordata but can perform other tasks.
5.5.4 Socket API Overview Besides the already described important socket API calls, there are still a number ofother calls, some of which are self-explanatory.If you want to work with sockets in connection with Python, you should look at the slideson the companion website  for the book by Kurose/Ross (KuRo14 ). At the end of theslide set about the application layer, there is code for the implementation of UDP/TCPsockets.

http://www-net.cs.umass.edu/kurose-ross-ppt-7e/


5.5 Socket API 5.5.4 Socket API Overview

298 / 386

Socket functions
* These calls can block

Begin printversion

End printversion
Other socket functions
* These calls can block

Begin printversion
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End printversion
Socket options
The socket options are read with getsockopt () and altered with setsockopt ().

Begin printversion
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End printversion
5.6 Exercises - Transport Layer

task

Tasks for beginners

Task 1:Download the Advanced IP Scanner  tool. Do not change the default settings andperform a scan of your subnet. Use Wireshark to record the scan.
Task 2:Examine the ARD Mediathek  (media center in English) and livestream . ARD is the firstGerman public TV program. Use Wireshark to find out which Transport Layer protocolsare used. Please note that videos usually generate a large amount of data.

https://www.advanced-ip-scanner.com/
http://mediathek.daserste.de/
http://www.daserste.de/live/index.html
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Remark: If the results do not match to your expectations, make your own thoughts whyit is different.
Task 3:Examine whether there are differences between the browsers on video provisioning.Watch YouTube videos with Google Chrome and Firefox and check the Transport Layerprotocol use via Wireshark.
Task 4:Visit the speedguide.net  test page and check which TCP parameters of a test connectionare examined.
Tasks for advanced learners

Task 1:Use netstat on the Windows command line and look at its options (netstat -h). Examinethe network connections (command without parameters), statistics (-s), and routingtable (-r).Remark: Please note that the options are a bit different in other operation systems eventhough the functionality of the tool is basically the same.
Task 2:Carry out a test with the Network Diagnostic Toolkit . Consider the TCP parameterdetails that the server provides in the “advanced” tab.
Task 3:A given Wireshark file contains a recorded TCP connection. Examine whether the TCPconnection setup and close is as expected. Consider also the parameter negotiationduring the connection setup.
Task 4:For the following task, you will receive two small Java programs that represent a TCPserver and a TCP client. You can run these programs on two computers and then set theparameters in an appropriate manner to check the flow control of TCP.The setting of the parameters can be tricky. For this reason, you can also get a Wiresharkrecord, which clearly shows the effects of flow control.
Task 5:You can do the following task in two ways. If you do not have the option to set up theconfiguration as described below, then look at the Wireshark files with the performedexperiments about TCP congestion control.

https://www.speedguide.net:8080/
https://www.measurementlab.net/tests/ndt/
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However, you will learn more if you perform the tests on your own. To do this, youneed three computers, which you connect via a switch (linking them via WLAN wouldalso work as well as a configuration of the network via virtual machines). Downloadthe Linux distribution WANem , which is a wide area network emulator. The middlecomputer is booted to run WANem. WANem can be used to influence data transmission.Bit rate limitations can be configured and artificial delays as well as packet lossescan be generated. The two other computers must then be configured so that theircommunication runs over the WANem computer (usually they would communicatedirectly with one another). To achieve this, the routing must be changed. In Windows,the “route add” command, which requires administrator privileges in the DOS window,is used. So, for example, you write on the command line “route add 192.168.0.3 mask255.255.255.255 192.168.0.2”. This sends data traffic to the IP address 192.168.0.3 tothe “router” 192.168.0.2 (see also instructions in the Internet ). 192.168.0.2 is the IPaddress of the WANem computer in this example. On the two end systems, one canthen either install iperf3  or its graphical interface JPerf  to perform throughput testsbetween the computers with different parameter settings.
If you want to artificially influence the network transmission on your own computer, youcan use a tool called Clumsy .
5.7 Summary - Transport LayerIn this chapter, the most common Internet protocols used in the Transport Layer weredescribed in detail, namely UDP and TCP. The following table shows a comparison of thefeatures of the two protocols.

Comparison of the features of TCP and UDP

Begin printversion

http://wanem.sourceforge.net/
https://www.howtogeek.com/howto/windows/adding-a-tcpip-route-to-the-windows-routing-table/
http://software.es.net/iperf/
http://www.softpedia.com/get/Network-Tools/Network-Testing/JPerf.shtml
https://jagt.github.io/clumsy/


5 Transport Layer 5.7 Summary - Transport Layer

303 / 386

End printversion

annotation

If features are missing in UDP, it is possible to add them at the Application Layer. This isdone, for example, with DNS, where one waits for appropriate answers to requests and,if necessary, repeats the requests.
In anticipation of the next chapter, you can already find an overview of applications usingTCP or UDP.

Use of TCP and UDP by applications

Begin printversion
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