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CHAPTER 10: FILE-SYSTEM INTERFACE

□ File Concept

□ Access Methods

□ Directory Structure

□ File-System Mounting

□ File Sharing

□ Protection
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OBJECTIVES

□ To explain the functionof file systems

□ To describe the interfaces to file systems

□ To discuss file-systemdesign tradeoffs, including  access 
methods, file sharing, file locking, and directorystructures

□ To explore file-systemprotection

Why 
tradeoffs?

Too few structures: 
programming inconvenient; 
Too many structures: OS 
bloat & programmer confused.
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FILE CONCEPT
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□ Contiguous logical address space

□ A sequence of bits, bytes, lines, or records. The meaning is 
defined by the creator and user.

□ Types:

□ Data

 numeric

 character

 binary

□ Program

 Source

 Object

 Executable
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FILE STRUCTURE
□ None - sequence of words, bytes

□ Simple record structure

□ Lines

□ Fixed length

□ Variable length

□ Complex Structures

□ Formatted document

□ Relocatable load file

□ Can simulate last two with first method by inserting appropriate control characters

□ Who decides:

□ Operating system

□ Program
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CSV File

» line-based file structure
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Database File
» Fixed Length
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Xml File

» formated structure
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FILE ATTRIBUTES

□ Name – only information kept in human-readable form

□ Identifier – unique tag (number) identifies file within file system

□ Type – needed for systems that support different types

□ Location – pointer to file location on device

□ Size – current file size

□ Protection – controls who can do reading, writing, executing

□ Time, date, and user identification – data for protection, security, 
and usage monitoring

□ Information about files are kept in the directory structure, which is 

maintained on the disk
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FILE OPERATIONS
□ File is an abstract data type

□ Create

□ Write – define a pointer

□ Read – use the same pointer

Per-process current file-position pointer

□ Reposition within file (file seek)

□ Delete

□ Truncate

□ Open(Fi) – search the directory structure on disk for entry Fi, and 

move the content of entry to memory

□ Close (Fi) – move the content of entry Fi in memory to directory 
structure on disk

Class File{

Public:

Create();

Write();

Read();

Seek();

……

}
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OPEN-FILE TABLE
□ Open() system call returns a pointer to an entry in the open-file table

□ File Control Block, FCB, ( per file ) containing details about 

ownership, size, permissions, dates, etc.

□ Per-process table

□ Current file pointer

□ Access rights

□ …

□ System-wide table

□ Open count

□ … http://cs.oberlin.edu/~jdonalds/341/OpenFileTable.png
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OPEN FILES
□ Several pieces of data are needed to manage open files:

□ File pointer: pointer to last read/write location, per process that has

the file open

□ File-open count: counter of number of times a file is open – to allow

removal of data from open-file table when last processes closes it

□ Disk location of the file: cache of data access information –

system doesn’t need to read it from disk for every operation.

□ Access rights: per-process access mode information
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OPEN FILE LOCKING
□ Provided by some operating systems and file systems

□ Mediates access to a file (by multiple processes)

□ File locks are similar to reader-writer locks

□ Shared lock (reader)

□ Exclusive lock (writer)

□ Mandatory or advisory:

□ Mandatory – access is denied depending on locks held and 
requested

□ Advisory – processes can find status of locks and decide what 

to do
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FILE TYPES – NAME, EXTENSION
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FILE TYPES

□ MS-DOS

□ MAC OS X

□ Each file has a creator attribute containing the name of the 

program that created it.

□ UNIX

□ Magic number (executable, shell script, postscript, …)
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FILE TYPES: PORTABLE EXECUTABLE FILE

FORMAT
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FILE TYPES: MAGIC BYTES
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FILE TYPES: MAGIC BYTES

Executable Binaries Mnemonic Signature

DOS Executable "MZ" 0x4D 0x5A

PE32 Executable "MZ"...."PE.." 0x4D 0x5A ... 0x50 0x45 0x00 0x00

Mach-O Executable (32 bit) "FEEDFACE" 0xFE 0xED 0xFA 0xCE

Mach-O Executable (64 bit) "FEEDFACF" 0xFE 0xED 0xFA 0xCF

ELF Executable ".ELF" 0x7F 0x45 0x4C 0x46

Compressed Archives Mnemonic Signature

Zip Archive "PK.." 0x50 0x4B 0x03 0x04

Rar Archive "Rar!...."
0x52 0x61 0x72 0x21 0x1A 0x07

0x01 0x00

Ogg Container "OggS" 0x4F 0x67 0x67 0x53

Matroska/EBML Container N/A 0x45 0x1A 0xA3 0xDF

Image File Formats Mnemonic Signature

PNG Image ".PNG...."
0x89 0x50 0x4E 0x47 0x0D 0x0A

0x1A 0x0A

BMP Image "BM" 0x42 0x4D

GIF Image "GIF87a" 0x47 0x49 0x46 0x38 0x37 0x61

"GIF89a" 0x47 0x49 0x46 0x38 0x39 0x61
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FILE TYPES: MAGIC BYTES
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FILE TYPES: MAGIC BYTES
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ACCESS METHODS

□ Sequential Access
read next
write next
reset
no read after last write

(rewrite)

□ Direct Access
read n
write n

position to n

read next 
write next

rewrite n

n = relative block number

Silberschatz, Galvin Operating System Concepts – 7th Edition and Gagne ©2005



SEQUENTIAL-ACCESS FILE
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SIMULATION OF SEQUENTIAL ACCESS ON A DIRECT-

ACCESS FILE
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SEQUENTIAL ACCESS VS DIRECT ACCESS
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EXAMPLE OF INDEX AND RELATIVE FILES
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DIRECTORY STRUCTURE
□ A collection of nodes containing (management) information about all 

files

Both thedirectorystructure and the files reside on disk Backups

of these two structures are kepton tapes
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A TYPICAL FILE-SYSTEM ORGANIZATION

The directory records information about the files in the 
system– such as name, location, size and type.
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OPERATIONS PERFORMED ON

DIRECTORY

□ Search for a file

□ Create a file

□ Delete a file

□ List a directory

□ Rename a file

□ Traverse the file system – access every dir and file for backing up.
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ORGANIZE THE DIRECTORY (LOGICALLY) TO OBTAIN

□ Efficiency – locating a file quickly

□ Naming – convenient to users

□ Two users can have same name for different files

□ The same file can have several different names

□ Grouping – logical grouping of files by properties, (e.g., all Java programs,

all games, …)
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SINGLE-LEVEL DIRECTORY
□ A single directory for all users

Naming problem

Grouping problem
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TWO-LEVEL DIRECTORY
□ Separate directory for each user

□ Path name

□ Can have the same file name for different user

□ Efficient searching

□ No grouping capability
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TREE-STRUCTURED DIRECTORIES
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TREE-STRUCTURED DIRECTORIES (CONT)
□ Each directory entry contains a bit defining the entry as file(0) or 

directory(1).

□ Efficient searching

□ Grouping Capability

□ Current directory (working directory)

□ cd /spell/mail/prog

□ type list
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TREE-STRUCTURED DIRECTORIES (CONT)
□ Absolute or relative path name

□ Creating a new file is done in current directory

□ Delete a file

rm <file-name>

□ Creating a new subdirectory is done in current directory

mkdir <dir-name>

Example: if in current directory /mail  

mkdir count

mail

prog copy prt exp count

Deleting “mail”⇒ deleting the entire subtree rooted by “mail”
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ACYCLIC-GRAPH DIRECTORIES
□ Requirement for file sharing

□ Have shared subdirectories and files
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ACYCLIC-GRAPH DIRECTORIES (CONT.)
□ Two different names (aliasing)

□ If dict deletes count ⇒ dangling pointer 

Solutions:

□ Backpointers (keep a list of references to a file), so we can delete 

all pointers

But: Large, variable size reference list is a problem

□ Entry-hold-count solution

□ New directory entry type

□ Link – another name (pointer) to an existing file

□ Resolve the link – follow pointer to locate the file
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GENERAL GRAPH DIRECTORY

A serious problem with acyclic-graph is to ensure no cycles.
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GENERAL GRAPH DIRECTORY (CONT.)

□ If cycles allowed

□ Repeated search the same object

□ File deletion problem (count <>0 even if unused)

□ How do we guarantee no cycles?

□ Allow only links to file not subdirectories

□ Garbage collection

□ Every time a new link is added use a cycle detection 
algorithm to determine whether it is OK
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STRUCTURE OF DIRECTORY FILE
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LINUX DISK PARTITIONING

Linux

IDE /dev/hd[a-d]

SCSI/SATA/USB /dev/sd[a-p]

USB /dev/sd[a-p](SATA)

/dev/fd[0-1]

25: /dev/lp[0-2] 

USB:

/dev/usb/lp[0-15]

PS2: /dev/psaux

USB:

/dev/usb/mouse[0-15]

CDROM/DVDROM /dev/cdrom

/dev/mouse
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LINUX DISK PARTITIONING
» MBR

□ P1:/dev/hda1
□ P2:/dev/hda2
□ L1:/dev/hda5
□ L2:/dev/hda6
□ L3:/dev/hda7
□ L4:/dev/hda8
□ L5:/dev/hda9
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FILE SYSTEM MOUNTING

□ A file system must be mounted before it can be accessed

□ An un-mounted file system (i.e. Fig. 10-12(b)) is mounted at a mount point
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(A) EXISTING.(B) UNMOUNTED PARTITION

Unmounted volume 
residing on /dev/dsk

Silberschatz, Galvin Operating System Concepts – 7th Edition and Gagne ©2005



MOUNT POINT
$ mount /dev/dsk /users
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FILE SHARING
□ Sharing of files on multi-user systems is desirable

□ Sharing may be done through a protection scheme

□ On distributed systems, files may be shared across a network

□ Network File System (NFS) is a common distributed file-sharing 

method
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FILE SHARING – MULTIPLE USERS
□ User IDs identify users, allowing permissions and protections 

to be per-user

□ Group IDs allow users to be in groups, permitting group 

access rights
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FILE SHARING – REMOTE FILE SYSTEMS

□ Uses networking to allow file system access between systems

□ Manually via programs like FTP

□ Automatically, seamlessly using distributed file systems

□ Semi automatically via the world wide web

□ Client-server model allows clients to mount remote file systems from 

servers

□ Server can serve multiple clients

□ Client and user-on-client identification is insecure or complicated

□ NFS is standard UNIX client-server file sharing protocol

□ CIFS is standard Windows protocol

□ Standard operating system file calls are translated into remote calls

□ Distributed Information Systems (distributed naming services) such as 
LDAP, DNS, NIS, Active Directory implement unified access to information
needed for remote computing
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NFS SYSTEM
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FILE SHARING – FAILURE MODES

□ Remote file systems add new failure modes, due to network 
failure, server failure

□ Recovery from failure can involve state information about 
status of each remote request

□ Stateless protocols such as NFS include all information in each 

request, allowing easy recovery but less security
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FILE SHARING – CONSISTENCY SEMANTICS
□ Consistency semantics specify how multiple users are to access a shared

file simultaneously

□ Similar to Ch 6 process synchronization algorithms

 Tend to be less complex due to disk I/O and network latency (for
remote file systems) – slow speed

□ Andrew File System (AFS) implemented complex remote file sharing
semantics

□ Unix file system (UFS) implements:

 Writes to an open file visible immediately to other users of the same
open file

 Sharing file pointer to allow multiple users to read and write 
concurrently

□ AFS has session semantics

 Writes only visible to sessions starting after the file is closed
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» namenode：datanode »

second namenode

» datanode

GOOGLE FILE SYSTEM/HDFS
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GOOGLE FILE SYSTEM/HDFS
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REPLICATION IN HDFS

» replication＝3

» 64M
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PROTECTION
□ File owner/creator should be able to control:

□ what can be done

□ by whom

□ Types of access

□ Read

□ Write

□ Execute

□ Append

□ Delete

□ List
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ACCESS LISTS AND GROUPS
□ Mode of access: read, write, execute

□ Three classes of users
RWX

a) owner access 7 ⇒ 1 1 1

b) group access 6 ⇒
RWX

1 1 0

c) public access 1 ⇒
RWX
0 0 1

□ Ask manager to create a group (unique name), say G, and add some 
users to the group.

□ For a particular file (say game) or subdirectory, define an appropriate 
access.

owner group public

chmod

Attach a group to a file
chgrp

761 game

G game
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A SAMPLE UNIX DIRECTORY LISTING
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WINDOWS XP ACCESS-CONTROL LIST 

MANAGEMENT
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