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Security

= Degree to which a product or system protects information and data so that
persons or other products or systems have the degree of data access
appropriate to their types and levels of authorization

= 3 main goals (CIA of security)

— Confidentiality - Degree to which a product or system ensures that data are
accessible only to those authorized to have access

- Integrity - Degree to which a system, product or component prevents
unauthorized access to, or modification of, computer programs or data

— Authenticity - Degree to which the identity of a subject or resource can be
proved to be the one claimed
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= QOther goals:

— Non-repudiation - Degree to which actions or events can be proven to have
taken place so that the events or actions cannot be repudiated later

— Accountability - Degree to which the actions of an entity can be traced
uniquely to the entity

~ Availability?
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Security in DS

= Due to involvement of networks for carrying data between computers,
Increases security threats

— successful attacks a.k.a incidents, breaches, exploits
= Two types of security threats

- Passive

- Active
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Passive attacks

= Includes eavesdropping on, or monitoring of, transmission
= Goal is to obtain information relating to a communication
= Two types of passive attacks

- release of message contents

— traffic analysis

= Release of message contents involves for e.g., the release of a
confidential e-mail or the contents of a transferred file

LAPPEENRANTA UNIVERSITY OF TECHNOLGG!

@

(=

S
D




Traffic analysis

= More subtle
— attacker might be able to observe the pattern of the messages

— attacker could determine the location and identity of communicating hosts
and could observe the frequency and length of the messages being
exchanged

- information might be useful in guessing the nature of the communication

= Passive attacks are very difficult to detect because they do not involve any
alteration of data

— it is possible to prevent these, hence the emphasis is on prevention rather
than detection
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Active attacks

= Active attacks involve some maodification of the transmitted data, or the
creation of false transmissions and can be subdivided into four categories:

- A masquerade takes place when one entity pretends to be a different
entity

- Replay involves the passive capture of data and its subsequent
retransmission to produce an unauthorized effect

- Modification of messages simply means that some portion of a
legitimate message is altered, or that the messages are delayed or
reordered, to produce an unauthorized effect

- Adenial-of-service attack prevents or inhibits the normal use or
management of communication facilities

LAPPEENRANTA UNIVERSITY OF TECHNOLGG!




Masquerade

A masquerade attack is an
attack that uses a fake
identity, such as a network
identity, to gain unauthorized
access to personal
computer iInformation
through legitimate access
identification

Darth | Message from Darth
that appears to be
from Bob

Alice
(a) Masquerade

Active Attack - Masquerade




Replay attack

A replay attack is a form of
network attack in which valid
data transmission IS
maliciously or fraudulently
repeated or delayed

This is carried out either by
the originator or by an
adversary who intercepts the
data and re-transmits it
possibly as part of a spoofing
attack by IP packet
substitution
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Modification of message

= |t means that some portion of a message is altered or that
message is delayed or reordered to produce an unauthorized
effect

- For example, a message meaning
“Allow JOHN to read confidential file X” is modified as
“Allow Smith to read confidential file X”
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It prevents normal use of communication
facilities (targets availability of services)

may have a specific target

an entity may suppress all
messages directed to a particular
destination

Another form of service denial is the
disruption of an entire network wither by
disabling the network or by overloading
it by messages to degrade performance

Remote
control link

A
v
¢h

Malicious
Actor

Legitimate User

Botnet
Controller

b
B

Compromised
Servers

Slow or inaccessible

Flood traffic

Target
Server(s)




Active vs Passive attacks

= Active attacks present the opposite characteristics of passive
attacks

= Passive attacks are difficult to detect, measures are available to
prevent their success

= |tis quite difficult to prevent active attacks absolutely, because to
do so would always require the physical protection of all
communications facilities and paths
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Protection mechanisms

= Encryption is the most common tool deployed for security
= Two types:
— conventional encryption, also known as symmetric encryption
- public-key encryption, also known as asymmetric encryption
i \iéVith symmetric encryption, two parties share a single encryption/decryption
ey
— main challenge is the distribution and protection of the keys

= A public-key encryption scheme involves two keys, one for encryption, and
a paired key for decryption
— party that generated the key pair keeps one key private, and the other
IS made public
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Symmetric encryption

= Plain text Symmetric Encryption
= Cipher
- Encryption/decryption
al go rithm Secret Same Key Secret
Key Key
= Key

- length — AdshL@9. —

_ — To=#/>B41 e | ——

= Cipher text — RO6/12.>1L D —
1PRL39P20
—

Plain Text Cipher Text Plain Text
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Public key encryption

= Works with a pair of specially generated keys
— Each user generates a pair of keys

— Each user places one of the two keys in a public register or accessible file. This is
the public key. The companion key is kept private. Each user maintains a
collection of public keys obtained from others

— If Alice wishes to send a private message to Bob, Alice encrypts the message
with Bob’s public key
- When Bob receives the message, he decrypts it using his private key
* No other recipient can decrypt the message because only Bob knows his
private key
= Also used for digital signatures
=  Expensive to deploy but needed
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Public Key Cryptography

keys are different but
mathematically linked
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Input Digest

A haSh funCtion iS any funCtion cryptographic DFCD 3454 BBFA 788A 751A

F ——> hash —— j
that can be used to map data of > function SEi5e 2020 TUD0 G100 2l
arbitrary size to fixed-size values The red fox e Sl
The values returned by a hash tebluedeg| | funetion "|Acc? 6cpi 90B1 EEGE 3B
function are called hash values, .

) ) The red fox cryptographic 8FD8 7558 7851 4F32 D1Cé
hash codes, digests, or simply e g | | qnesh ™ 76B1 7920 0pA4 ARFE 481p
hashes

r . . The red fox cryptographic FCD3 7FDB 5AF2 C6FF 915F

Used for verifying integrity of e g | T sk ™ 401 cono 7pon 4ear FRaj
messages

The red fox cryptographic 8ACA D682 D588 4C75 4BF4

‘tﬁr:f)fu‘;egog » fu?’iiihon » 1799 7D88 BCF8 92B9 6A6E

4
=]



